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A B S T R A C T

MQTT is an application layer protocol that, thanks to its simplicity and low overhead, is widely used in
the Internet of Things (IoT) devices typically found in home automation and consumer applications. The
MQTT properties make it an interesting option also for Industrial IoT (IIoT) applications. However, MQTT
is not specifically devised for IIoT applications requiring low-latency and the support for time-constrained
transmissions. For this reason, this paper proposes an IIoT-enabled version of MQTT called a Prioritized
MQTT (PrioMQTT) that is able to provide low latencies to time-critical messages. Unlike the standard MQTT,
PrioMQTT adopts the UDP/IP stack, which is more suitable than TCP/IP for low-latency communications.
Moreover, PrioMQTT introduces a mechanism to prioritize the time-critical messages over the non-time-
critical ones. The combination of the UDP/IP stack and priority support in the PrioMQTT protocol is achieved
while maintaining the compliance with the MQTT standard message format. As a result, PrioMQTT can
be implemented on commercial-off-the-shelves (COTS) devices without hardware modifications. The paper
describes the PrioMQTT protocol and investigates its performance through an assessment in a realistic
industrial scenario and in comparison with the standard MQTT protocol.
1. Introduction

Industrial communications play a key role in the Industry 4.0 era. In
fact, the shift to the new intelligent, connected and automated industry
model requires that industrial networks coordinate a large number of
devices, sensors, actuators and control systems to ensure an efficient
and reliable production flow [1–3]. Given the high number of smart
devices to be interconnected, an interesting option for Industry 4.0 is
to try and adopt some of the solutions that are already used in Internet
of Things (IoT) scenarios [4–8].

In these scenarios, the application layer protocols aim to enable
communications between different types of applications and devices.
Since the number of applications grows, several IoT application layer
protocols, among them the ones outlined in [9] (i.e., CoAP, MQTT,
AMQP, etc.), have been enhanced and modified to meet specific ap-
plication needs. For example, a distributed CoAP time server for indus-
trial domain is presented in [10], a distributed MQTT broker system
that guarantees high scalability and resiliency to failures is proposed
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in [11], and an intelligent congestion control algorithm (iCoCoA) for
CoAP is introduced in [12] to be used in dynamic environments. One
interesting option for the application level of the protocol stack is the
MQTT [13] standard, which is one of the most popular protocols for
the IoT [14]. MQTT is a publish/subscribe protocol in which multiple
publishers send messages to a node, called broker. Each published
message is associated to a topic, i.e., a string used to identify and
route messages between the publishers and the subscribers. The broker,
in turns, forwards the messages to all the interested subscribers in
the network. MQTT is widely used on devices with limited resources
to allow data exchange among networks made of low-cost devices.
MQTT is lightweight, efficient, and reliable. All these properties make
it a very interesting candidate for the Industrial IoT (IIoT) to modern-
ize manufacturing projects [15,16]. However, many IIoT applications
exchange time-critical messages [17–19], but MQTT is not suitable
for them. The reason for this limitation is twofold. First, MQTT is
designed to work over the TCP transport protocol, but for time-critical
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communications that require low latency UDP is more suitable than
TCP. In fact, unlike TCP, UDP does not provide any congestion control
mechanism (that would make it difficult to obtain low latencies) and
avoids unnecessary retransmissions. With UDP, retransmissions are not
performed by the transport layer, but they are left to the upper-layer
time-critical application that decides, based on the message’s lifetime,
if the message to be retransmitted is still temporally valid and worth
of another transmission try, or if it has already expired, so there is
no need for retransmitting it. The second reason why MQTT is not
suitable for time-critical messages that require low latencies is that
MQTT lacks prioritization, and therefore it does not enable the network
to provide time-critical messages with a different service than non-time-
critical ones. To enable the use of MQTT in IIoT applications requiring
time-critical communications, this work proposes the Prioritized MQTT
(PrioMQTT), an MQTT version that modifies the broker architecture
to support message prioritization and is based on the UDP protocol.
Applications that would benefit from PrioMQTT are found in Indus-
trial Cyber–Physical Systems (ICPSs), where IoT technologies enable
advanced communication solutions for interconnected machinery and
collaborative robots. PrioMQTT exploits the messages’ priorities to
implement a priority-based schedule that reflects the different temporal
constraints of the messages to be transmitted. PrioMQTT maintains
the backward compatibility with the MQTT standard protocol, as it is
able to support the standard MQTT clients and, at the same time, the
time-critical transmissions of the PrioMQTT clients.

The main contributions of this paper are:

• The design of the PrioMQTT protocol.
• The design of the broker software architecture.
• An experimental assessment of PrioMQTT on real devices in a

realistic industrial scenario.

The paper is organized as follows. Section 2 presents a comparison
between PrioMQTT and related works. Section 3 provides an overview
of the MQTT standard. Section 4 describes the PrioMQTT architecture
and the relevant design challenges. Section 5 presents the results of an
extensive assessment of the PrioMQTT protocol. Section 6 discusses the
advantages and the limitations of PrioMQTT, also providing hints for
future works. Finally, Section 7 summarizes and concludes the paper.

2. Related work and comparison

Several works in the literature addressed the MQTT suitability
for industrial applications [20–22]. For instance, the work in [15]
investigates the communication delay obtained by the MQTT protocol
in IIoT applications characterized by message transmissions from field
devices to a remote cloud and vice versa. The results show that MQTT
obtains delays in the order from tens to hundreds of milliseconds,
thus representing a suitable solution for inexpensive industrial-grade
IIoT devices. However, the work in [15] does not address time-critical
applications, therefore the protocol’s ability to cope with the time
constraints of the exchanged messages is not assessed.

The work in [16] proposes an innovative communication framework
based on MQTT to obtain secure and scalable Machine-to-Machine
(M2M) communications and its implementation and evaluation in a
small-scale industrial testbed. The work focuses on security and scal-
ability aspects and does not address time-critical communications.
Conversely, IIoT applications typically require the network to provide
time-constrained message transmissions [23–25]. As the MQTT pro-
tocol lacks the support for time-critical low-latency communications,
an option is to modify the network configurations at runtime using
Software-Defined Networking (SDN) [26,27]. Another option is to mod-
ify the protocol behavior to enable time constrained transmissions [28,
29].

A standard extension of MQTT, called MQTT for Sensor Networks
(MQTT-SN) [30], is defined by the OASIS MQTT Technical Committee.
44

Unlike the standard MQTT protocol, which uses TCP, the MQTT-SN
Fig. 1. Example of an MQTT-SN network.

clients use the UDP protocol, which allows for lightweight and con-
nectionless communications. A simplified example of MQTT-SN archi-
tecture is shown in Fig. 1. MQTT-SN requires the adoption of special
nodes, called MQTT-SN gateways. The gateways act as clients for the
MQTT broker and translate messages between MQTT-SN and MQTT. All
the communications have to traverse the MQTT broker. The MQTT-SN
protocol does not provide time-constrained communications support,
as it does not define any mechanism to differentiate the transmissions
according to the time constraints of the messages. Moreover, due to
its architecture that requires the adoption of gateways, transmissions
go through the standard MQTT network, which uses the TCP protocol.
However, to prevent congestion , TCP implements some flow control
mechanisms that may introduce latency due to transmission rate ad-
justments. In addition, TCP requires acknowledged transmissions, thus
introducing additional latency due to the acknowledgment processing
and the potential retransmissions. As a consequence, MQTT-SN has the
same limitations of the standard MQTT protocol for IIoT applications.

As discussed in [15,31], MQTT is suitable for communications
within the entire computing continuum, i.e., from IoT nodes to the
edge and to the cloud, and vice versa. The PrioMQTT here proposed is
designed to handle the time-constrained flows that are typically found
at the edge level.

Several works in the literature proposed solutions to enable time-
critical communications over MQTT. In the following subsections, the
different approaches are classified into three categories, called (i) mod-
ified MQTT, (ii) SDN-based network management of MQTT transmis-
sions, and (iii) hybrid solutions that combine network management
(with or without SDN) with a modified version of MQTT.

2.1. Modified MQTT solutions

The approaches proposed in [32,33] address the support for mes-
sage priority in the MQTT protocol. In particular, the work in [32]
proposes a modified MQTT version in which the broker provides three
different transmission queues for the highest priority (i.e., urgent)
messages, the medium priority (critical) messages, and the non-real-
time ones. Conversely, the approach in [33] uses a two-bit priority field
on the MQTT message header to provide four priority levels for the
messages in the broker transmission queue. Although these approaches
use message prioritization on the broker, they handle a low number of
priorities, i.e., at most four priorities. Conversely, PrioMQTT addresses
time-critical communications using the UDP protocol for time-critical
messages and encoding a 64-bit priority value in the MQTT message
header to handle a number of priorities at the broker that is signif-
icantly higher than the one supported by the approaches in [32,33].
As a result, PrioMQTT makes it possible to adopt a scheduling policy
that assigns priority values to messages according to their different time
constrains with a thinner granularity.

The paper in [34] proposes a priority control mechanism running on
the broker. The broker acts as a master that schedules and authorizes
data transmission from the publishers to an application server. The
approach in [34] enables prioritized communications, but it is not
compliant with the MQTT protocol and does not support many-to-
many communications. Conversely, the PrioMQTT here proposed not
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only offers prioritized communications for time-critical messages, but
it also supports many-to-many communications in the same way as the
standard MQTT protocol. PrioMQTT also maintains the interoperability
with the standard MQTT.

2.2. SDN-based network solutions

Some works in the literature propose the combination of MQTT and
SDN to achieve time-critical communications in MQTT-based networks.
For example, the work in [35] proposes RT-MQTT, which extends
the MQTT protocol by enabling the explicit association of real-time
requirements (i.e., priority, deadline, and periodicity) to topics and
end-nodes. RT-MQTT uses the OpenFlow SDN framework to configure
the network and introduces a component, called a Real-Time Net-
work Manager (RT-NM), that runs on the broker. The RT-NM module
captures all the MQTT messages with the aim of extracting their real-
time requirements. These requirements are analyzed and sent to the
OpenFlow Controller. The latter, in turn, manages the flow tables of
the OpenFlow Switches for creating real-time communication channels
that meet the real-time demands of the topics. Some analytical models
to calculate the response time bounds of the RT-MQTT protocol are
addressed in [36,37]. While RT-MQTT works at the network layer, the
PrioMQTT protocol proposed in this paper works at the application
layer. As a result, it is reasonable to assume that RT-MQTT can be easily
adapted to work in combination with PrioMQTT.

Another interesting solution, proposed in [38], provides for the
creation of clusters by exploiting the SDN paradigm. Each cluster is
assigned to a dedicated MQTT broker, with the aim of minimizing
the communication delays and supporting very low latencies. The
performance evaluation presented in [38] shows that the approach sig-
nificantly improves latency and network utilization compared to other
existing SDN-based MQTT brokers, but it does not support any prior-
itization to reflect the different temporal constraints of the messages.
Moreover, it requires to work on networks that use OpenFlow com-
pliant switches. Conversely, PrioMQTT provides priority-based trans-
missions to cope with the messages’ temporal constraints and does not
require special hardware.

2.3. Hybrid solutions

The approach presented in [39] is specifically devised for the com-
munications between different edge networks. It uses the RT-MQTT
protocol [35] for the intra-edge network communications and combines
OpenFlow SDN with a modified MQTT version that uses prioritized
multicast for the inter-edge network communications, with the aim
to minimize the delays and the network load for real-time messages.
The approach in [39] allows for a significant delay reduction com-
pared to the standard MQTT, but it only addresses edge networks that
use the OpenFlow SDN framework. Consequently, RT-MQTT requires
OpenFlow-compliant switches. On the contrary, PrioMQTT works at
the application layer and its adoption is not bound to the underlying
network technology. PrioMQTT does not require special hardware and
is suitable for being implemented in low-cost industrial-grade IIoT
devices.

The work in [40] presents a set of extensions for MQTT-SN that pro-
vides for associating commonly used real-time attributes (e.g., priority,
periodicity, and deadline) to each topic. These extensions enable the
online definition of these attributes and the configuration of the net-
work interfaces to handle messages at the MAC layer according to the
topics’ priorities. This approach limits the extensions to the MQTT-SN
subnetwork (Fig. 1), and therefore it does not offer support for time-
critical communications to an entire network that adopts both MQTT
and MQTT-SN. Conversely, the PrioMQTT protocol here proposed is a
prioritized version of the standard MQTT protocol that enables message
priority on all the network nodes to cope with the time constraints of
the messages.
45
Fig. 2. Example of an MQTT network scenario.

3. MQTT overview

MQTT [41] is a simple, lightweight and bandwidth-efficient pub-
lish/subscribe application-layer protocol that is suitable for M2M com-
munications and operates over TCP/IP.

MQTT defines two kinds of nodes, i.e., the broker and the clients.
The broker is the node in charge of handling all the connections
and communications between the clients. Clients establish a connec-
tion at the application layer with the broker, then they either sub-
scribe or publish data on specific topics. All the published messages
are transmitted to the broker that, in turn, forwards them to the
subscribers. A topic is a string used by the MQTT protocol to filter
and forward messages. According to the MQTT protocol, publishers
send messages to designated topics, and subscribers can subscribe
to these topics to receive the messages. A topic has a hierarchical
structure, in which each level is separated by a forward slash. For
instance, ‘‘home/livingroom/temperature’’ is a topic that represents the
temperature in the living room of a home.

MQTT defines three Quality-of-Service (QoS) policies for message
transmission, i.e., at least once, at most once, and exactly once, which
correspond to different QoS values. The messages with QoS equal to 0
(at most once) are transmitted without acknowledgment, for the sake
of low communication overhead and latency. The messages with QoS
equal to 1 (at least once) have to be delivered at least once, with multi-
ple retransmissions of the same message if the acknowledgment is lost.
Finally, messages with QoS equal to 2 (exactly once) are guaranteed to
be delivered exactly once. To achieve this, QoS 2 requires a four-part
handshake between the publisher, the broker and each subscriber.

In MQTT the broker is the crossing point of all the communica-
tions. No direct message exchanges between publishers and subscribers
are allowed, and therefore the communication between them is asyn-
chronous. This allows for decoupling the publishers and the subscribers.
In fact, the publishers do not know which nodes will consume their
messages.

Fig. 2 represents a simple MQTT scenario in which three tempera-
ture sensors publish their values, each one with a specific topic (‘‘t1’’,
‘‘t2’’ and ‘‘t3’’ in Fig. 2). The clients interested to the sensor temperature
subscribe to these topics, e.g., the top-right client in Fig. 2 subscribes
to the topics t1 and t2. This way, once the messages will have become
available, the broker will send them to the relevant subscribers.

The next section presents the design of PrioMQTT, a modified
version of MQTT that supports prioritized low-latency communications
at the application layer, while maintaining the compatibility with the
standard MQTT protocol.
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4. Design

The main idea behind the design of the PrioMQTT is to remove
the additional latencies of the TCP due to the flow control, the ac-
knowledgments and the retransmissions, while providing a mechanism
to differentiate the message transmission priorities so that they reflect
the temporal constraints of the messages.

To this aim, multiple approaches can be adopted. For instance, a so-
lution is to have the broker poll the publishers to authorize their trans-
missions, as proposed in [34]. Polling-based solutions enable transmis-
sion scheduling, but they also entail an additional network overhead
due to the transmission of the polling messages. Polling is not a suit-
able solution for applications that require low-latency communications,
because each polling message transmission introduces an additional
contribution to the latencies of the messages.

The approach for prioritized time-constrained communications pro-
posed in this work, the PrioMQTT, differently from the MQTT standard
adopts the UDP protocol instead of the TCP, while maintaining the
same message format defined in the MQTT specifications [41]. UDP not
only avoids the burden of establishing connections, but also it does not
implement congestion control, which would make it difficult to allow
the timely delivery of the time-critical messages. Moreover, UDP does
not perform retransmissions and this is beneficial to several industrial
applications that manage by themselves the retransmission of messages,
whenever needed. In fact, the applications are aware of the messages’
lifetime, so they can determine if a message to be sent is still temporally
valid, and therefore worth of another transmission try, or if it has
already expired, so there is no need for retransmitting it.

4.1. Introducing message priority

The MQTT specification v5 [41] introduced the message property
fields in the MQTT messages to encode specific attributes within each
message. PrioMQTT uses the User Properties field to encode a message
priority. User Properties consist of an array of UTF-8 key/value pairs,
which enable the inclusion of user-specified data in MQTT messages.
In PrioMQTT , priority is encoded as a string containing a numeric
unsigned integer value and the lowest values correspond to the highest
priority. In our implementation, the priority string is converted into a
64-bit unsigned integer, but a shorter-sized integer can be configured
depending on the application needs.

The introduction of message priorities enables the support for differ-
ent message scheduling policies, such as fixed priority ones or dynamic
priority ones [42–44]. To allow more flexibility by design, the priority
is transmitted within each published message. This leaves the publisher
free to assign priorities either to topics or to each message. In the
first case, the same priority is assigned to all the messages of a given
topic. In the second case, the publisher assigns different priorities to the
messages of a given topic. This choice has to be made at the network
design time.

The broker maintains a transmission queue that contains the mes-
sages to be forwarded to the subscribers, ordered by priority. The
messages with the same priority are transmitted in a First-In First-Out
(FIFO) order.

4.2. Broker architecture

In the PrioMQTT protocol , the broker handles all the communica-
tions between the clients. Fig. 3 shows the main broker architecture
components.

The network stack at the bottom of Fig. 3 creates and manages the
network entry points for the broker. The received MQTT messages are
transmitted to the Message receiver and processor component, which is
n charge of parsing and executing the state machines of the broker
o manage the MQTT connections, the subscriptions, and all the core
ogic of the MQTT protocol. The Message receiver and processor does
46
Fig. 3. The PrioMQTT broker software architecture.

not deal with the transport protocol adopted, as it handles standard
MQTT messages only. The separation between the network stack and
the PrioMQTT layer allows for the adoption of multiple transport layers
working simultaneously. In addition to UDP, other choices are also
possible, e.g., the Audio Video Transport Protocol (AVTP).

In Fig. 3 the Timers module is devised to manage time-driven ac-
tions, e.g., possible retransmissions and management of the application
layer connections.

The messages to be transmitted are enqueued in the Prio Tx queue,
where messages are ordered by priority (as said before, the lower the
value the higher the priority). When the Message receiver and processor
or the Timers components have a message to transmit, they enqueue
the message into the Prio Tx queue. The Prio Tx queue is implemented
in software. The queue size is a configurable parameter that can be set
according to the workload of the devices and the amount of memory
available on the broker. If the message has to be transmitted to multi-
ple destinations, e.g., in the case of a message with multiple subscribers,
two enqueuing methods can be alternatively adopted. With the first
method, the Prio Tx queue stores only one message and an array of
addresses for the destination nodes. This choice allows for memory
saving and avoids multiple queue operations, as the queue does not
need to store one separate entry for each intended destination of the
same message. The second method envisages that multiple references
to the same message are stored in the transmission queue, each one
with a different destination. This choice allows for a finer granularity
in message scheduling.

In PrioMQTT, the standard MQTT traffic, i.e., the one transmitted
with the TCP protocol, is considered low priority traffic, and therefore
the messages transmitted using TCP obtain the lowest priority.

Finally, the role of the Transmitter component in Fig. 3 is to pick
the messages from the queue and transmit them.

The design of PrioMQTT provides several advantages, as it enables:

• the combination of standard MQTT transmissions with time-
critical constrained transmissions on the same broker, while
maintaining the backward compatibility with standard MQTT
client nodes;

• the adoption of multiple transport layers that work simultane-
ously;

• the use of different non-preemptive message transmission
scheduling policies;

• the reduction of the message latency, thanks to the adoption of
the UDP transport protocol for time-critical transmissions.
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Fig. 4. The assessed scenario.
Fig. 5. Messages exchanged between the module S1 the controller.
5. Performance assessment

This section discusses the performance evaluation of the PrioMQTT
protocol.

The assessed scenario, shown in Fig. 4, consists of one controller, the
broker and four Input/Output (IO) modules (S1, . . . ,S4) that represent
the sensors and actuators of a factory cell. The network is a plain
Switched Ethernet working at 100 Mbps, which is a datarate typically
used in industrial networks.

The broker runs on a 5 GHz 6 core Intel i7-10750H CPU, equipped
with a 16 GB RAM and running the Linux Ubuntu 20.04 operating
system. Each client node, i.e., the controller and the IO modules, runs
on a Raspberry Pi 4 with the Raspbian 64-bit operating system.

The experimental setup is based on the one adopted in the work
in [15].

Each IO module has a couple of associated topics, here called data
topic and command topic, respectively. In particular, the data topic
associated to an IO module is used for transmitting data to the con-
troller, the command topic associated to the same IO module is used for
receiving the commands from the controller. The controller subscribes
to all the data topics. When the controller receives a data topic message
from a given IO module, it replies with a message published to the
command topic associated to the same IO module.

In addition, each client subscribes to the same topic it publishes, so
as to obtain a feedback that the broker transmitted it.

Fig. 5 shows the message exchange between the module S1 and the
controller.
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The time instants TA, TB, TC and TD, shown in Fig. 5 for the node
S1, are defined as follows:

• TA: time at which the S1 node publishes a message to the topic
T1;

• TB: time at which the controller receives a topic T1 message from
the broker;

• TC: time at which the controller publishes the reply message to
the topic T2;

• TD: time at which S1 receives a topic T2 message from the broker.

The performance metrics used in the evaluation are the Round Trip
Time (RTT), the average queueing time (𝑇 𝑞), the maximum number
of elements in the broker transmission queue, the median value of
elements in that queue, and the Message Loss Ratio (MLR).

The RTT is calculated, with reference to Fig. 5, as in Formula (1),
where (TD-TA) is the time difference between the transmission of a
topic T1 message and the reception of a topic T2 message and (TC-TB)
is the controller processing time.

𝑅𝑇𝑇 = (𝑇𝐷 − 𝑇𝐴) − (𝑇𝐶 − 𝑇𝐵). (1)

The above explained times are acquired for each S node (i.e., S1,
S2, S3, S4) in the network and for each couple of dedicated topics.

The average queueing time (𝑇 𝑞) is the average time spent by the
messages while waiting in the broker transmission queue. Finally,
the Message Loss Ratio (MLR) is calculated as the percentage of lost
messages over the transmitted messages.

The configuration of each topic is shown in Table 1.
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Fig. 6. RTT results with message payload size equal to 100 bytes.
Table 1
Topics’ configurations.

Topic Publisher Subscribers Period (ms) Payload size (B)

T1 S1 {Controller, S1}, All 1 100, 500, 1000
T2 Controller {Controller, S1}, All 1 100, 500, 1000
T3 S2 {Controller, S2}, All 2 100, 500, 1000
T4 Controller {Controller, S2}, All 2 100, 500, 1000
T5 S3 {Controller, S3}, All 5 100, 500, 1000
T6 Controller {Controller, S3}, All 5 100, 500, 1000
T7 S4 {Controller, S4}, All 3 100, 500, 1000
T8 Controller {Controller, S4}, All 3 100, 500, 1000

In this evaluation, the PrioMQTT priorities are statically assigned
to topics, i.e., all the messages of a given topic are assigned the same
priority. In particular, the priorities are assigned according to the
topics’ transmission periods so that the shorter the period, the higher
the priority.

5.1. Evaluation of PrioMQTT varying the message size

The goal of the first evaluation is to measure the impact of the
prioritized transmissions on the RTTs with different message sizes.
For this reason, the network scenario is assessed with three different
message payload sizes, i.e., 100, 500 and 1000 bytes, that are realistic
values for industrial applications.

To obtain statistically significant results, a very high number of
samples was collected, i.e., from 30 000 samples for the flows with
the longest period, i.e., the topics T5 and T6 in Table 1, to 150 000
samples for the flows with the shortest period, i.e., the topics T1 and
T2 in Table 1.

The results in terms of cumulative RTT percentage distribution with
different payload sizes are shown in the Figs. 6–8.

Fig. 6 shows that with message payload size equal to 100 bytes
the cumulative RTT percentage distributions of the different topics are
very similar. The reason for this result is the short message size, which
entails negligible transmission times, i.e., 15 μs for each hop in this
case. As a consequence, the Transmitter component (Fig. 3), which is
in charge of picking the messages from the queue and transmitting
them, is faster than the Message receiver and processor, and therefore the
messages do not have to wait in the broker transmission queue. Similar
results are obtained with message payload sizes equal to 500 bytes, as
shown in Fig. 7.

The results in Fig. 7 show that the RTTs values obtained for the
topic couples (T1, T2), (T5, T6), and (T7, T8) are very close, while the
couple (T3, T4) obtained significantly lower RTTs, because the client
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S2 is one hop closer to the broker than the other clients, as it is shown
in Fig. 4. From the figure it can be seen that the topic couple (T1, T2)
obtained slightly lower RTTs than the other two couples at the same
hop distance from the broker, i.e., (T5, T6) and (T7, T8). This is the
effect of the priority, because T1 and T2 have the highest priorities. The
percentage of messages that obtained RTT values lower than 0.7 ms is
the 99.0% for (T1, T2), 99.6% for (T3, T4), 97.3% and 97.6% for (T7,
T8) and (T5, T6), respectively.

As said before, the better results for (T4, T5) are because the client
S2 associated to the topics T4 and T5 is one hop closer to the broker
than the other clients. This entails RTTs that, on average, are about
94 μs lower than the those obtained by the couple (T1, T2). This a
value is close to the one-hop round trip transmission time of a message,
i.e., twice the transmission time, i.e., 47 μs.

Finally, Fig. 8 shows the results with message payload size equal to
1000 bytes.

The results in Fig. 8 show that the priorities used in the transmission
queue of the broker improve the performance in terms of latency for
the time-critical messages, by allowing the topic couples with higher
priorities to obtain lower RTTs than those obtained by the topic cou-
ples with lower priorities. In fact, the larger the payloads the higher
the transmission times. This entails a high probability that multiple
messages will be waiting in the broker transmission queue, because in
this case the Transmitter is slower than in the case of message payloads
equal to 100 bytes. As a consequence, there is a high probability that
high priority messages delay the low priority ones that are waiting in
the broker transmission queue. For instance, in Fig. 8 the percentage
of messages that obtained RTT values lower than 1.2 ms are the 89.6%
for (T1, T2), 97.1% for (T3, T4), 74.3% for (T7, T8) and 67.5% for (T5,
T6), respectively. These results confirm the benefits of introducing the
priorities in PrioMQTT, as the messages with higher priorities obtained
lower RTTs.

5.2. PrioMQTT broker performance assessment

This subsection addresses the broker performance in terms of aver-
age queuing time, maximum number of elements in the broker trans-
mission queue, median value of elements in that queue, and Message
Loss Ratio (MLR). The evaluation was performed in the same scenario
presented at the beginning of this Section.

In the assessment, the payload size is set to 500 bytes and the
transmission queue size is set to 500 elements.

In the proposed implementation the queue stores one entry for each
frame to be transmitted. This means that, if a message has multiple
subscribers, multiple references to the same message are stored in
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Fig. 7. RTT results with payload size equal to 500 bytes.
Fig. 8. RTT results with payload size equal to 1000 bytes.
the transmission queue. Measurements were performed in two cases,
i.e., with two and five subscribers for each topic, respectively.

In this evaluation, to obtain statistically significant results, a very
high number of samples was collected, i.e., from 72 ⋅ 104 samples for
the flows with the longest period, i.e., the topics T5 and T6 in Table 1,
to 36 ⋅105 samples for the flows with the shortest period, i.e., the topics
T1 and T2 in Table 1, for a total of 11.04 ⋅ 106 samples.

The average queuing times obtained are shown in Fig. 9.
The results confirm the PrioMQTT ability of differentiating message

transmissions according to their priorities, In fact, as shown in Fig. 9,
the higher the priority the lower the average queuing time. Compared
to the case with two subscribers, the case with five subscribers obtained
a slightly higher queuing time because in this case the received mes-
sages are transmitted five times, thus increasing the workload on the
broker.

The obtained results confirm the benefits of introducing the priori-
ties in PrioMQTT, as the messages with higher priorities obtained lower
queuing times.

The maximum number of elements in the broker transmission
queue, the median value of elements in that queue, and the Message
Loss Ratio (MLR), obtained in the same scenario are shown in Table 2.

The results in Table 2 show that the median number of elements in
the broker’s queue is lower than 7 in all cases and that the maximum
number is lower than 80 in the case with the highest workload. The
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Table 2
Maximum and median number of elements in the broker transmission queue and
MLR.

Number of subscribers Queue count MLR

Median Max

2 3 33 <10−7

5 6 79 <10−7

maximum number of frames in the queue is not an issue, because the
queue stores the references (i.e., pointers in C language) to the mes-
sages. As a result, in the case of multiple subscribers to the same topic,
multiple entries in the transmission queue point to the same message.
Moreover, it has to be noted that the broker does not necessarily have
to be a resource-limited device.

In all the measurements no message loss was experienced. For this
reason, as the number of transmitted messages is higher than 107 and
all messages were correctly received, the obtained MLR is lower than
10−7, which is a suitable value for industrial applications [45].

5.3. Comparison with the standard MQTT

In the second assessment, the results obtained using the PrioMQTT
are compared to those obtained by the standard MQTT in the same
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Fig. 9. Average Queuing times.
Table 3
Comparison of the average RTT between PrioMQTT and the standard MQTT protocol.

Topics PrioMQTT MQTT

Prio Avg. RTT Std. Dev. Avg. RTT Std. Dev.

T1, T2 1 1.17 ms 0.21 ms 2.40 ms 0.60 ms
T3, T4 2 1.03 ms 0.18 ms 2.94 ms 0.50 ms
T7, T8 3 1.24 ms 0.20 ms 4.03 ms 0.13 ms
T5, T6 5 1.26 ms 0.20 ms 6.04 ms 0.11 ms

scenario. For the standard MQTT the broker Eclipse Mosquitto [46,47]
is adopted.

From the assessment presented above in Section 5.1 the most inter-
esting results were obtained with the highest workload. For this reason,
in this comparative evaluation with the standard MQTT, a payload size
equal to 1000 bytes for all messages is used.

Table 3 shows the average RTT and the standard deviation for each
couple of topics using PrioMQTT and the standard MQTT.

The results in Table 3 show that PrioMQTT in the assessed scenario
outperforms the standard MQTT approach in terms of RTTs. For in-
stance, for the topic couple (T5, T6) the PrioMQTT obtained an average
RTT equal to 1.26 ms, while the standard MQTT obtained an average
RTT equal to 6.04 ms.

This result is obtained thanks to the adoption of UDP protocol,
which significantly reduces latencies, thus demonstrating the validity
of the proposed approach.

6. Discussion and future work

The results show that PrioMQTT reduces the RTT and is able to
differentiate the transmissions of messages according to their priority,
thus obtaining the shortest RTTs for the messages with the highest
priority. In particular, in the assessed scenario the RTTs of all messages
were always lower than 1.8 ms. Moreover, a comparative evaluation
between PrioMQTT and the standard MQTT was performed. In the
assessed scenario, PrioMQTT obtained an RTT reduction from 51.30%
to 79.14% over the standard MQTT.

The results in terms of queue utilization demonstrate that Pri-
oMQTT does not require a large memory capacity. Moreover, Pri-
oMQTT does not require additional data structures and maintains
the standard MQTT message format. Finally, the proof-of-concept im-
plementation described in this work proves that PrioMQTT can be
implemented on low-cost devices, such as Raspberry PI.

However, PrioMQTT has some limitations. The first limitation is
that it leaves to the application the task of handling possible retrans-
missions and out-of-order messages. Such a limitation is common in
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real-time applications, as the retransmissions and out-of-order messages
managing policies are application-dependent.

Moreover, another limitation of PrioMQTT is that it works at the
application layer only, thus the message priorities are not used by the
underlying network levels. For this reason, future works will address
the integration of PrioMQTT with the Time-Sensitive Networking (TSN)
family of standards. For example, it will be investigated how to make
the MQTT protocol exploit the Asynchronous Traffic Shaping (ATS) for
time-critical transmissions.

7. Conclusions

This paper proposed the PrioMQTT protocol, which extends MQTT
by introducing the support for message prioritization to enable the
transmission of time-critical messages. PrioMQTT also provides time-
critical messages with low latency, thanks to the adoption of the UDP
protocol.

The protocol was implemented on COTS devices and the assess-
ments were performed with different payload sizes and workloads. The
results confirmed the validity of the proposed approach in reducing the
RTT while properly handling the priorities of the messages.
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