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ARTICLE INFO ABSTRACT

Keywords: The rapid evolution of telecommunication networks is leading to increasingly complex systems, requiring
Network digital twin adaptive, flexible, and intelligent mechanisms for resource management, orchestration, and access control.
Smart agents In this context, the Network Digital Twin (NDT) paradigm emerges as a powerful tool to model the behavior
FANET of devices, communication links, operating environments, and applications in complex networks. This paper
g(liogl;d introduces FALCON, a Digital-Twin-based orchestration framework designed to optimize horizontal offloading

in UAV-based Flying Ad Hoc Networks (FANETSs) providing edge computing services to ground devices in
remote areas. FALCON integrates multiple Smart Agents (DQN, A2C, PPO) running concurrently on the Digital
Twin to dynamically determine the optimal offloading probabilities. A proof-of-concept demonstrates how
the framework performs real-time What-if Scenario analyses and adapts to varying workload and channel
conditions. Numerical results highlight the gains achieved through coordinated model selection and reuse,

showing reduced end-to-end delay and faster convergence compared to standalone DRL-based controllers.

1. Introduction

Digital Twin (DT), originally rooted in manufacturing and indus-
trial systems, has progressively evolved into a general paradigm for
cyber-physical integration, where high-fidelity virtual replicas of phys-
ical assets are continuously synchronized through bidirectional data
flows [1,2]. This idea has recently gained momentum in communica-
tion networks, where DTs are exploited to capture and manage the
behavior of heterogeneous devices, communication links, and services
under highly dynamic operating conditions.

Within communication networks, two closely related notions have
emerged: Network Digital Twin (NDT) and Digital Twin Network
(DTN). Although often used interchangeably, the two terms empha-
size complementary perspectives that are useful to keep conceptually
distinct.

A NDT denotes a DT of a given network, realized as a virtual replica
of a physical network infrastructure (e.g., 5G/6G system or other com-
plex networks). By this view, the network represents the twin target,
around which telemetry, models, and control loops are organized to
accurately mirror its state and behavior. Most architectural works [3-5]
implicitly adopt this perspective: the NDT is a platform that ingests data
from the physical network, maintains an up-to-date representation of it,
and exposes this representation to analytics and automation functions.

A DTN, instead, shifts the emphasis on the network itself as an
interconnected system of digital twins. Here, the network acts both as
the object being mirrored and as the substrate interconnecting multiple
twins of devices, services, and administrative domains. Thanks to this
representation, a DTN enables cross-domain orchestration across RAN,
transport, core, and edge segments. The DTN perspective is particularly
visible in 6G-oriented visions, where each network function, slice, or
service has its own twin, and these twins communicate to support
global optimization and self-evolution.

In this work, we explicitly adopt the NDT perspective, creating
a twin that mirrors and controls Flying Ad-hoc NETworks (FANETS).
Compared to conventional terrestrial networks, FANETs are more dy-
namics: nodes are mobile, topologies change rapidly, wireless links
are intermittent, and on-board computational and energy resources
are constrained. These characteristics make FANETs an attractive yet
challenging target for the NDT paradigm. Realizing a NDT for FANETSs
enables what-if analysis, policy exploration, and Machine Learning
(ML) model training, reducing the risks and costs of experimentation
on the physical aerial network.

In the envisioned scenarios, a FANET is treated as a self-consistent
aerial infrastructure, operating without tight integration with terrestrial
communication networks. The FANET provides services (for instance,
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sensing, monitoring, or temporary connectivity) directly within the
geographical area it covers by exploiting on-board communication,
processing, and storage resources. In such isolated deployments, service
performance and reliability primarily depend on the internal dynam-
ics of the FANET, as described above, and a NDT for FANETs must
therefore focus on faithfully capturing these phenomena to support the
optimization of both network operation and service quality.

This setting naturally motivates a distributed realization of the NDT
across the “edge-cloud” continuum of the FANET. Functions related
to NDT management, including monitoring, synchronization, and ML-
based policy enforcement, must be deployed close to the physical
network to ensure low latency and real-time consistency. In contrast,
computationally intensive tasks such as offline what-if analysis and
training or re-training of complex ML models are delegated to a remote
central cloud component associated with the FANET. Designing a NDT
framework that partitions functionality between edge and cloud, while
maintaining a consistent view of the FANET, is thus a key enabler for
optimizing both network behavior and service performance.

With this in mind, this work proposes FALCON, a Fanet-Aware
Learning and digital twin CONtrol framework, designed as a distributed
architecture spanning edge and cloud, enabling the creation and man-
agement of a NDT for FANETs. Compared to the authors’ previous
work [6], the proposed framework introduces the following enhance-
ments:

FALCON is specifically designed for the management of FANET-
oriented NDTs;

the framework adopts a structured separation between an edge
component, responsible for directly managing the NDT of the real
FANET, and a cloud component hosting orchestration functionali-
ties and the Smart Agents (SAs) used for what-if scenario analysis
and model evaluation;

the division into edge and cloud components enables FALCON
to manage multiple FANETSs simultaneously, even when they are
deployed at different locations at the network edge, by replicat-
ing only the edge-side components while keeping the cloud-side
components unique (apart from possible replication mechanisms).
This design makes FALCON a scalable framework;

the definition of communication interfaces between the edge-side
and the cloud-side.

The rest of the paper is organized as follows. Section 2 reviews
the state of the art on NDTs and their application to FANETs. Sec-
tion 3 presents a system description, introducing FALCON and all its
components. Section 4 describes the considered proof-of-concept and
provides some numerical results that demonstrate the effectiveness of
the proposed framework. Finally, Section 5 concludes the paper and
outlines possible directions for future works.

2. State of art

This section reviews several works in the literature that address
the topics covered in this paper. In particular, three main research
directions have been identified: the first concerns the application of the
NDT concept to 5G/6G communication networks; the second focuses
on the use and implementation of basic digital twins for single UAVs
or aerial networks; the third covers the first attempts at designing and
deploying NDTs for FANETs.

Table 1 provides an overview of the main topics addressed by the
works discussed in the following subsections, offering a comparison
with what is proposed by FALCON.
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2.1. Network digital twins for 5G/6G communication systems

Regarding the use of NDTs for 5G/6G communication systems, Zhou
et al. in [3] provide the most widely accepted reference definition of
an NDT as a digital representation of a communication network, tightly
synchronized with the physical elements and used for analysis, decision
support, and control. They define three main layers: the physical twin
(real network), the virtual twin (model and state), and the synchro-
nization mechanisms between them, plus functional blocks for data
collection, modeling, analytics, and actuation.

Authors in [7] propose a DT for 5G networks, focusing on a mod-
eling and deployment methodology. Compared to the previously cited
work, they explain how to construct data pipelines, models of topol-
ogy and services, and a deployment strategy using Software Defined
Networking (SDN) and Network Function Virtualization (NFV) tech-
nologies. They build a network-centric twin: it captures the service
graph, slices, and performance indicators. However, its use is mostly for
offline experimentation and what-if analysis, and it requires substantial
work to adapt to different network scenarios.

Mozo et al. with BSGEMINI [4] take a more automation-oriented
perspective by proposing an Artificial Intelligence (AI)-driven NDT for
5G and beyond transport networks. In contrast to [7], which focuses
on methodology and modeling, BSGEMINI emphasizes a microservice-
based architecture and the integration of Machine Learning (ML) mod-
els directly into the twin. The NDT continuously ingests telemetry from
the transport network, reconstructs the logical state, and runs ML-based
prediction and anomaly detection modules.

Khan et al. [8] discuss digital-twin-enabled 6G as a vision wherein
DTs of radio, transport, and edge segments cooperate to support strin-
gent performance and massive heterogeneity. Their work is more high-
level but stresses architectural trends, such as distributed twins at the
edge and in the cloud, that later implementations of NDT start to adopt.

Recent works further specialize NDTs around particular use cases
and modeling choices. Authors in [9] describe a network digital twin
environment for 5G V2X systems, where the twin is used to predict
traffic congestion, optimize traffic-light timing, and improve safety in
a vehicular network. Their approach extends the NDT concept from
transport/core networks to a joint communication-mobility system.
They couple the NDT with vehicular mobility patterns, highlighting
that NDTs can be used to co-design networking and domain-specific
control (e.g., traffic control).

All these works assume relatively structured, mostly terrestrial net-
works, with very moderate topology dynamics. Compared with the
FALCON framework, none deals explicitly with the extreme mobil-
ity, highly dynamic connectivity, and self-organized routing typical of
FANETs. This aspect represents a motivation to extend the NDT concept
to aerial ad hoc networks.

2.2. Digital twins for UAVs, swarms, and aerial networks

A second line of research applies DT concepts to UAVs, usually with
a focus on control, mission planning, or environment modeling.

Lei et al. [10] use a DT to enable intelligent cooperation in UAV
swarms by combining DT and ML. Their twin captures UAV dynamics,
mission tasks, and some communication constraints, and is leveraged to
design ML-based cooperation mechanisms (e.g., for coordinated flight
and resource sharing).

Shen et al. [11] extend this paradigm by employing a digital twin
of multi-UAYV systems as a training environment for deep reinforcement
learning controllers designed for flocking. This control-oriented twin
enables safety-guaranteed flocking and demonstrates how digital twins
can reduce both the risk and cost associated with training RL policies
directly on real systems.

In the context of 6G green IoT, Qi et al. in [12] propose a UAV
digital twin for wireless channel modeling, where the DT reconstructs
3D environments and UAV trajectories to predict channel conditions
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Table 1

Comparison between state of the art and FALCON framework.
Topic [3] [4] [7] [8] [9] [10] [11-13] [14] [15-17] FALCON
NDT X X X X X X X
FANET-oriented or UAV-oriented X X X X X
Continuous P2V synchronization X X X X X X X
Edge-Cloud structural split X X
Scalable multi-network management X X X
Parallel Smart Agent, model selection and model reuse X X
Intent-driven orchestration X X X

in a space-air-ground integrated network. This allows accurate chan-
nel prediction and supports link adaptation and resource allocation
policies.

Valencia et al. [14] propose an open-source UAV digital twin frame-
work validated on remote sensing in the Andean Mountains. Their twin
integrates ROS-Gazebo and Ardupilot, enabling realistic reconstruction
of environments and UAV platforms. This framework emphasizes engi-
neering aspects: reproducibility, modularity, and open-source tools that
can be reused across applications. While it focuses on sensing rather
than networking, it illustrates how DT platforms can be structured as
reusable software infrastructure for multi-UAV missions.

Finally, Li et al. in [13] consider UAV-aided edge networks with
Ultra-Reliable and Low-Latency Communications (URLLC) and propose
a digital twin approach to manage them. Their DTs model both UAV
dynamics and the edge network, including latency and reliability re-
quirements, to control offloading and resource allocation for URLLC
services.

While these DTs are starting to be mission- and network-aware
components, these works do not realize a complete network digital
twin of a FANET: they typically assume infrastructure-assisted networks
(UAV + edge/5G) or focus on specific aspects such as channel shaping,
without explicitly modeling and controlling the whole FANET down to
the application layer.

2.3. Towards network digital twins of FANETs

The explicit use of DT as network-level replicas for flight networks
and FANETs is still under development, but several contributions point
in this direction.

Moorthy et al. [15] propose a middleware for DT-based flight
network simulations, integrating UBSim (for drone dynamics) and UB-
ANC (for aircraft networking). Their middleware maintains a virtual
representation of a flight network, continuously fed with simulated
telemetry data, and supports the evaluation of communication proto-
cols and applications under realistic mobility and channel conditions.
This work addresses the joint modeling of mobility and communication,
although primarily in an offline simulation context. It implements fun-
damental NDT mechanisms, synchronization interfaces, shared state,
and controllable what-if scenarios, without yet being integrated with
a real FANET.

Cauwe et al. in [16] present GazeboNS3, a DT system for UAV
swarms that tightly couples the Gazebo physical simulator with the
ns-3 network simulator. This enables richer co-emulation of physical
and network behavior and facilitates integration with existing control
stacks. It is an excellent testbed for algorithms and protocols, but does
not yet provide full online synchronization with real UAV networks as
an operational NDT would.

El-Basioni [17] takes a decisive step towards NDT for FANETs by
proposing a data-driven DT approach for the co-design of routing,
topology, and mobility in FANET systems. In this context, UAV and link
telemetry are used to construct a FANET twin, including node locations,
link quality, and traffic patterns. A model-based RL algorithm is run
on the twin to explore strategies that jointly adapt UAV routing and
trajectories. The resulting policies are then applied to the real FANET.
This creates a true network-centric twin: the primary object of the

DT is the FANET, and the twin is leveraged for safe exploration and
optimization.

Compared with these works, the FALCON framework goes beyond
single-scenario, single-twin designs. It is built as a generic management
framework for multiple FANET NDTs, each potentially served by dif-
ferent SAs and optimization strategies. Furthermore, FALCON targets
operational NDTs directly attached to live FANETs at the edge, with a
clear separation of concerns between edge-side NDT maintenance and
cloud-side orchestration and learning.

3. System description

In this paper, we consider a network orchestration platform, named
FALCON, for the management of a FANET by means of the Digital
Twin paradigm. A FANET represents the physical twin (FPT: FANET
Physical Twin) to be managed, while its digital twin, usually referred to
as Network Digital Twin (NDT), hereafter will be named FANET Digital
Twin (FDT).

The objective of FALCON is to manage FANETs to ensure the conti-
nuity of the provided service while addressing the specific requirements
associated with that service. Each FANET is composed by a number of
UAVs, connected to each other with full line-of-sight or through multi-
hop routes. In line with the paradigm of the network digital twin, when
a FANET uses the FALCON platform to be managed, a digital replica of
it is created, that is, the FDT.

The FALCON platform has the objective of deciding, for each
FANET, a specific optimization policy, based on machine learning, to
be applied at runtime. This is achieved by evaluating and comparing
different policies simultaneously, which are applied on the digital
representation of the FANETS, i.e. without the need of acting directly
on the physical network. The architecture of the proposed FALCON
framework is presented in Fig. 1.

It is distributed in the edge-to-cloud continuum, with the following
two components:

+ the FALCON Edge, that is the FALCON component that is deployed
at the edge of the network, very close to the FANETs to be
managed. It contains the FDTs, and is responsible for interacting
with the relevant FPTs;

the FALCON Cloud, placed on the other side of the core network
with respect to the physical FANETs, i.e. in the cloud. It is in
charge of running different Al-based decision making policies in
order to compare them at runtime, and identify the one that best
fits the intents received from external users taking into account
the current status of the physical networks.

In the following subsections, these two components will be de-
scribed in detail, including their internal architecture and data flows.

3.1. FALCON Edge

The FALCON Edge component of the proposed framework is located
close to the physical network devices that will be managed. In the
figure, F FANETs are depicted, each deployed on a specific geographic
area, at the edge of the network.
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Fig. 1. FALCON Edge architecture.

Each FDT is not only the digital representation at the infrastructure
level (e.g. number of UAVs and communication channels between
them), but also represents the FPTs in terms of the data generated
by each UAYV, including both telemetry data and application-level data
related to the service running in the network.

The creation of the FDT is performed by the FDT Creator block,
within the FALCON Edge. One FDT Creator is assigned to each FPT. Its
task is to receive the initial state of the FPT and build a virtual environ-
ment in which the FDT can be instantiated. The choice of the virtualized
technique to be used (virtual machines or containers/dockers) depends
on the application and on the available virtualization framework, and
is out of the scope of this work. To ensure that each FDT accurately
reflects its physical counterpart in real time, low latency and very fast
data exchange are needed due to the high mobility and high-frequency
topology changes of a typical FANET scenario. This is the reason why
the FDTs are deployed at the edge of the network, very close to the
physical networks.

To guaranty continuous synchronization, another component of the
FALCON Edge is the Synchronization Module, one for each FANET. Its
role is to implement the Physical-to-Virtual (Ph2Vi) pipeline between
physical and virtual devices, ensuring that every component of the
FDT is an accurate replica of its corresponding physical element along
the time. The frequency at which data are received from the FPT and

forwarded to the FDT through this module depends on the application
scenario and on the dynamics of the network topology. More in deep,
changes in network topology are due to the instantaneous node avail-
ability that is time-variant because UAVs are battery-powered, so each
one may become unavailable when it needs to change its battery, or
returns back after battery replacement.

On the other hand, to ensure that the FALCON Cloud has the
needed information on the current FANET status to identify the most
suitable policy, the FALCON Edge contains, for each FANET, a FDT State
Monitor. This module is responsible for monitoring all events that occur
within the PDT to which it is connected.

All collected information, ranging from the telemetry data of each
UAV to the status of the interconnection links and the application-
level data, is aggregated and sent to the FALCON Cloud through two
dedicated input interfaces: interface A and interface B (see Fig. 1). These
interfaces are designed to receive information from all the FDT State
Monitors.

Finally, another block of the FALCON Edge is the Deployer, one
per FANET. Its main task is to apply, on the corresponding FDT, the
directives received through the interface C from the FALCON Cloud,
namely the Al-based model that, based on the network state and the
Intents, has been evaluated as the most suitable among the available
ones.
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3.2. FALCON Cloud

The FALCON Cloud, whose architecture is shown in Fig. 2, runs
on a remote cloud and communicates with the FALCON Edge through
the Core Network. It is primarily responsible for deploying and testing
different Al-based models to detect the one that best suits the network
in a given state. Unlike the components located in the edge part,
which are instantiated once for each of the FANETs managed by the
framework, in the FALCON Cloud there are single instances for the
entire system, although backup mechanisms can be implemented to
avoid failures impacting the whole framework.

The core component of FALCON Cloud is the Orchestrator, whose
central role within the framework is to coordinate the operation of
all the other modules to achieve an architecture capable of efficiently
managing all physical elements through the decisions made on their
digital counterparts. The efficient management of each FPT is driven
by the Intents that the Orchestrator receives from an external entity (for
example, a service provider or a user requiring specific service guar-
anties of an application deployed through the FANET). All Intents are
communicated to the Orchestrator using Interface D, which is exposed
externally by the FALCON Cloud.

After receiving the Intent for an FPT, the Orchestrator needs to
know the current FANET state to implement the best policies to satisfy
the requirements. To do this, it communicates with the Dataset Manager.
This component uses a Dataset DB in which all the data received from
the FDT State Monitor through the Interface A are processed, organized,
and stored in the form of datasets.

The behavior of the Orchestrator is not triggered solely by the
reception of Intents, but also by alerts sent by the FDT State Monitors
and delivered directly through the Interface B (see Fig. 2). This makes
the system significantly more responsive to changes in the state of
the FANETs (which, as noted so far, are highly dynamic networks),

allowing prompt intervention whenever adjustments in the adopted
decisions are required.

After the reception of a new Intent and the need to modify the
network behavior because not compliant with the desired one, the
Orchestrator triggers the Instantiator. This component has the goal of
running multiple instances of SAs, each capable of executing a specific
ML technique or optimization tool, such as, for example, Integer Linear
Programming (ILP) or time-series forecasting methods based on Long
Short-Term Memory (LSTM). Each SA aims to optimize a specific policy
and produce a model for the management and orchestration of the FDT
under study. To achieve this, when an SA is launched, the Orchestrator
must provide it with a copy of the FDT state retrieved from the Dataset
Manager. From this virtual replica of the physical network, each SA
applies its technique to obtain the best possible outcome.

The Instantiator can manage multiple SA instances simultaneously,
depending on how many policies need to be evaluated and compared.
If, during the execution of these SAs, the FANET enters a new state,
the Instantiator can launch a new set of SAs, working on the updated
representation of the FDT. However, the previously active SAs will
not be stopped; instead, they will continue their evaluation until their
respective goals are reached. This allows FALCON to maintain ready-
to-use models for future situations in which a FANET may re-enter a
state that has already been analyzed.

Each time an SA completes its task, it sends its final results to the
Model Evaluator through Interface E. The Model Evaluator analyzes the
output produced by the SA and stores the best-performing model in
the Model DB. When another SA later contacts the Model Evaluator,
the latter compares the newly received output with the model already
stored in the Model DB for the same FDT and the same initial network
state. If the new model outperforms the existing one, it is replaced in
the database; otherwise, it is discarded.

Whenever a new model needs to be applied to an FDT, the Orches-
trator searches in the Model DB for the current state of the FDT: if it is



A. Caruso et al.

present in the database, the Orchestrator retrieves the best performing
model directly and sends it, via the Interface C of the FALCON Cloud,
to the Deployer in the FALCON Edge. As described in the previous
subsection, the Deployer is in charge of actuation of this model within
the FDT.

If no suitable model is available in the database, the Orchestrator
will trigger the Instantiator to create a new one.

4. Proof of concept and numerical results

The FALCON framework introduced in this paper and described in
the previous section is designed to be used to optimize any FANET
optimization problem. In this section, as a use case, we show how
FALCON can be exploited to optimize the horizontal offloading problem
among UAVs in a FANET, in order to minimize the job processing delay
in that FANET. More specifically, Section 4.1 describes the considered
setup, Section 4.2 introduces the SAs used in the PoC, while Section 4.3
presents some numerical results.

4.1. PoC description

Let us consider a FANET designed to provide edge computing ser-
vices to a remote geographic area [18,19]. More specifically, devices
deployed on the ground use the edge computing facilities of the FANET
to offload computation jobs that cannot be processed locally. The
covered area is divided into multiple zones, each served by one of the
FANET UAVs.

The job offloading process in each zone alternates between dif-
ferent activity states, leading to periods of overload and underload
for each UAV. Therefore, each UAV, upon receiving each job from
ground devices, can decide whether to process it locally or offload
it to another UAV by means of horizontal offloading. The UAV that
receives a job from a ground device is called the Dwell UAV for that
job, while the UAV that actually processes the job is referred to as its
Processing UAV [20]. The offloading decision taken by the Dwell UAV
is performed for each job considering the delay the job would suffer in
the local Processing Queue if it were not offloaded to another UAV, or
in both the Offloading Queue of the Dwell UAV and in the Processing
Queue of the Processing UAV if it were offloaded. The objective is to
minimize the average latency. This decision is taken according to a
given offloading probability, which plays a crucial role in the system’s
performance, and requires to be optimized.

In this article, we consider a FANET made up of four UAVs, and
we assume that the zone covered by each UAV alternates between two
different activity states, referred to as low-activity (L) and high-activity
(H) states.

The FDT associated to each FANET, behaving as the relevant FPT, is
run on either a server at the network edge (a ground server), or at the
far edge, i.e. mounted onboard of one of the UAVs in the same FANET.
From a scalability perspective, FALCON adopts a FANET-level repli-
cation model, where each FANET is associated with an independent
FDT instance deployed at the edge or far edge. This design results in
linear scalability with respect to the number of FANETSs, while avoiding
cross-FANET synchronization and centralized bottlenecks.

An FDT comprises the DT of all the UAVs in the FANET, con-
nected through a digital representation of the wireless links among the
physical UAVs. The representative information exported through the
Synchronization Module by the FANET includes:

+ for each UAV, the number of jobs waiting in the Processing and
the Offloading Queues;

« for each link, the Signal-to-Interference-plus-Noise Ratio (SINR),
the power spectrum density of the noise and the available band-
width for data transmission (parameters that allow the FALCON
Edge to calculate the available transmission rate of that link).
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The FDTs provide these data to the FDT State Monitor. In the reverse
direction, the Deployer module sets the offloading probabilities on all
UAVs of the FDT, which are synchronized with the physical UAVs at
runtime.

Synchronization between the FPT and the FDT is bidirectional and
asymmetric. The synchronization flow from the FPT to the FDT is
continuous and consists of lightweight telemetry data describing UAV
status, queue occupancies, and link conditions. Due to the limited size
and low bitrate of this information, continuous streaming is feasible and
does not introduce any scalability bottlenecks. In the opposite direction,
from the FDT to the FPT, synchronization is event-driven and limited to
FANET configuration and control messages. These messages are gener-
ated only when a new orchestration decision is required, either due to
new intents received by the Orchestrator or to significant changes in the
FANET operating state detected at the edge. Control actions therefore
operate on a service orchestration time scale of seconds or minutes.

As a consequence, FALCON enforces a soft-consistency model be-
tween the FDT and the FPT. This level of consistency is sufficient
for service-level orchestration, what-if analysis, and policy evaluation,
since synchronization does not constitute a bottleneck: the FPT-to-
FDT data flow relies on continuous low-bitrate telemetry, while the
FDT-to-FPT data flow is limited to event-driven configuration messages
generated only when a new orchestration policy is deployed.

It is worth noting that the proposed framework does not introduce
additional energy consumption on the UAVs, since all DT instances
and SAs are executed on edge or cloud infrastructure, while UAVs
are only involved in lightweight telemetry reporting and event-driven
configuration updates.

4.2. Smart agents used by the FALCON Cloud in the PoC

To determine the best set of offloading probabilities to be assigned
to the UAVs that minimizes the FANET delay, each SA uses the inverse
of the mean delay, experienced by all the jobs in the system, as a
reward.

Let J, be the set of active jobs and d;(n) the delay of job j at each
decision epoch n. The per-epoch reward is then defined as:

Y, d;n M

JE€Tn

PR
" VA
The corresponding discounted return is:

Gn = z }/krn+k 2
k=0

where y € [0, 1) is the discount factor. The action in epoch n represents

the offloading probabilities applied to the UAVs in the FDTs.

At each decision epoch n, the state of each agent, denoted s,,
includes three components: (i) Processing-queue state KF™, i.e., the
queue lengths associated with each UAV’s local processor; (ii)
Offloading-queue state K;’ff, i.e., the queue lengths in each UAV’s
offloading buffer; and (iii) Zone-activity state ¢,, i.e., the current
activity level (e.g., low or high) of each zone, which determines the
job arrival process. Hence, the state of the global system is expressed
as s, = (K™, Ko, ¢,).

Multiple SAs can run simultaneously, one for each policy to be
evaluated and compared. In this paper, we will consider a Double
Deep Q-Network (DQN) SA, an Advantage Actor Critic (A2C) SA, and
a Proximal Policy Optimization (PPO) SA. In the following, we explain
in detail how each of these SAs is implemented.

The DQN SA approximates the optimal action-value function
Q*(s,a) with a neural network Qy(s,a), using a target network Q-
and a replay buffer. For each sampled transition (K}, K°%, ¢,.a,.7,,

proc  goff ; ; .
K. 1 KX)o Cuyr), the target value and loss function are given by:

Yo =1+ y max Qg (KPS KPE 6y, 3

Lpon®) = E[(, — Qp(KY™, Ko, ¢,. a,))] 4
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During training, each agent selects actions using an e-greedy strategy
on Qy(KF™, k°f, ¢,.), and periodically updates 6~ «

The A2C SA learns a stochastic policy zy(a, | K,l,’mc, K,?ff, ¢,) di-
rectly, assisted by a critic ¥V, (KP™, K;’ff, ¢,) that estimates the state
value at decision epoch n. A2C introduces a term called advantage,
that quantifies how much better (or worse) a specific action a, is
compared to the average cumulative reward expected at the same state
K¢, KOff, ¢,. The advantage is formally described by the following
formula:

Ay = (ry + 7V (KPS KO £ 00) = Vi (K KO ¢, (5)

The corresponding loss functions for actor and critic, used to train the
neural networks, are:

Loactor(®) = ~E[log zy(a, | K3, K", () A,] . 6)

2
Lariie@) = E| (1 + 1V (K2 KO i) = VoK K 6)) | )

Finally, the PPO SA tends to learn more stable and robust policies
by employing a clipped surrogate objective. In PPO SA, we define the
probability ratio as a measure of how much the new policy changes
the likelihood of taking action a, compared to the old policy. This is
defined by the following equation:

roc
ﬂg(an | Krll) s K:,)ff’ Cn)

(8)
Togq(an | Ki 5 KO8,

Pa(0) =

Moreover, PPO uses an advantage estimate A, derived from states
(K™, KO, ¢,) and (Kfi':c, Kr?fl ,&u41)s o€, 5, and s, in the same way
as in the A2C SA. To ensure that the new policy cannot deviate too far
from the old one, thus stabilizing training, the target in the PPO SA is

clipped between 1 — ¢ and 1 + ¢, as described in the following:
Laip(®) = E[min(pn(e) A, clip(p,(0), 1= €, 1+¢) An)] ©)

The overall PPO loss, used for training the neural networks combines
this surrogate with value and entropy terms:

Lppo(0.0) = = Lgip(0) + Ay E[(r, — V(K™ K2, )7

roc 10
— Ay ]E[H(ﬂ'e(' | Krlz) 7K,?ff’ Z;n))]

where r, is the empirical return at decision epoch », and 4y, and Ay
are weighting coefficients controlling the contribution of the value and
entropy terms, respectively.

In the next section, we present the numerical results obtained in the
considered PoC, highlighting how the different SAs evolve over time,
how quickly they converge, and how effectively they react to changes
in network conditions.

4.3. Numerical results

This section presents the numerical evaluation of the proposed DT-
based orchestration framework in a representative FANET scenario.
The objective is to assess how the coordinated operation of multiple
SAs improves system responsiveness and service delay under varying
network conditions, compared with standalone ML-based orchestrators.
These results implicitly account for the effects of synchronization delays
and DT-FANET consistency, as the Smart Agents operate on state
information obtained through periodic synchronization between the
physical network and its digital twin. The experiment emulates the time
evolution of a geographic area monitored by a FANET in 2000 s. More
specifically, we assume that each monitored area is characterized by
an alternation of three distinct operating phases (Conditions C1, C2
and C3), thus testing the agents’ ability to adapt to both workload and
channel dynamics.

At time r; = Os, the system operates under Condition Cl. In
this state, the job-offload process from each zone follows a Poisson
distribution with mean rates of 1.3kjob/s during low-activity periods
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and 2.3kjob/s during high-activity periods. On each UAV, the job-
processing and offloading times are also Poisson distributed, with rates
up = 1.75kjob/s and u, = 3.5kjob/s.

After 600s (at , = 600s), the system transits to Condition C2, which
is characterized by a lower job complexity and consequently a higher
job-processing rate, up = 2.5kjob/s. Later, at 13 = 1000s, the system
returns to C1 and remains there for 4005, until 7, = 1400s. At that time,
it switches to Condition C3, featuring an enhanced communication
channel among UAVs and therefore an increased offloading rate of
Ho = 4.5kjob/s.

Throughout the entire experiment, all four SAs run concurrently
within the FDT Manager. As depicted at the top of Fig. 4, whenever the
FDT State Monitor detects a change in system condition, the Instantia-
tor deploys a new set of SA instances, while the previous ones continue
to operate until they reach convergence. Each SA label includes a
subscript indicating its initial condition; for instance, A2C; denotes the
A2C SA trained in a DT modeled under Conditions C1.

Fig. 3 shows the cumulative rewards reported by all active SAs
across all the considered phases. At time ¢, = 0, the UAVs operate with
a pre-trained model M = 0 until a new model is made available by the
Model Evaluator. This first update occurs at 7, = 60's, when the four SAs
deliver the initial results of their training. From that moment onward,
every 10s the four SAs transmit their updated models together with
the corresponding cumulative rewards to the Model Evaluator, which
compares them against the previously received ones. As outlined in
Section 2, whenever a SA exhibits better performance than the best SA
in the previous period, the Model Evaluator updates the Orchestrator
with the new model, which is also stored in the Model DB.

The episode rewards for the three SAs in C1 (see Fig. 3(a)) show that
the DQN SA is initially the best one, closely followed by PPO. Around
t ~ 400 s, the PPO SA overtakes and remains the best performer for the
rest of C1. In this phase, A2C never becomes the top model. Consistent
with the Orchestrator’s policy, the deployed model is DQN in [7;,400 s)
and PPO in [400 s,t,). Training continues briefly after the C1 — C2
transition: DQN, stops at about 7 ~ 380 s, PPO, at 7 ~ 640 s, and A2C,
at t ~ 680 s.

At t = t,, the system enters C2 (Fig. 3(b)). New SA instances are
launched for C2, while the Cl instances that have not finished yet
(i.e., A2C,) keep running to completion. In C2, the best model is DQN
for most of the window, with a short interval in which PPO temporarily
provides a higher reward. Specifically, the deployed sequence is DQN,
in [600, 800] s, PPO, in [800, 880] s, and DQN, again in [880, 1000]
s. The C2 training runs finish shortly after the C2 — C1 boundary (~
1020 s for A2GC,).

When the condition returns to C1 at r = 3 = 1000 s, no new training
is required: the Orchestrator reloads the last best SA model (PPO,) from
the Model DB and deploys it throughout the [1000, 1400] s interval.
During this period, previously launched C2 instances simply complete;
no additional C1 instances are started.

At t = t, = 1400 s, the system shifts to C3 (Fig. 3(c)). Here the
deployed model starts with DQN; but is quickly replaced by A2Cs,
which achieves the highest reward for the remainder of C3. In our runs
this corresponds to DQN in [1400, 1500] s and A2C in [1500, 5] (end
of C3). The associated C3 trainings end around ¢ ~ 1800 s (DQN3), t =~
1820 s (PPO;), and t ~ 1880 s (A2C;).

Fig. 5 reports the evolution of the average end-to-end delay in the
FANET for the proposed framework and for three reference systems in
which each learning model (A2C, DQN, PPO) operates independently,
without the support of the Digital-Twin-based orchestration. The pro-
posed solution consistently yields the lowest delay across the entire
time horizon, confirming its ability to adapt rapidly to changing net-
work conditions. During each condition, the red curve corresponding
to the proposed framework remains well below that of the stand-alone
learners, demonstrating that the joint orchestration of multiple SAs
and the reuse of previously converged models effectively minimizes
reaction time after each transition.
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Fig. 3. Episode reward as the training progresses.

Ci G

DQN

PPO

BEST

LB

o

250 500 750

'
1000 1250 1500 1750

Elapsed Time (s)

Fig. 4. Time evolution of the SA instances and models applied by the Orchestrator over time.

The A2C-based system exhibits the largest delay fluctuations, espe-
cially in the early and transition phases, largely due to its on-policy
nature and slower convergence. The DQN-based system achieves a
more stable but higher delay, since the discrete-action approximation
struggles to generalize when continuous control adjustments are re-
quired. The PPO-based learner reacts more smoothly and reaches good
steady-state values but still suffers performance drops whenever the
underlying condition changes, because it lacks cross-condition memory
and must re-optimize its policy for each new condition.

Conversely, the proposed DT-based orchestrated framework con-
tinuously monitors the performance of all concurrent SAs, selects the
one currently providing the best reward, and reuses previously trained

models when the same condition reappears. This dynamic model reuse
and coordination explain why its delay remains minimal and stable
even during transitions, while independent learners, trained in isola-
tion, exhibit the typical weaknesses of their learning paradigms and
fail to maintain optimal performance in all scenarios.

5. Conclusions

This article has proposed FALCON, a Digital-Twin-based framework
aimed at enabling network intelligence in future 6G systems. The
architecture relies on a dedicated DT of FANETs, distributed in the
edge-cloud continuum. The main goal of FALCON is to interact with
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Fig. 5. Comparison of the delay achieved with the proposed framework.

the DT instances to evaluate, compare, and forecast the effects of
operational decisions through parallel what-if scenario analysis. At
each relevant change in system conditions, a new set of Smart Agents
is instantiated to compute the model that best satisfies the intents
provided by the network manager. FALCON is designed as a general
and technology-agnostic platform, deployable on any FANET of UAVs
capable of hosting a computation-enabled payload. Its software compo-
nents can be implemented using generic container-based virtualization
and orchestration infrastructures available across edge and cloud envi-
ronments, enabling portability over heterogeneous UAV platforms and
supporting progressive validation through large-scale emulation and
hardware-in-the-loop experiments.

A proof-of-concept focused on horizontal offloading in a FANET
has been presented to validate the framework. The numerical results
show that coordinating multiple learning agents and selecting the best-
performing model at runtime significantly improves delay, adaptability,
and responsiveness compared with standalone DRL solutions. Integra-
tion of LLM-based modules to turn human intents of the FALCON
operator into machine-actionable network intents can be further in-
vestigate, while Smart Agents can be extended with online, continual,
and transfer learning techniques to improve adaptation and knowledge
reuse across deployments. These findings confirm the benefits of in-
tegrating Digital Twins and intelligent orchestration mechanisms for
next-generation UAV-based networks.
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