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Abstract

Modern software systems typically rely on multiprocess architectures to achieve
scalability, fault isolation, and enhanced performance. Notable examples are web
servers, database systems, and browsers, which handle incoming requests, user ses-
sions, or plugins through separate processes. However, this distributed design intro-

duces significant challenges for automated security testing methodologies.

Among the various automated security testing techniques, Coverage-Guided Fuzzing
has been widely adopted for software vulnerability discovery. In brief, it leverages
runtime code coverage as testcase execution feedback to drive mutation-based input

generation with the objective of enhancing system exploration.

Despite its effectiveness, current fuzzers are not designed to comprehensively test
multiprocess software systems, creating blind spots in vulnerability detection. In
fact, existing fuzzers operate under the assumption of single-process execution within

clear fuzzing loop boundaries.

Multiprocess software systems break these assumptions: processes run concurrently,
accept inputs through different inter-process communication mechanisms, code cov-
erage scatters across multiple address spaces, and bugs occur in unmonitored child
processes. These limitations stem from a lack of fork-awareness: the capability to
detect, trace, and coordinate testing across process boundaries created by fork()

system calls.

This dissertation addresses the automation challenges of coverage-guided fuzzing for
multiprocess software systems. The research identifies four core problems: execution
synchronisation across concurrent processes, comprehensive test oracle design for
multiprocess bug detection, coverage observation across distributed execution, and
multi-input generation and injection through diverse inter-process communication

mechanisms.

The primary contributions include: (1) empirical evidence demonstrating signifi-
cantly lower coverage in multiprocess software within OSS-Fuzz projects, (2) the
formal definition of fork-awareness and a systematic evaluation framework revealing

fundamental limitations across fourteen state-of-the-art fuzzers, and (3) the design
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and implementation of ForkFuzz, the first fork-aware coverage-guided fuzzer that
addresses three of the four core challenges through process tree monitoring, cross-

process anomaly detection, and distributed coverage aggregation.

Ultimately, this work establishes the foundation for automated coverage-guided
fuzzing of multiprocess software systems, with complementary contributions ex-
tending to specialised domains including stateful protocol testing and GraphQL

API security assessment.
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Chapter 1
Introduction

The increasing complexity of software systems provides more and more services
to people. At the same time, cybercriminals exploit inherent weaknesses in such
systems to gain personal revenue, causing — directly or not — financial loss to both
companies and individuals. As a consequence, both user and security testing plays
a pivotal role in detecting potential vulnerabilities [1], improving the reliability and

security of software systems.

To this extent, Fuzz Testing, mostly known as Fuzzing, has gained recognition among
the well-established security testing methods due to its promise of automation.
Among fuzzing techniques, Coverage-Guided Fuzzing has emerged as the most effec-
tive technique, using runtime feedback to steer input generation towards unexplored
code paths. This technique leverages compile-time instrumentation to monitor pro-
gram execution, collecting code coverage information to prioritise inputs that dis-
cover new code paths. Ideally, Coverage-Guided Fuzzing (CGF) should minimise
manual intervention, enabling efficient and large-scale testing. However, in practice,

achieving full automation is often challenging.

A major obstacle to fuzzing automation lies in the need to write a harness. In
a nutshell, a harness acts as a bridge between the fuzzer and the System-Under-
Test (SUT). This bridge is crucial as it feeds the fuzzer’s testcase to the SUT and
monitors the execution for results. Essentially, the harness guides the fuzzing process

by directing the generated inputs to the correct entrypoints within the SUT.

Crafting a harness, however, is far from trivial. It necessitates a deep understanding

of the SUT’s internals, its input/output interfaces, and the input format it employs.
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This process is often labor-intensive and error-prone, requiring significant manual
effort from skilled testers. Furthermore, as the SUT evolves, the harness needs to

be updated accordingly, adding to the maintenance burden.

Current research in fuzzing automation splits into two main directions: the first
focuses on automating the harness creation process, while the second aims to design
complex fuzzing frameworks that improve automation by shifting the effort from the

tester to the fuzzer itself.

The first direction, known as fuzz driver generation, has been gaining significant trac-
tion, particularly for library Application Programming Interface (API) fuzzing [2,
3]. Recent advancements leveraging Large Language Models (LLMs) have achieved
notable results, with tools like OSS-Fuzz-GEN [1] demonstrating automated gen-
eration of effective fuzz targets. However, as library APIs typically define numerous
functions, effective fuzz driver generation requires prioritisation to determine which
functions are worth targeting. In a complementary study to the present dissertation,
Machine Learning (ML) models for vulnerability detection have been proposed to
address this challenge by identifying potentially vulnerable functions that should be

prioritised for automated fuzz driver generation [5].

However, this unit-level approach focuses on testing individual library functions or
components in isolation. This dissertation focuses on the second direction, specifi-
cally addressing end-to-end fuzzing — referred to as system-level fuzzing in this dis-
sertation — which tests complete software systems from external interfaces through
their entire execution workflows. In particular, this dissertation presents and ad-
dresses the challenges of improving automation in CGF of multiprocess software

systems.

1.1 Challenges in Coverage-Guided Fuzzing of

Multiprocess Software

Modern software systems often employ multiprocess architectures that distribute
execution across multiple processes. For example, web servers spawn worker pro-

cesses to handle concurrent requests, browsers isolate tabs in separate processes for
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security, and databases fork processes for efficient query execution. This architec-
tural prevalence makes effective testing of multiprocess software critically important

for system security.

While effective, CGF usually works under the assumption that the fuzzing process
happens inside a fuzzing loop. An iteration of this loop involves the generation of a
testcase, the execution of the SUT with this testcase, and code coverage collection
to identify which parts of the code were exercised. However, this requires the SUT
to execute within clear boundaries, meaning the fuzzer feeds the testcase and waits

for the testcase to be processed before the next iteration.

Unfortunately, multiprocess software breaks these fundamental assumptions. When
programs create child processes through fork() or similar mechanisms, execution
becomes distributed across multiple independent address spaces. Code coverage
information scatters across processes, crashes occur in child processes where test
oracles such as bug detection mechanisms may not observe them, and execution
lifecycles become unclear as multiple processes run concurrently especially as they
may receive inputs from different sources. This architectural complexity gives rise to

four core challenges that must be addressed to achieve effective automated testing:

C1) Multiprocess Execution Synchronisation. This challenge involves determining
when a fuzzing iteration completes across multiple concurrent processes and man-
aging the transition to the subsequent iteration. Without proper synchronisation
mechanisms, fuzzers lose control of execution lifecycle, leading to resource exhaus-
tion, incomplete testing cycles, and zombie processes that interfere with subsequent

iterations.

C2) Comprehensive Test Oracle Design. Traditional test oracles evaluate single
process execution through mechanisms such as signals or sanitisers instrumentation.
However, in multiprocess settings, execution spans multiple independent processes
that may evade oracle observation, resulting in undetected bugs. As a consequence,
the challenge focuses on designing test oracles that maintain comprehensive visibility
across the SUT, enabling detection of crashes, hangs, and other conditions relevant

to the testing objectives.

C3) Multiprocess Coverage Observation. Code coverage — whether line, branch or
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edge coverage — is usually collected in a bitmap through compile-time instrumenta-
tion probes. However, in multiprocess settings, multiple processes may execute the
same code paths concurrently, leading to duplicated or inconsistent coverage infor-
mation. The challenge focuses on designing feedback mechanisms that can collect
code coverage information from all processes, enabling comprehensive guidance of

input generation.

C4) Multi-Input Generation. Multiprocess software typically provides multiple en-
trypoints through diverse Inter-Process Communication (IPC) mechanisms, creating
multiple input vectors. In fact, each input source — whether file, network sockets, or
shared memory regions — requires specific input formats and presents unique chal-
lenges. Effective multiprocess fuzzing must handle these input sources concurrently
to achieve comprehensive system coverage, while generating contextually appropri-

ate testcases for each input source based on the expected syntax and semantics.

These challenges define the fundamental obstacles to achieve automation in CGF
of multiprocess software. Failing to address the distributed nature of multiprocess
execution, leads to incomplete testing coverage and potential missed vulnerabilities.
While other challenges exist — such as reproducibility in a stateful environment,
discussed in Appendix B — this dissertation concentrates on how to systematically
achieve automation, providing a solid baseline that can be extended to address

additional challenges in future work.

1.2 Contributions

This dissertation makes the following contributions to the fields of Coverage-Guided

Fuzzing and Automated Software Testing:

o Empirical evidence of Multiprocess CGF gaps: A large-scale statistical study
on OSS-Fuzz demonstrating that projects employing multiprocess architec-
tures and IPC mechanisms achieve significantly lower coverage than others,
providing empirical evidence that there is a need of multiprocess CGF tech-

niques.

e Definition and systematic evaluation of the Fork-Awareness: A formal defi-

nition of the concept of fork-awareness in CGF and an evaluation framework
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that systematically assesses how existing state-of-the-art fuzzers handle the
execution synchronisation, oracle problem, and observability challenges. The
evaluation demonstrates fundamental limitations across 14 coverage-guided

fuzzers.

o Design and implementation of ForkFuzz: The first fork-aware coverage-guided
fuzzer based on HONGGFUZZ, which addresses: execution synchronisation (C1)
through comprehensive process tree monitoring, oracle problem (C2) through
cross-process anomaly detection, and observability (C3) through coverage ag-

gregation across multiple processes.

1.3 Outline

This dissertation is organized as follows:

Chapter 2 provides essential background on fuzzing techniques, multiprocess pro-
gramming concepts, and CGF methodologies that form the foundation for this re-

search.

Chapter 3 presents a comprehensive state-of-the-art analysis of existing fuzzing
approaches, identifying gaps in multiprocess software testing and positioning this

work within the broader fuzzing research landscape.

Chapter 4 motivates the research through a large-scale empirical study on OSS-
Fuzz projects, demonstrating that multiprocess software using IPC mechanisms
achieves significantly lower coverage, and presents concrete examples of current

fuzzing limitations with multiprocess software.

Chapter 5 introduces the concept of fork-awareness and presents a systematic eval-
uation framework for assessing existing coverage-guided fuzzers’ ability to handle

multiprocess software.

Chapter 6 details the design and implementation of FORKFUZz, the first fork-aware

coverage-guided fuzzer, including its technical innovations and empirical evaluation.

Chapter 7 concludes the dissertation with a summary of research contributions and

an outline of future research directions.
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1.4 List of Publications

Core Contributions This dissertation is supported by a body of published and sub-
mitted work. The core findings presented in the main chapters stem from three pri-

mary publications that systematically address the challenges of multiprocess fuzzing.

o Evaluating the Fork-Awareness of Coverage-Guided Fuzzers, written by Mar-
cello Maugeri, Cristian Daniele, Giampaolo Bella, Erik Poll, published in
Proceedings of the 9th International Conference on Information Systems Se-
curity and Privacy ICISSP in 2023.

o Forkfuzz: Leveraging the Fork-Awareness in Coverage-Guided Fuzzing, writ-
ten by Marcello Maugeri, Cristian Daniele, Giampaolo Bella, published in
Computer Security - ESORICS 2023 International Workshops in 2023.

Beyond the core contributions, this dissertation presents complementary research
that broadens the understanding of automated testing challenges. This includes
explorations of Artificial Intelligence (Al) techniques for GraphQL security testing,
and contributions to stateful protocol fuzzing. While these studies are not central
to the dissertation’s main thesis, they provide valuable context and are discussed in

Appendices A and B.

o Wendigo: Deep Reinforcement Learning for Denial-of-Service Query Dis-
covery in GraphQL, written by Shae McFadden, Marcello Maugeri, Chris
Hicks, Vasilios Mavroudis, Fabio Pierazzi, published in Proceedings of IEEE
Symposium on Security and Privacy Workshops (SPW) in 2024.

o BenGQL: An Extensible Benchmarking Framework for Automated GraphQL
Testing, written by Abenezer Kebede, Marcello Maugeri, to appear in I[EEE

ACM International Conference on Automated Software Engineering in 2025.

o KrakQL: LLM-Guided Blind Introspection of GraphQL Schemas, written by
Marcello Maugeri, Abenezer Kebede, Giampaolo Bella, to appear in Sympo-

sium on Search-Based Software Engineering in 2025.

o LibAFLstar: Fast and State-aware Protocol Fuzzing, written by Cristian
Daniele, Timme Bethe, Marcello Maugeri, Andrea Continella, Erik Poll, pub-
lished in Computer Security - ESORICS 2025 in 2025
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e Fuzzing OPC UA with AFLNet, ChatAFL and LibAFLstar: A Research
Experience Paper, written by Marcello Maugeri, Cristian Daniele, Federico
Fausto Santoro, published in Proceedings of IEEE Conference on Pervasive
and Intelligent Computing (PICom) in 2025.



Chapter 2
Fuzzing Fundamentals

The concept of Fuzzing — which is the abbreviation of fuzz testing — was first in-
troduced in the late 1980s, when Professor Barton Miller assigned his students the
task of developing a tool known as Fuzz. This tool generated a stream of random
characters and fed this stream into Unix utilities to assess their robustness. The
efficacy of this approach was demonstrated by the identification of numerous bugs

that resulted in the failure or hanging of the target utility.

Nowadays, fuzzing is a standard practice throughout the Software Development Life
Cycle (SDLC), from design to deployment, as set out in numerous standards (e.g.
ISO/IEC/IEEFE 29119 [6] or NIST SP 800-53 [7]). In fact, fuzzing positions itself as
a dynamic testing technique, which can be employed for different scopes, including
regression testing [8, 9], but is widely known for its role in reliability testing [10]
and security testing [11] due to its ability to uncover bugs that are likely to lead to
vulnerabilities in the SUT.

In essence, Algorithm 1 illustrates the core principles of fuzzing in a simplified form.
As first step, the fuzzer, samples inputs, called testcases, from the input space,
executes the SUT with these testcases, and observes the outputs, storing the inputs
that lead to unexpected behaviour — or, in other words, a bug. This process is
repeated iteratively until a stopping condition is met, such as the expiration of a

time budget.

Since its inception, Fuzzing has evolved significantly, delivering a multitude of differ-
ent techniques to test a multitude of complex different targets, from OS kernels [12]
to Web APIs [13, 14, 15], to GUI apps [16] and even smart contracts [17, 18].
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Algorithm 1: Fuzzing Algorithm (simplified)

Input: Input space S
Output: testcases leading to bugs Sy

repeat
testcase <— sample(S) ; // sample input
feedback < execute(testcase) ; // run the target with the input
result «— analyse(feedback) ; // analyse the feedback
if result is bug ; // check if the result is unexpected
then
| Sx ¢ S« U{testcase} ; // store the input for further analysis
until ; // fuzzing loop
return S,

Any target faces different challenges, which are addressed by different fuzzing tech-
niques. These techniques can be classified based on different criteria, leading to

various fuzzing taxonomies, which are discussed in the next section (2.1).

2.1 Fuzzing Taxonomies

2.1.1 Knowledge-Based Taxonomy

In Software Testing, testing approaches are classified by the prior knowledge a tester
has about the SUT. This structure is used also in other fields such as penetration
testing, where the tester can have different levels of knowledge and access to the
target system. A similar concept is applied to fuzzing, where the tester can have

different levels of knowledge about the target system at runtime.

Black-Box Fuzzing

Black-box fuzzing refers to the scenario where the fuzzer has no knowledge of the
internal logic of the SUT. The fuzzer samples inputs from the input space, executes
the SUT with these inputs, and observes the outputs. In other words, looking again
at the Algorithm 1, the feedback contains just the output of the execution and no

other explicit information. While it could seem that black-box is rather limited, it
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is actually really powerful and widely adopted, as it can be rapidly employed to a

wide range of targets.

In fact, the term black-boxr does not imply that the fuzzer has no knowledge in
general, but just about the internal logic of the SUT. Instead, the fuzzer can have
knowledge about the input space, which could allow to generate inputs that are
syntactically valid. For example, in the fuzzing of web APIs, the fuzzer can have
knowledge about the API specification and infer the expected behaviour of the SUT
based on the specification. Fuzzers such as RESTLER [15] can generate inputs based
on the OpenAPI specification and deduce bugs from unexpected response codes —
such as an Hypertext Transfer Protocol (HTTP) code 500 Internal Server Error. In
addition, the fuzzer can still deduce more information from the outputs and tailor

the overall fuzzing process accordingly.

White-Box Fuzzing

In White-box Fuzzing the fuzzer leverages full understanding of the internal logic of
the SUT at runtime to guide the fuzzing process in a systematic manner. Although
literature often defines white-box fuzzing as having access to the source code of the
SUT [11], this alone is insufficient. In fact, without in-depth program analysis, the
fuzzer cannot effectively exploit the available information. Therefore, this work con-
siders white-box fuzzing as a technique that possesses a fully analysed representation
of the internal logic of the SUT.

In essence, during the execution of the SUT, the feedback gathered by the fuzzer
includes not only the output, but a comprehensive set of information such as the
executed control-flow paths, the execution trace detailing how a particular program
state was reached, and the logical constraints that must be satisfied to produce that
state. As a result, the testcases sampled in algorithm | are not only syntactically
and semantically valid, but also effective in reaching particular program paths or
exercising specific program behaviours. Usually, such approaches employ techniques
such as symbolic execution [19, 20, 21, 22] and concolic testing [22], which system-

atically analyse program paths and generate inputs that satisfy precise constraints.

In practice, acquiring and maintaining such exhaustive knowledge is often infeasible
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due to the size, complexity, and rapid evolution of software. For example, a tra-
ditional limitation of white-box fuzzing is called path explosion [23], which occurs
when the number of possible paths in a system grows exponentially with the num-
ber of variables. Another limitation inherently lies in the SMT solvers — which are
often used to solve the constraints generated by symbolic execution — that can strug-
gle with complex or non-linear constraints, leading to incomplete path exploration.
These constraints have motivated the development of intermediate approaches that
operate with partial knowledge of the SUT, giving rise to a spectrum of techniques
that bridge the gap between the black-box and white-box paradigms. This motivates

the introduction of the next category.

Grey-Box Fuzzing

In Grey-box Fuzzing the fuzzer operates with partial knowledge of the internal logic
of the SUT, using lightweight instrumentation to get some form of runtime feedback
to guide the fuzzing process. Unlike black-box fuzzing, which relies solely on input-
output observations, grey-box fuzzing exploits limited internal information to make
input generation more effective. At the same time, it avoids the high computational
cost and complexity of maintaining a fully analysed program representation as in
white-box fuzzing. Therefore, this work considers grey-box fuzzing as a technique
that uses selectively gathered program information to improve coverage and bug-

finding efficiency without requiring exhaustive program analysis.

In essence, during the execution of the SUT, the feedback gathered by the fuzzer
typically consists of coverage metrics, such as the set of basic blocks or edges exe-
cuted, and other coarse-grained indicators of program behaviour. This information is
used to prioritise inputs that exercise new execution paths, thereby progressively ex-
panding the explored program space. Representative approaches employ techniques
such as coverage-guided fuzzing [24] and edge-coverage instrumentation [25], which

balance feedback quality with execution speed to enable large-scale test generation.

2.1.2 Input-Based Taxonomy

In this taxonomy, fuzzing techniques are classified according to the input generation

method, that is, the strategy employed to explore the input space. Three principal
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approaches emerge: generation-based fuzzing, which constructs inputs from formal
specifications; mutation-based fuzzing, which perturbs existing inputs to produce
new ones; and structure-aware fuzzing, which integrates both paradigms to ensure

that inputs are both syntactically correct and semantically valid.

Generation-Based Fuzzing

In Generation-Based Fuzzing, the fuzzer generates inputs from a formal specification
of the input format. This specification may take the form of a grammar, a protocol
description, or a model of the expected input structure, which is why the technique
is often referred to as grammar-based fuzzing. By systematically enumerating inputs
that conform to the specification, generation-based fuzzing can ensure high cover-
age of the valid input space and target specific program components that process
structured data. Typical examples include fuzzers that use context-free grammars

for file formats or protocol state machines for network inputs.

In essence, this approach enables the creation of inputs that are syntactically correct
by design, reducing the likelihood of premature rejection by the SUT’s parsing logic.
As a result, it can be particularly effective at reaching deeper program logic that lies
beyond the initial parsing stage. However, its effectiveness depends heavily on the
completeness and accuracy of the specification: an incomplete or overly restrictive
model may prevent exploration of certain behaviours or omission of critical edge
cases. Additionally, constructing and maintaining such specifications can be labour-
intensive and, in some cases, infeasible for complex or poorly documented input

formats.

Mutation-Based Fuzzing

In Mutation-Based Fuzzing, the fuzzer generates new inputs by modifying existing
ones—often referred to as seed inputs. These mutations may involve bit flips, byte
substitutions, insertion or deletion of data, block shuffling, or more sophisticated
transformations designed to produce meaningful variations. The strategy is inher-
ently data-driven: the initial seeds are typically obtained from real-world examples,

prior testcases, or corpus minimisation techniques.
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The advantage of this approach lies in its ability to explore diverse and potentially
unexpected behaviours of the SUT without requiring a formal specification. More-
over, by starting from valid seeds, mutation-based fuzzing often produces inputs
that are close to syntactic correctness, which can increase the likelihood of trigger-
ing deeper program logic while still occasionally generating malformed inputs that
may expose parsing vulnerabilities. However, its effectiveness is bounded by the
diversity and quality of the seed corpus, and purely random mutations may waste
computational resources on inputs that are immediately rejected by the SUT. As a
result, many modern mutation-based fuzzers incorporate coverage feedback to focus

mutations on promising regions of the input space.

Structure-Aware Fuzzing

Structure-Aware Fuzzing combines the strengths of generation-based and mutation-
based approaches to produce inputs that are both syntactically correct and seman-
tically valid, while retaining the adaptability of mutation-based strategies. Rather
than applying blind mutations at the byte level, structure-aware fuzzers parse exist-
ing inputs into higher-level components — such as fields, tokens, or grammar elements
— and then apply mutations that respect the structural constraints of the format.
This hybrid approach can be realised through explicit grammars, parser-based in-

strumentation, or automated format inference.

In practice, structure-aware fuzzing mitigates the main shortcomings of the other two
paradigms. It avoids the semantic gaps that can occur in generation-based fuzzing
due to incomplete specifications, and it reduces the waste associated with mutation-
based fuzzing by preventing the creation of trivially invalid inputs. Notable exam-
ples include ISLA [26], which uses input structure learning to guide mutations, and
Fandango [27], which applies constraint-solving techniques to ensure semantic valid-
ity. While structure-aware fuzzing can significantly improve bug-finding efficiency,
it also introduces additional complexity in the parsing and mutation stages, and its

benefits depend on the quality of the structural model obtained.
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2.1.3 State-Based Taxonomy

In this taxonomy, fuzzing techniques are distinguished by their consideration of sys-
tem state: stateless approaches treat each testcase independently, whereas stateful

methods generate sequences of inputs to explore stateful behaviours.

Stateless Fuzzing

Stateless fuzzing regards each input in isolation, without modelling or resetting the
internal state of the SUT. This simplification enables high-throughput testing, as
no state management is required; consequently, stateless fuzzers are well suited to
self-contained targets (e.g. image decoders or stand-alone libraries). However, they

cannot uncover defects that emerge only after specific sequences of operations.

Stateful Fuzzing

Stateful fuzzing explicitly models and manipulates the internal state of the SUT,
constructing ordered sequences of operations that drive the system through defined
state transitions. Such methods often employ state-machine inference or protocol
specifications to guide input generation [28], enabling the discovery of faults that
manifest only after particular workflows (e.g. login-upload-logout). While stateful
fuzzers incur additional complexity in state tracking and sequence management,

they are essential for interactive or protocol-driven services.

2.2 Coverage-Guided Fuzzing

Coverage-guided fuzzing is a widely adopted grey-box technique that implements an
evolutionary approach: maintain a population of inputs (the corpus) that is evolved
through mutation, retaining only inputs that discover new code coverage of the SUT.
This transforms fuzzing from random input generation into directed search, where
mutations that explore previously unexplored code paths are preserved for further

evolution.

To implement this evolutionary approach, CGF requires several key capabilities:
monitoring which parts of the SUT are executed during each testcase run, deter-

mining whether new coverage makes a testcase interesting enough to add to the
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corpus, selecting which corpus entries should be mutated, and applying mutations
to generate new testcases. Modern CGF framework, exemplified by fuzzers such as
AFL [24], LIBFUZZER [25], and the LIBAFL library [29], implement these require-

ments through several interconnected components:

1) Instrumentation and Coverage Observation. The foundation of coverage-guided
fuzzing lies in instrumentation. Coverage-guided fuzzers need to add probes to the
SUT to instrument the binary and obtain runtime information. Instrumentation
can be applied at different levels: source code instrumentation during compilation,
binary instrumentation through static or dynamic rewriting, or hardware-assisted
instrumentation using processor features. The instrumentation inserts lightweight
monitoring code that tracks which parts of the program are executed without signif-
icantly impacting performance. Different types of coverage can be collected: basic
block coverage tracks which code blocks are executed, edge coverage tracks transi-
tions between basic blocks in the SUT’s control flow graph, and line coverage tracks
which source code lines are executed. In the LIBAFL framework, this monitoring
is handled by Observer components, which are responsible for collecting runtime

information during target execution.

2) Coverage Feedback. The collected instrumentation data is processed to compute
coverage metrics that quantify program exploration. AFL [24], for example, instru-
ments the code to fill a bitmap that represents the edges of the code covered by
the inputs. This coverage information is typically stored in a compact data struc-
ture called a coverage map — often implemented as a bitmap or hash table — that
enables efficient comparison between different executions to identify novel program
behaviours. The coverage map serves as the primary feedback mechanism, provid-
ing a quantitative measure of how much of the program’s execution space has been
explored. Later, the fuzzer uses this coverage map to assign a higher score to mes-
sages able to explore previously unseen program paths. In LIBAFL, the processing
of this raw coverage data is performed by Feedback components, which analyse ob-
server data to determine whether an input is “interesting” and should be preserved

in the corpus.
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3) Corpus Management and Seed Selection. The fuzzing process maintains a cor-
pus—a collection of inputs that have triggered interesting program behaviours dur-
ing previous executions. The user must provide some input messages (seeds) rep-
resentative of usual inputs for the system. Each corpus entry consists of an input
along with associated metadata, including coverage information, execution time,
and performance metrics. The corpus evolves throughout the fuzzing campaign as
new inputs that trigger novel behaviours are discovered and added, whilst redundant
inputs that do not contribute unique coverage are typically discarded to maintain
efficiency. The selection of which corpus entries to use for mutation is handled by
a scheduling mechanism that determines the order and priority of inputs based on
factors such as recency, execution time, coverage rarity, and historical mutation suc-
cess. In LIBAFL, corpus management and input selection are handled by Scheduler

components that implement various prioritisation strategies.

4) Input Generation and Mutation. The core of every fuzzer is the generation
of slightly malformed input messages to forward to the software under test. A
fuzzer is as efficient as the generated inputs are able to break the system. New test
inputs are generated through mutation—the process of applying transformations to
existing corpus entries to produce variations that may exercise different program
behaviours. Traditional byte-level mutators implement operations such as bit flips,
byte substitutions, insertions, deletions, and block swapping to explore variations
around known-good inputs. More sophisticated mutation strategies employ format-
aware transformations that respect input structure and semantics, such as grammar-
based mutations for structured data formats. The selection and composition of
mutation strategies significantly influences the fuzzer’s ability to generate inputs
that exercise deep program behaviours and discover complex vulnerabilities. In
LiBAFL, input transformation is performed by Mutator components, which can be

combined and configured to implement various mutation strategies.

5) Target Execution and Monitoring. Each execution of the fuzzer involves sev-
eral detection components. The actual execution of test inputs against the target
program is managed by an execution component that handles program invocation,
environment setup, timeout management, and anomaly detection. This component
must balance execution speed with comprehensive monitoring, as the throughput

of input execution directly influences the fuzzer’s exploration rate. The execution
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process involves three main detection mechanisms:

e Bug detector: reports eventual bugs. The majority of bug detectors only report
crashes; however, for many systems, a deviation from the expected protocol

flow may represent significant security issues.
e Hang detector: detects program execution hangs and timeouts.

o (Coverage detector: collects the code coverage that represents the feedback the

fuzzer leverages to improve the quality of input messages.

Different execution strategies offer varying trade-offs between performance and ob-
servability: in-process execution provides maximum speed by avoiding process cre-
ation overhead, whilst separate process execution offers better isolation and fault
tolerance. Emulation-based execution, exemplified by approaches like QEM U-based
fuzzing [30], enables fuzzing of binary-only targets or cross-architecture testing
whilst maintaining coverage feedback capabilities. In LIBAFL, target execution
is handled by Ezecutor components that can be configured for different execution

environments and monitoring requirements.

The main fuzzing loop orchestrates these components in an iterative process that
implements the evolutionary algorithm driving CGF. In each iteration, the sched-
uler selects an input from the corpus, one or more mutators generate a new testcase
through transformation, and the executor runs this input against the target whilst
observers collect runtime information. Feedback components then analyse this in-
formation to determine whether the execution produced novel coverage or other
interesting behaviours. If so, the new input is added to the corpus for future explo-
ration. If the execution triggers a crash or other anomalous behaviour, the input
is preserved as a potential vulnerability trigger. This process continues iteratively,
with the corpus gradually accumulating inputs that collectively explore an increas-

ingly comprehensive portion of the program’s execution space.

The effectiveness of CGF emerges from this evolutionary process: inputs that ex-
ercise novel program behaviours are preserved and serve as seeds for further explo-
ration, whilst inputs that only duplicate known behaviours are discarded. Over time,

this process discovers increasingly complex program states and execution paths,
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often uncovering vulnerabilities that would be extremely difficult to find through

manual testing or random input generation.

Algorithm 2 formalises this process by extending the basic fuzzing algorithm from
Algorithm 1 with coverage feedback mechanisms. The key enhancement is the in-
tegration of the five components described above: the Scheduler selects promising
testcases from the Corpus, the Mutator applies mutation to the testcase, the Fxecu-
tor executes the SUT injecting the testcase, the Observer collects runtime coverage,
and Feedback determines whether new coverage justifies extending the corpus with

the testcase.

Algorithm 2: Coverage-Guided Fuzzing Algorithm
Input: Initial seed corpus C, coverage map M
Output: testcases leading to bugs B, updated corpus C

B+ 0; // initialise bug collection
repeat
testcase <— Scheduler(C) ; // select from corpus
mutated_input < Mutator(testcase) ; // apply mutations
feedback < FEzecutor(mutated_input) ; // run with instrumentation
coverage < Observer(feedback) ; // extract coverage info
if Objective(feedback) ; // check for crashes/anomalies
then
L B <+ B U {mutated_input} ; // preserve solution
if Feedback(coverage, M) ; // new coverage found
then
C + C U {mutated_input} ; // add to corpus
L M <+ update(M, coverage) ; // update coverage map
until ; // coverage-guided fuzzing loop
return B, C

This chapter explored the fundamentals of fuzzing techniques and CGF, establishing
the taxonomies and algorithmic foundations. The following chapter examines the
state-of-the-art and related works in CGF for complex systems, identifying how
existing approaches handle synchronisation challenges and revealing the gaps that

motivate the multiprocess fuzzing contributions of this dissertation.
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Chapter 3

State of the Art

Coverage-Guided Fuzzing of Software Systems employing multiple processes is not
explicitly addressed in the existing literature. That is because current fuzzing re-
search predominantly focuses on single-process targets, leaving multiprocess archi-
tectures inadequately tested. However, examining related fuzzing domains reveals
valuable insights and technical solutions that can inform fuzzing of multiprocess

systems.

This chapter surveys state-of-the-art fuzzing techniques across domains that inher-
ently involve multiple execution contexts or face similar coordination challenges.
The analysis identifies common design patterns, recurring trade-offs, and transfer-

able techniques that address aspects useful for this dissertation’s focus.

The surveyed domains include: Network Fuzzing (Section 3.1) provides essential
insights as network servers typically employ multiprocess architectures with worker
processes handling concurrent connections, requiring techniques for process lifecycle

management and socket-based IPC feeding.

Hypervisor-based Fuzzing (Section 3.2) demonstrates comprehensive system instru-
mentation approaches that monitor entire execution environments, including multi-

ple processes, kernel interactions, and hardware devices within virtualised contexts.

Kernel Fuzzing (Section 3.3) addresses systematic testing of complex interface sys-
tems where system calls coordinate multiple kernel processes and user-space inter-
actions, requiring sophisticated resource management and crash detection across

execution boundaries.
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Concurrent Fuzzing (Section 3.1) directly tackles process coordination challenges
through schedule exploration and timing-dependent interaction testing, providing

techniques for handling non-deterministic multiprocess execution.

Embedded Fuzzing (Section 3.5) explores testing complete firmware systems where
multiple services coordinate through constrained IPC mechanisms, demonstrating

approaches for preserving realistic multiprocess execution contexts.

3.1 Network Fuzzing

Networked applications such as web servers expose a network socket as their primary
entrypoint. This design motivated fuzzing techniques that feed testcases directly
over network interfaces rather than via file inputs. A common but impractical solu-
tion that fuzzing practitioners adopted is to redirect the socket entrypoint through

manual — source code or binary — patching.

Another simpler approach is to intercept socket function calls and, through dy-
namic linking, redirects them to alternative behaviours (for example, substituting
the socket file descriptor with stdin), thereby simplifying testing. Notable examples
of this approach include the desock [31] module or its extension desock+ introduced
by GREENFUZz [32], which expanded socket interception to cover additional use
cases and socket types. A more sophisticated dynamic linking technique is proposed
by NETFUZZLIB [33], which emulates network I/O entirely in user space by inter-
cepting socket operations through library preloading, ultimately replacing actual

network communication with synchronised user-space emulation.

More recently, fuzzers that feed testcases directly to the actual socket emerged to
avoid invasive SUT’s modifications and preserve realistic execution contexts. Both
AFLNWE [34], an extension of AFL, and HONGGFUZZ's netdriver module imple-
mented this approach by providing a network socket driver that feeds testcases over
TCP connections. These tools usually employ a fork-server execution model, fork-
ing a fresh SUT instance for each testcase to ensure clean state. However, a major
challenge arises from the need to maintain state across multiple testcases like in a

protocol session. In fact, traditional fuzzing techniques often treat each testcase in
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isolation, but this approach fails to account for the complex interactions that can

occur in real-world network protocols.

The challenge of maintaining protocol state across message sequences drove the de-
velopment of stateful fuzzing techniques [28, 35]. Indeed, network protocols require
specific message orderings — where the term ‘message’ is interchangeable with ‘input’
but tailored in the context of protocol testing — to reach different protocol states.
For example, authentication must precede file operations in File Transfer Protocol
(FTP), handshakes must complete before data transfer in protocols like Real-Time
Streaming Protocol (RTSP). As a consequence, simply mutating individual messages
produces sequences that servers immediately reject, limiting exploration effective-

ness.

AFLNET [36] addressed this challenge by extending AFL to infer protocol states
through server response codes. The fuzzer acts as a client, sending message sequences
to target servers while learning protocol state machines from responses status codes,
widely adopted in protocols like FTP, Simple Mail Transfer Protocol (SMTP), and
HTTP. This state feedback guides exploration towards unexplored protocol states

through sequence mutation that preserves state-reaching prefixes.

While AFLNET demonstrated substantial improvements over stateless approaches,
discovering multiple CVEs in production protocol implementations, AFLNET re-
quires protocol-specific response parsers, manual time delays for network synchroni-
sation, and, optionally, custom cleanup scripts for server state reset between sessions.
A practical experience of adopting AFLNET to a new protocol implementation —
OPC UA — is presented in B.

As AFLNET relies on seed quality, it may struggle to explore protocol states if
seeds does not include specific protocol interactions. CHATAFL [37] addresses this
limitation with an extension of AFLNET that employs LLMs. In brief, the approach
employs a LLM to extract protocol grammars, enrich seed, and generate testcases

to enhance the corpus to break out of coverage plateaus.

Both approaches struggle with protocols lacking explicit status codes or where re-

sponse codes reflect command outcomes rather than true protocol state. To cope
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with these limitations, STATEAFL [38] eliminated the need for response code pars-
ing by inferring protocol states from server memory contents. In brief, through
compile-time instrumentation, STATEAFL monitors memory allocations and cap-
tures snapshots of long-lived data structures that persist across request-reply cycles.
In this way, memory snapshots are mapped to unique state identifiers, clustering

similar memory states while distinguishing meaningful protocol transitions.

Another solution could be to provide manual state annotations like IJJON [39] in-
troduced. However, manual annotation requires manual effort and domain expertise
to identify relevant program states. SGFuzz [10] eliminated the need for manual
annotations by automatically identifying state variables through enumerated types
and named constants. The approach adopted LIBFUZZER’s in-process execution
model, running multiple testcases within a single process lifetime (sometimes re-
ferred to as persistent mode). Sequences of values assigned to state variables are
tracked to guide exploration towards unexplored state sequences without requiring

protocol-specific parsers or manual annotations.

SNAPFUzz [11] took a fundamentally different approach, achieving dramatic per-
formance improvements through comprehensive system call interception. Built on
SABRE [12] load-time binary rewriting, SNAPFUZZ intercepts all system calls and

library functions, redirecting them to custom implementations optimised for fuzzing.

The approach introduces a smart deferred fork-server that automatically places the
initialisation point as late as possible, after all necessary setup and configuration.
SNAPFUZz partially addresses C1 and C2 through group-based signal propagation
that monitors child process termination and ensures crashes are detected across
process boundaries. As shown in Snippet 3.1, when the computation is done, the
signal propagation mechanism actively monitors all child processes through wait()
system calls, checking exit status and propagating crash signals (SIGSEGV, SIGILL)

to the fork-server for proper crash detection.

else if (cs == Domne) {
// TODO: Emulate SIGTERM
sigset_t signal_set;
sigemptyset (&signal_set);
sigaddset (&signal_set, SIGTERM);
sigprocmask (SIG_BLOCK, &signal_set, NULL);
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pid_t wpid;

int status = O0;

do {
wpid = wait(&status);
if (wpid <= 0)

continue;

if (WIFSIGNALED(status)) {
if (WTERMSIG(status) == SIGSEGV || WTERMSIG(status) == SIGILL
) o
raise (WTERMSIG (status)) ;

}
} while (wpid > 0);

real_syscall (SYS_exit_group, O, 0, O, 0, 0, 0);

ol ¥

Listing 3.1: Excerpt from SnapFuzz source code for signal propagation in child processes'.

This design enables SNAPFUZZ to automatically detect crashes in child processes
that would otherwise be missed by other fuzzers, as will be discussed in 6, addressing

a critical limitation in multiprocess bug detection.

Alternative approaches do not focus on message mutations but rather on message
sequence reordering or manipulation. BLEEM [13] operates as a Man-In-The-Middle
(MITM) proxy, forwarding messages between client and server whilst generating
packet sequences based on observed protocol state transitions. FUZZTRUCTION-
NET [44] requires both client and server to run simultaneously, with runtime fault
injection applied to one peer whilst the other serves as the SUT. Faults modify
load and store instructions, conditional branches, or function calls in the peer, with
the aim of generating corrupted messages that remain cryptographically valid since
encryption occurs after fault injection. This enables testing either client-side or

server-side implementations using encrypted protocols.

https://github.com/srg-imperial/SnapFuzz/blob/main/snapfuzz/main.c
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LIBAFLSTAR [15] adopts a different strategy, using persistent mode execution with
manual patching to feed inputs through sockets whilst leveraging prior knowledge
of protocol state models. The key insight is that explicit state model knowledge
enables systematic exploration of protocol states, achieving comprehensive coverage
through guided state transitions rather than inferring states from responses. Further

details are presented in Appendix B.

While multiprocess software systems are not explicitly referenced in the literature,
the Network Fuzzing domain inherently involves multiple processes. However, the
multiprocess aspects are not addressed directly or are simply bypassed. In fact, most
of the time, target systems are configured to run as single-process applications, as
witnessed in the PROFUZZBENCH’s source code [40], a benchmark framework for
stateful network fuzzers. This configuration simplifies testing but limits realism
since many production servers employ multiprocess architectures for scalability and

fault isolation.

The state of the art though offer an interesting perspective on how to handle the
execution synchronisation and bug detection challenges (C1 and €2) and the input
feeding into IPC mechanisms such as sockets (C4). As a consequence, Table 3.1
summarises the execution and socket management techniques which can be tailored
to multiprocess fuzzing. In fact, FORKFUZZ, presented in 6, employs HONGGFUZZ's

netdriver for socket management.

Lessons Learned Network fuzzing reveals key trade-offs for system-level fuzzing:
direct socket feeding is straightforward but introduces network overhead, while
system call interception eliminates this overhead at implementation complexity
cost. For execution management, fork-server models provide simplicity but re-
quire expensive SUT restarts, whereas persistent mode achieves performance gains

at the cost of careful execution lifecycle management.

3.2 Hypervisor-based Fuzzing

Hypervisor-based fuzzing leverages instrumented Virtual Machines (VMs) through

comprehensive execution management capabilities of hypervisors. This technique is
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Table 3.1: Network fuzzing approaches categorised by execution strategy and input feeding
mechanism.

Tool Execution Management Socket Management
DESOCK (library) N/A Dynamic Linking
GREENFUZZ Fork-server Socket redirection
NEeTrFUZzzLIB (library) N/A Socket redirection
AFLNWE Fork-server TCP/UDP Socket
HONGGFUZZ (netdriver) Fork-server TCP/UDP Socket
AFLNET Fork-server TCP/UDP Socket
CHATAFL Fork-server TCP/UDP Socket
STATEAFL Fork-server TCP/UDP Socket
IJON Fork-server TCP/UDP Socket
SGFuzz Persistent mode TCP/UDP Socket
SNAPFUZZ (Deferred) Fork-server ~ System call interception
BLEEM MITM proxy Packet forwarding
FuUzzTRUCTION-NET MITM proxy Peer fault injection
LIBAFLSTAR Persistent mode TCP/UDP Socket

particularly relevant for testing complex software stacks where vulnerabilities emerge

from interactions between system components.

A prominent hypervisor used for fuzzing is QEMU [47], which was initially devel-
oped as a full-system emulator to run software across different CPU architectures,
and was later extended to support hardware-assisted virtualisation on the same
architecture. Consequently, QEMU provides two distinct execution models that
serve different fuzzing requirements. Kernel-based Virtual Machine (KVM) lever-
ages hardware-assisted virtualisation to run guest code natively with near-native
performance, but it offers limited opportunities for fine-grained instrumentation
and requires specific hardware. In contrast, the Tiny Code Generator (TCG) engine
performs software-based instruction translation at runtime, enabling detailed moni-
toring and instrumentation — such as syscall hooking — at the cost of execution speed.
QEMU is widely adopted in fuzzing research, in particular, for binary emulation of
embedded systems firmware. However, this will be discussed in detail in Section 3.5,
in this paragraph we focus on how hypervisor-based are used for complex software

stacks, not for binary emulation.

Nvyx [18] exemplifies the KVM-based approach, targeting hypervisors and achieving
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high throughput through hardware acceleration. NYX-NET [19] extends this ap-
proach to network protocol fuzzing, acknowledging multiprocess scenarios through
VM-level state management. The approach recognises that network servers com-
monly employ multiprocess architectures, noting that “Even common, complex pat-
terns such as forking a new process for each incoming connection, writing incoming
data to a file system, or even a database in another process, are correctly handled”

through complete VM snapshot restoration.

However, NYX-NET provides only coarse-grained support for multiprocess scenar-
ios. The VM-level snapshots restore all system state wholesale — including process
hierarchies, shared memory, and file system changes — but without fine-grained in-
strumentation of individual processes or IPC mechanisms. Coverage collection relies
on either Intel Processor Trace (PT) or AFL’s compile-time instrumentation, but the
paper does not specify how coverage is aggregated across multiple processes within
the VM. Additionally, the KVM-based approach requires specialised hardware (Intel
VT-x or AMD SVM), making extension and practical adoption challenging. While
NvYX-NET demonstrates substantial empirical effectiveness with 10x-100x perfor-
mance improvements over AFLNET, the hypervisor-based execution environment
prevents the fine-grained process lifecycle control and TPC-specific instrumentation
necessary for comprehensive multiprocess fuzzing automation. Furthermore, de-
spite being open-source, NYX-NET remains poorly documented and impractical for

widespread adoption in multiprocess fuzzing research.

Contrarily, LIBAFL QEMU [30] exemplifies the TCG-based approach, leveraging
software-based instruction translation for comprehensive instrumentation. As an
extension of the LIBAFL [29] fuzzing library, LIBAFL QEMU trades execution
speed for detailed observability across multiple processes and system boundaries.
The architecture includes three abstraction layers: low-level API for direct QEMU
interaction, high-level API for hook management, and fuzzing-oriented instrumen-
tation helpers including coverage tracking and ADDRESSSANITIZER. For execution
control, the framework supports breakpoints for predetermined addresses, sync back-
doors for dynamic address resolution, and monitor commands for debugger integra-
tion. The approach enables precise tracking of system calls, memory operations,
and inter-process communication through comprehensive hooking mechanisms that

monitor translation blocks during execution.
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F1TM [50] demonstrates an alternative approach combining hypervisor-based execu-
tion with userspace snapshots for stateful network protocol fuzzing. F1TM handles
system calls through comprehensive syscall interception and redirection for network
protocol fuzzing. The tool patches Quick Emulator (QEMU)’s syscall translation
layer to replace network operations with a special pseudo-file descriptor (FITM_FD),
enabling high-speed input delivery through shared maps instead of actual sockets.
For process management, F1ITM handles fork() and clone() calls by disabling all
forking after the first IP socket interaction begins, ensuring only one execution path
is followed (either parent or child, configurable). During recv() syscalls, FITM
triggers CRIU snapshots via RPC when the target has previously sent data, creat-
ing restore points for stateful protocol exploration. The syscall hooks cover essential
networking primitives (socket, bind, connect, accept, send, recv) as well as asyn-
chronous monitoring functions (select, poll, epoll) that are modified to always
report activity on FITM_FD. Process isolation is achieved through Linux namespaces,
where each restored snapshot runs in its own PID and mount namespace to avoid
conflicts. This systematic syscall management enables FITM to transparently in-
strument client-server interactions while maintaining execution determinism through

userspace snapshots for stateful network protocol fuzzing.

The hypervisor-based approach demonstrates substantial empirical effectiveness,
with NYX discovering 44 vulnerabilities in production hypervisors and 22 CVEs
assigned. However, the requirement for complete environmental control restricts

applicability to targets executing within isolated virtual machine contexts.

Lessons Learned Hypervisor-based fuzzing reveals critical capabilities for multi-
process testing: systematic syscall interception enables comprehensive monitoring
of process coordination activities — including fork(), exec(), and IPC operations
— without requiring manual instrumentation of target applications. Additionally,
VM-level snapshot restoration provides deterministic reset capabilities that can
restore complex multiprocess states, including process hierarchies, shared mem-
ory regions, and file system changes, enabling systematic exploration of process

coordination patterns whilst maintaining execution determinism across fuzzing

iterations.
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3.3 Kernel Fuzzing

Operating system kernels represent critical system-level targets where vulnerabilities
can compromise entire system security. Kernel fuzzing requires careful execution
management to handle the system call interface between user-space applications

and kernel operations.

SYZKALLER [51] employs a two-component architecture where syz-manager orches-
trates VM running instances of the SUT — the compiled kernel — and generates
system call sequences (the testcases), while syz-executor runs within each VM to
execute these testcases and report coverage feedback. In particular, the approach
uses a declarative description language to model system call semantics, argument
types, and resource dependencies, enabling systematic generation of valid system
call sequences through template-based approaches. Execution management relies
on isolated QEMU VMs with instrumented kernels where each testcase runs in
a dedicated instance, preventing system corruption whilst enabling comprehensive

coverage collection across kernel and user space boundaries.

However, SYZKALLER's seed generation relies on manually crafted rules that may not
capture complex inter-call dependencies, limiting exploration effectiveness. MOON-
SHINE [52] addresses this limitation by distilling system call traces from real-world
programs whilst preserving inter-call dependencies. The approach uses static anal-
ysis to detect dependencies between system calls, automatically generating seed
sequences that respect kernel state requirements, improving coverage by 13% over

SYZKALLER’s hand-coded seed generation rules.

KAFL [12] employs hypervisor-based execution (QEMU KVM) with hardware-
assisted coverage collection using Intel Processor Trace (PT). The approach runs
each testcase within an isolated VM, preventing system corruption when crashes
occur in kernel code. Testcases — consisting of system call sequences — are fed
through a small user-space component while the hypervisor monitors kernel exe-
cution. However, KAFL faces reproducibility challenges due to operating systems
non-determinism caused by interrupts and threads. This is addressed by filtering
interrupt transitions and blacklisting non-deterministic basic blocks, reducing cov-

erage precision.
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Lessons Learned Kernel fuzzing reveals fundamental reproducibility challenges
in complex software systems due to non-deterministic execution. Consistent ex-
ecution requires isolation and careful handling of non-deterministic elements like
interrupts and timing. These challenges intensify in multiprocess systems where
IPC between multiple processes introduces additional sources of non-determinism

that must be managed to ensure reliable testing results.

3.4 Concurrent Fuzzing

Concurrent systems introduce non-determinism through thread scheduling and co-
ordination, creating timing-dependent failures that traditional fuzzing cannot de-
tect. The state-of-the-art focuses on multi-threaded software, presenting similar

challenges to multiprocess systems.

Muzz [53] addresses concurrency bugs through thread-aware instrumentation that
stresses thread interleavings affecting execution states. The approach uses coverage-
oriented, thread-context, and schedule-intervention instrumentation to systemati-
cally explore different thread execution orders. Muzz detected 8 new concurrency
vulnerabilities and 19 bugs, outperforming traditional fuzzers in multithreading sce-

narios.

Other approaches include CoNFuzz [54] for event-driven programs and recent ad-
vances in context-sensitive concurrency fuzzing [55] and greybox fuzzing with sched-

ule mutation [56].

Lessons Learned Concurrent fuzzing demonstrates that coverage feedback must
distinguish execution by different threads and that execution order matters for

detecting timing-dependent vulnerabilities in multiprocess systems.
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3.5 Embedded Fuzzing

Embedded fuzzing approaches can be categorised into hardware-based testing (direct
execution on physical devices), emulation-based approaches (virtual execution envi-
ronments), and abstraction-based methods (behavioural modelling) [57]. Emulation-
based approaches prove most relevant for multiprocess testing, enabling comprehen-

sive monitoring of process coordination patterns.

FirMmuLTI FUZZER [58] tackles multiprocess vulnerabilities in IoT firmware through
full-system emulation with system-level monitoring. The approach monitors process
creation behaviour and tracks execution status by triggering callbacks when any
process enters a new basic block, enabling detection of exceptions that occur in any

process within the emulated system rather than just the target process.

HouseFuzz [59] considers the multiprocess nature of firmware services through
comprehensive service identification and multiprocess fuzzing framework. The ap-
proach identifies network-facing and daemon processes overlooked by existing tools,

enabling comprehensive inspection of firmware services across multiple processes.

L1BAFL QEMU [30] provides a flexible emulation framework wrapping QEMU for
fuzzing-oriented emulation. The library supports both user-mode and system emu-
lation with comprehensive instrumentation capabilities, addressing maintainability

challenges of existing QEMU forks used in fuzzing.

These approaches demonstrate that emulation-based testing effectively detects mul-
tiprocess vulnerabilities that manifest through process interactions and coordination

patterns in constrained embedded environments.

Lessons Learned Embedded fuzzing demonstrates that emulation provides an
isolated environment where it is possible to track the underlying system and

syscalls, enabling comprehensive multiprocess monitoring.

3.6 Summary

The analysis of the state-of-the-art reveals three core technical insights that can be

transferred to multiprocess fuzzing:
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System call interception and hooking enables monitoring of process coordination
activities. LIBAFL QEMU provides a framework for systematic observation of

fork(), exec(), and IPC mechanisms.

Hypervisor-based execution environments provide practical control during execu-
tion. Hypervisors like QEMU enable comprehensive system monitoring while isolat-
ing execution contexts, allowing observation of the whole software system including

multiprocess interactions.

Coverage aggregation across execution contexts addresses collecting feedback from
multiple sources. As demonstrated in concurrent fuzzing, coverage feedback must
distinguish execution by different processes — similar to thread-context instrumenta-

tion — but effective strategies for multiprocess coverage aggregation remain needed.
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Chapter 4

Motivation and Gaps in Multiprocess

Fuzzing

The previous chapters described the fundamentals of fuzzing (§2) and established
the system-level fuzzing state-of-the-art with a particular focus on concurrent and
distributed fuzzing (§3).

Yet multiprocess software remains significantly under-represented in contemporary
fuzzing research. While system-level fuzzing research has advanced considerably, as
demonstrated in Chapter 3, explicit treatment of multiprocess challenges remains
limited. Most system-level fuzzing approaches handle multiprocess execution as an
incidental complexity rather than a fundamental research focus. This gap is par-
ticularly significant given that modern servers, browsers, and CLI utilities routinely
employ system calls such as fork (), or equivalent primitives to isolate work, improve

reliability, and leverage the efficiency given by multi-core hardware.

Multiprocess software, while a common design pattern, poses unique challenges for
fuzzing. As established in Chapter 2, four core challenges emerge when SUT execu-
tion spreads across cooperating processes. This chapter explores each challenge in
depth, examining their technical implications and real-world manifestations before

demonstrating their practical impact through empirical evidence.
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4.1 Challenge C1: Multiprocess Execution Synchroni-

sation

Traditional CGF operates within a well-defined fuzzing loop: generate a testcase,
execute the SUT, collect feedback, and iterate. This loop assumes clear execution
boundaries where the fuzzer maintains control over the SUT’s lifecycle. However,
when programs create child processes through fork(), vfork(), or clone(), these

fundamental assumptions break down catastrophically.

The synchronisation challenge manifests in several ways. First, process lifecycles be-
come unclear as multiple processes may execute concurrently with different termina-
tion conditions. A parent process might terminate while children continue running,
or children might outlive their parents, creating zombie processes that consume sys-
tem resources. Second, the fuzzer loses visibility into when a fuzzing iteration truly
completes, as execution spreads across an arbitrary number of processes within the
process tree. This leads to race conditions where the next iteration begins before

the previous one terminates, causing resource exhaustion and corrupted coverage

feedback.

The implications for fuzzing effectiveness are severe. Without proper synchroni-
sation, fuzzers cannot establish clean execution boundaries, leading to cascading
failures where subsequent iterations interfere with ongoing execution. Resource
management becomes problematic as orphaned processes accumulate, eventually

exhausting system resources and causing fuzzing campaigns to stall.

4.2 Challenge C2: Comprehensive Test Oracle Design

Traditional test oracles in single-process fuzzing rely on signals (SIGSEGV, SIGABRT),
sanitiser instrumentation, or exit codes to detect anomalous behaviour. These mech-
anisms assume that the SUT executes within a single observable process where

monitoring instrumentation can capture all relevant events.

In multiprocess environments, this assumption fails. Child processes execute in
independent address spaces where crashes, hangs, or other anomalous behaviours

may remain invisible to the parent process and, consequently, to the fuzzer. Parent
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processes may even capture and suppress signals from children, further obscuring
failure modes. Similarly, signal handlers configured in the parent process cannot

observe signals delivered to child processes unless explicitly forwarded.

The practical implications are that fuzzers operating on multiprocess software sys-
tematically miss crashes and other security-relevant behaviours. A memory cor-
ruption vulnerability that manifests only when specific code paths are executed in
child processes will remain undetected, creating a false sense of security. This ob-
servation bias significantly undermines the reliability of fuzzing campaigns targeting

multiprocess software.

4.3 Challenge C3: Multiprocess Coverage Observation

Coverage-guided fuzzing relies on runtime feedback to direct input generation to-
wards unexplored code paths. This feedback is typically collected through compile-
time instrumentation that maintains a coverage bitmap, recording which edges in

the control-flow graph have been executed during a fuzzing iteration.

Multiprocess execution fundamentally disrupts this feedback mechanism. Coverage
information becomes scattered across multiple independent processes, leading to two
possible scenarios. In the first one, the coverage bitmap is shared among processes,
but concurrent updates lead to contention and inconsistent feedback. In the second
one, each process maintains its own coverage bitmap, but the fuzzer only observes
the parent process’s bitmap, receiving incomplete feedback. This leads to systematic
underestimation of edge novelty, causing the fuzzer to discard inputs that actually

exercise new execution paths in child processes.

The implications extend beyond simple coverage underestimation. Incomplete feed-
back guidance causes the fuzzer’s input prioritisation mechanisms to make subop-
timal scheduling decisions, potentially missing entire classes of vulnerabilities that

manifest only in specific multiprocess execution scenarios.
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4.4 Challenge C4: Multi-Input Generation

Multiprocess software typically exposes multiple input vectors through diverse IPC
mechanisms including pipes, Unix domain sockets, shared memory regions, message
queues, and network sockets. Each input source requires specific input formats and

presents unique challenges for effective fuzzing.

Traditional fuzzing approaches focus on individual input vectors, typically files,
command-line arguments or the standard input stream. This approach inadequately
addresses the complexity of multiprocess systems where multiple processes may si-
multaneously consume inputs from different sources with distinct format require-
ments. For example, a web server might accept HT'TP requests on network sockets
while simultaneously processing configuration updates through Unix domain sockets

and receiving signals from management processes.

The challenge extends beyond simple format diversity. Effective multiprocess fuzzing
requires coordination of inputs across multiple channels to achieve meaningful sys-
tem coverage. Sending an HTTP request to a web server worker process may only
exercise superficial code paths unless accompanied by appropriate configuration or

control inputs that trigger deeper system behaviours.

Additionally, the temporal aspects of multi-input generation present coordination
and reproducibility challenges. Input sequences must be carefully orchestrated to
respect the IPC semantics and timing requirements of the target system. A prema-
ture input may be ignored or cause the system to enter an error state, while delayed

inputs may miss critical execution windows.

These challenges collectively define the fundamental obstacles to achieving automa-

tion in CGF of multiprocess software.

4.5 Empirical Study: Multiprocess Software in OSS-
Fuzz Projects

To quantify the prevalence of multiprocess challenges in practice, this section presents

an empirical study of the OSS-Fuzz corpus. OSS-Fuzz is Google’s continuous
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fuzzing infrastructure for open-source projects, hosting over 1000 actively main-
tained projects across diverse domains. While OSS-Fuzz does not perform system-
level fuzzing but rather targets individual library APIs and components, it repre-
sents an excellent corpus of projects that are continuously fuzzed, providing insights
into the multiprocess characteristics of real-world software. Fuzz INTROSPECTOR
complements OSS-FUuzz by providing static analysis and coverage reports for each

project, enabling systematic examination of multiprocess features.

The motivation for this study is to establish empirical evidence for the practical
importance of the four core challenges outlined earlier. If multiprocess software
is rare among actively-fuzzed projects, the theoretical challenges may have limited
real-world impact. Conversely, if multiprocess patterns are prevalent in this repre-
sentative corpus, this strengthens the case for developing specialised multiprocess

fuzzing techniques.

4.5.1 Research Questions

RQ1 How many OSS-Fuzz C/C++ projects actively use process creation system
calls (fork(), clone(), execve(), etc.) or IPC mechanisms?

RQ2 Which IPC primitives (sockets, System V shared memory, POSIX shared

memory) appear in those projects and at what frequency?

RQ3 Does the presence of IPC mechanisms correlate with lower fuzzing coverage as
reported by FUzz INTROSPECTOR?

4.5.2 Project Selection

The OSS-Fuzz corpus was filtered using sequential criteria applied to 1,078 projects
indexed by Fuzz INTROSPECTOR:

Programming Language. Only projects whose build system declares at least one
target in C or C++ were considered, yielding 308 candi-
dates.

Build and Coverage Health. The latest Fuzz INTROSPECTOR report for each can-
didate had to indicate a SUCCESS build status and non-zero
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Table 4.1: Static-analysis patterns used to identify IPC usage in C/C++ sources. All pat-
terns required word boundary checks ((?<! [a-zA-Z0-9_]1)) and appeared in non-comment
code.

IPC Category System Calls and
Process Creation fork(), vfork(), clone(), clone3(), execve(), execv(), execl(),

Socket IPC socket (), bind(), listen(), accept(), connect(), send
System V Shared Memory shmget (), shmat (), shmdt (), shmc
POSIX Shared Memory shm _open(), shm unlink(), mmap!

line coverage percentage. Projects flagged as examples or

vulnerable test cases were excluded.

Final Dataset. After filtering, 296 projects with valid coverage data (rang-
ing from 0.4% to 97.6%) were retained for analysis.

4.5.3 Static Analysis Pipeline

The analysis pipeline combined Fuzz INTROSPECTOR’s REST API with custom
static analysis scripts to identify multiprocess features in the selected projects. The

pipeline comprised the following steps:

1. For every repository passing the selection gate, a shallow Git clone (depth=1)
was performed with a 60-second timeout. Source files with canonical C/C++
extensions (.c, .cc, .cpp, .Cxx, .c++, .h, .hpp, .hxx, .h++ .hh) were parsed.
Both block (/* */) and line (//) comments were stripped to eliminate spurious

matches.

2. If src/ or source/ directories existed, analysis was restricted to those paths;
otherwise, root-level test directories were excluded. The script employed 10

parallel workers for efficient processing.

3. Each file was scanned for 37 distinct patterns across four IPC categories (Ta-
ble 4.1), using case-insensitive regex matching with word boundary checks to

prevent false positives from partial identifiers.
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4.5.4 Statistical Tests

To explore whether multiprocess design influences fuzzing efficacy, three non-parametric

analyses were conducted:

a) Process Creation: Coverage distributions for projects with versus without

process creation calls.

b) Combined IPC: Coverage distributions for projects with high versus low total

IPC usage across all categories.
c) IPC Density: Coverage distributions normalized by codebase size.

Given the heterogeneous variances and non-normal distributions of coverage data,
the two-sample Kolmogorov-Smirnov test was adopted alongside Mann-Whitney U
tests and Spearman correlations. Null hypotheses (Hyp) state that the compared
samples stem from the same continuous distribution; a significance threshold of

a = 0.05 was used throughout.

4.5.5 Threats to Validity

The principal limitation of this study is that OSS-Fuzz’s fuzz drivers are manually
written and may have low code coverage independently from the SUT’s multiprocess
nature. As a consequence, some projects could be more covered than others due to
better driver quality rather than inherent multiprocess complexity. Additionally,
the static analysis may miss IPC patterns in macro-expanded code or dynamically

loaded libraries.

4.5.6 Results

The analysis encompassed 286 C/C++ projects from OSS-Fuzz with valid coverage
data (mean coverage: 47.06%, range: 0.4%-97.6%). Projects using IPC mechanisms

demonstrated significantly lower code coverage across all metrics.

Process Creation Analysis: Projects with process creation calls (n=109) achieved
mean coverage of 34.44% compared to 54.83% for projects without (n=177). The
Kolmogorov-Smirnov test strongly rejected the null hypothesis (D=0.401, p=2.99¢-
10), with a large effect size (Cohen’s d=-0.82).
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Combined IPC Analysis: High-IPC projects (n=140) showed even greater disparity,
with 33.82% mean coverage versus 59.75% for low-IPC projects (n=146). The dis-
tribution difference was highly significant (D=0.495, p=1.79e-16) with the largest
effect size observed (d=-1.10).

Correlation Analysis: All Spearman correlations between IPC usage and coverage
were negative and statistically significant: process creation (r=-0.37, p=1.24e-10),
combined IPC (r=-0.50, p=3.71e-19), and IPC density (r=-0.43, p=2.61e-14).

These findings strongly support the hypothesis that multiprocess and IPC-heavy
projects achieve substantially lower coverage under OSS-Fuzz’s API-focused fuzzing
approach, with mean coverage differences exceeding 20 percentage points across all

analyses.

4.6 Motivating Example: Lighttpd Web Server

To illustrate how the four core challenges manifest in real-world software, LIGHTTPD
is examined as an example of a production web server that exemplifies the com-
plexities of multiprocess fuzzing. LIGHTTPD is designed as a single-threaded, single-
process, event-based web server optimised for high-performance scenarios. However,
it supports multiprocess operation through the server.max-worker configuration
directive, making it an ideal case study for understanding multiprocess fuzzing chal-

lenges.

4.6.1 Lighttpd Architecture Overview

By default, LIGHTTPD operates as a single process handling all incoming HTTP
requests through an event-driven architecture. When server.max-worker is con-
figured to a value greater than zero, LIGHTTPD creates multiple independent worker
processes that share listening sockets but operate with separate memory spaces. The
documentation strongly recommends server.max-worker = 0 unless multiprocess
operation provides measurable performance benefits, acknowledging the inherent

complexity introduced by this architectural choice.

Each worker process operates independently, handling HTTP requests, processing

configuration updates, and managing client connections. Workers communicate
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through shared listening sockets and, in some configurations, through Unix domain
sockets for coordination. This architecture creates multiple input vectors: HTTP re-
quests on network sockets, configuration file updates, and inter-worker coordination

messages.

4.6.2 Challenge C1: Execution Synchronisation in Lighttpd

When server.max-worker > 0, LIGHTTPD faces immediate execution synchroni-
sation challenges. The main process forks worker processes during startup, but the
lifecycle management becomes complex when workers crash or become unrespon-
sive. A traditional fuzzer testing LIGHTTPD would send HTTP requests and expect
clear execution boundaries. However, with multiple workers, a malformed HTTP
request might cause one worker to crash while others continue processing subsequent

requests.

The fuzzer loses synchronisation because it cannot determine when all workers have
finished processing a given input. A worker might be processing a complex HTTP
request while the fuzzer assumes the iteration is complete and begins the next one.
This leads to overlapping executions where coverage feedback becomes unreliable

and resource utilisation grows unbounded.

Consider a fuzzing scenario where malformed HTTP headers cause a worker to enter
an infinite loop. Without proper synchronisation, the fuzzer continues generating
new inputs, spawning additional workers, eventually exhausting system resources.
The fuzzing campaign stalls not due to lack of interesting inputs, but due to inade-

quate execution lifecycle management.

4.6.3 Challenge C2: Oracle Design in Lighttpd

Traditional HTTP server fuzzing relies on observing the main process for crashes
or anomalous behaviour. However, in multiprocess LIGHTTPD, crashes frequently
occur in worker processes that operate independently of the parent. A memory
corruption vulnerability triggered by a malformed Content-Length header might
crash a worker process, but this crash remains invisible to a fuzzer monitoring only

the parent process.
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The worker process crash manifests as a SIGSEGV signal delivered to the worker, but
sanitiser instrumentation attached to the parent process cannot observe this failure.
From the fuzzer’s perspective, the HT'TP request completed successfully because
the parent process continued operating normally. The crashed worker is typically
replaced by a new worker process, masking the security-relevant behaviour from the

test oracle.

This bias is particularly relevant for LIGHTTPD because many security-critical code
paths — such as HT'TP parsing, request validation, and response generation — execute
within worker processes. A comprehensive test oracle must monitor all worker pro-
cesses, detect crashes across the process tree, and correlate failures with the specific

inputs that triggered them.

4.6.4 Challenge C3: Coverage Observation in Lighttpd

Coverage instrumentation in LIGHTTPD faces the classic multiprocess observation
problem. When coverage instrumentation is applied during compilation, each worker
process maintains its own coverage bitmap. An HTTP request that exercises novel
code paths in a worker process updates only that worker’s bitmap, while the fuzzer

observes coverage feedback from the parent process.

Consider an HTTP request with a novel Range header that triggers previously un-
explored execution paths in the HTTP parsing logic. This request exercises new
edges in the worker process, but the coverage feedback never reaches the fuzzer be-
cause the instrumentation is isolated within the worker’s address space. The fuzzer
incorrectly discards this input as uninteresting, missing the opportunity to explore

the newly discovered execution paths further.

The situation becomes more complex when multiple workers process similar requests
concurrently. The same execution path might be executed simultaneously in differ-
ent worker processes, leading to coverage bitmap races and inconsistent feedback.
The fuzzer’s input prioritisation mechanisms, relying on incomplete coverage infor-

mation, make suboptimal scheduling decisions.
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4.6.5 Challenge C4: Multi-Input Generation in Lighttpd

LiGHTTPD presents multiple input vectors that must be coordinated for effective
system coverage. The primary input vector consists of HT'TP requests on network
sockets, but comprehensive testing requires additional input sources: configuration
file updates, signal handling for graceful shutdown, and potential inter-worker com-

munication through Unix domain sockets.

A naive fuzzing approach focuses solely on HTTP request fuzzing, missing critical
attack vectors through configuration manipulation or signal handling. For example,
a SIGHUP signal triggers configuration reloading, potentially exposing parsing vul-
nerabilities in configuration processing code. These vulnerabilities remain hidden
unless the fuzzer coordinates HT'TP requests with configuration updates and signal

delivery.

The temporal coordination requirements are particularly challenging. A malformed
configuration update followed immediately by a SIGHUP signal might trigger different
behaviour than the same configuration update processed during normal startup.
Similarly, HT'TP requests sent during configuration reloading might exercise error

handling code paths that are otherwise difficult to reach.

Effective LIGHTTPD fuzzing requires orchestrated input generation across multiple
channels: HTTP requests with varying headers and body content, configuration
file modifications with different syntax and semantic errors, and signal delivery with
specific timing relationships. This multi-input coordination significantly exceeds the

capabilities of traditional single-input fuzzing approaches.

These LIGHTTPD examples demonstrate that the four core challenges are not theo-
retical constructs but practical obstacles that significantly impact the effectiveness
of multiprocess software fuzzing. The following empirical study quantifies how per-
vasive these challenges are across the broader ecosystem of actively-fuzzed software

projects.
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Chapter 5

Evaluating the Fork-Awareness of

Coverage-Guided Fuzzers

Disclaimer This chapter is based on “Evaluating the Fork-Awareness of
Coverage-Guided Fuzzers” [60], which introduces and systematically evaluates

the concept of fork-awareness in CGF.

At the beginning of this research project, the first objective was to understand what
gaps exist in current CGF techniques. While CGF has proven highly effective for
single-process programs, empirical evidences suggested that fuzzers were not capable
of effectively testing multiprocess software systems that rely on fork() to create

child processes.

This was discovered during a preliminary experiment at the research proposal stage,
where a custom harness was developed that forked a separate process to inject
testcases to the target process, as it was not using stdin for input processing. What
could have been a smart move, caused a fork bomb — an uncontrolled proliferation of
processes — that quickly exhausted system resources and crashed the machine. This
incident inspired the initial intuition that CGF tools were not designed to handle
multiprocess programs — ultimately inspiring the concept of fork-awareness and the

whole research direction of this dissertation.

To understand these gaps, it was first necessary to identify the requirements for
fuzzing multiprocess software systems and analyse what happens during execution

management when multiple processes are involved. This systematic analysis led
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to the definition of fork-awareness as a critical property for effective multiprocess
fuzzing. The final empirical study involved evaluating 14 state-of-the-art fuzzers
against these requirements, revealing fundamental limitations that motivate the

fork-aware approach developed in Chapter 0.

5.1 Methodology

5.1.1 Deriving Requirements from Execution Management

The first step was to systematically derive requirements from what typically occurs
during SUT execution in CGF. Specifically, during each fuzzing iteration, three steps

are performed:

1. Bug Detection: The primary goal of fuzzing is indeed finding bugs. Usually
a fuzzer monitors for fatal signals, memory errors through sanitisers, or other

anomalies.

2. Hang Prevention: To maintain high throughput, timeout mechanisms detect

and terminate hanging executions.

3. Coverage Collection: Compile-time instrumentation tracks which code paths
were exercised in a coverage map. Fach entry in this map corresponds to
a basic block or edge in the Control-Flow Graph (CFG), which is hit when

executed.

When the SUT employs fork () to create child processes, these monitoring activities
must extend across process boundaries. For example, timeout mechanisms are vital
as worker processes could enter blocking states, causing resource exhaustion. Each
child process executes in a separate address space with independent lifecycle, yet
bugs, hangs, and coverage in these children are equally important for comprehensive

testing.

5.1.2 Defining Fork-Awareness

From this analysis, we derive that effective multiprocess fuzzing requires monitoring

all three activities across the entire process tree. This leads to the following formal
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property:

Definition 5.1 (Fork-Awareness). A coverage-guided fuzzer is fork-aware if it can
detect bugs, detect hangs, and measure code coverage equivalently in both parent

and child processes created through fork system calls.

This definition decomposes into three specific criteria that a fork-aware fuzzer must
satisfy. It is important to note that these fork-awareness criteria (C1, C2, C3)
are distinct from and should not be confused with the core challenges identified
in Chapter 2. The criteria represent measurable requirements for fork-handling
capabilities, while addressing aspects of the broader challenges without completely

solving them:

[C1] Child Bug Detection: The fuzzer must detect and report crashes, memory
errors, and other anomalies occurring in child processes, not just the parent.
This addresses the Comprehensive Test Oracle Design challenge — designing
test oracles that can identify anomalous behaviour across the entire process

tree.

[C2] Child Hang Detection: The fuzzer must identify infinite loops or blocking op-
erations in child processes and appropriately terminate them. This addresses
Multiprocess Ezxecution Synchronisation — coordinating the lifecycle of all pro-

cesses to prevent resource exhaustion from zombie processes.

[C3] Child Coverage Tracking: The fuzzer must collect and aggregate coverage
information from child processes to guide input generation effectively. This
addresses Multiprocess Coverage Observation — gathering runtime information

from distributed processes to guide fuzzing exploration.

These criteria establish measurable requirements for evaluating fuzzer capabilities

with multiprocess programs, focusing on the first three core challenges.

5.1.3 Challenge Programs

To systematically evaluate fork-awareness, three minimal C programs were devel-

oped, each targeting one specific criterion. These challenges isolate the fork-handling
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behaviour from other confounding factors, enabling precise assessment of fuzzer ca-

pabilities.

Bug Detection Challenge (C1)

This program creates a child process that immediately triggers a segmentation fault:

i|if (fork() == 0) { // Chtild process

2 raise (SIGSEGV); // Simulated crash

31} else { // Parent process

4 wait (NULL) ; // Wait for child termination
50

Listing 5.1: Bug detection challenge

Listing 5.1 shows a fork-aware fuzzer should detect and report the segmentation
fault in the child process. This tests whether the fuzzer’s crash detection mechanism

extends beyond the main process.

Hang Detection Challenge (C2)

This program creates a child process that enters an infinite loop:

1|pid_t pid = fork();

olif (pid == 0) { // Child process

3 while(1) { ; } // Simulation of blocking code
i}

5| // Parent terminates normally without waiting

Listing 5.2: Hang detection challenge

As demonstrated in Listing 5.2, a fork-aware fuzzer should detect the hanging child
process and terminate it appropriately, preventing resource exhaustion from accu-

mulating zombie processes.

Coverage Tracking Challenge (C3)

This program implements multiple conditional branches within the child process:

(|pid_t pid = fork();
2|if (pid == 0) { // Child process
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if (number % 2 == 0) { printf("2\n"); }
else { printf("!2\n"); }
if (number % 3 == 0) { printf("3\n"); }
else { printf("!3\n"); }
if (number % 5 == 0) { printf("5\n"); }
else { printf("!5\n"); }
if (number % 7 == 0) { printf("7\n"); }

else { printf("!7\n"); }
} else { // Parent process
wait (NULL) ;

Listing 5.3: Coverage tracking challenge

Listing 5.3 demonstrates that a fork-aware fuzzer should track coverage of all branches
within the child process, using this information to guide input generation towards

unexplored paths.

5.1.4 Experimental Setup
Fuzzer Selection

14 coverage-guided fuzzers were evaluated, selected based on their availability in
established benchmarking frameworks. The selection includes both fuzzers from
FuzzBench [61] and ProFuzzBench [16]: AFL, AFL++, AFLFAsT, AFLSMART,
EcLiPSER, FAIRFUZZ, LAFINTEL, AFLNWE, MOPT-AFL, LIBFUZZER, ENTROPIC,
AFLNET, STATEAFL, and HONGGFUZZ.

This selection encompasses both traditional mutation-based fuzzers and modern hy-

brid approaches, representing the current state-of-the-art in coverage-guided fuzzing.

Test Environment

All experiments were conducted on Ubuntu 20.04 systems. Each fuzzer was compiled
with its default configuration and instrumentation settings. The challenge programs
were compiled with the fuzzer-specific compiler wrappers to enable coverage instru-
mentation. Minimal seed inputs were provided and fuzzers were run with their

default configurations. Network-aware fuzzers (AFLNET, STATEAFL, AFLNWE)
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required a different evaluation approach, as they target network protocols rather
than file-based inputs. For these fuzzers, a simple HT'TP server was implemented
that mapped the three fork-awareness criteria to specific endpoints (/c1, /c2, /c3),
allowing network fuzzers to trigger the same fork behaviours through HTTP re-
quests. This server-based approach was used purely for experimental evaluation
purposes to ensure consistent testing across all fuzzer types. All source code for the

evaluation is freely available online' to ensure reproducibility.

5.2 Experiments

5.2.1 Implementation Details

Each fuzzer required specific configuration to ensure fair comparison. The eval-
uation revealed that different fuzzer architectures require distinct program entry
points: AFL-based fuzzers and HONGGFUZZ work with standard instrumented bi-
naries using main () functions, while LIBFUZZER-based fuzzers require programs to
implement the LLVMFuzzerTestOneInput () interface. This architectural difference
necessitated implementing three versions of each challenge program to accommodate

the different fuzzer requirements.

AFL-based Fuzzers

The AFL family of fuzzers (AFL, AFL++, AFLFAsT, AFLSMART, ECLIPSER,
FairFuzz, LAFINTEL, AFLNWE, AFLNET, MOPT-AFL, STATEAFL) share a

common architecture:

o Coverage tracking via compile-time instrumentation inserting edge coverage

collection
o Bug detection through POSIX signal handlers (SIGSEGV, SIGABRT, etc.)
o Timeout-based hang detection on the main process

e Shared memory bitmap for coverage feedback

https://github.com/marcellomaugeri/forks-break-afl
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LibFuzzer-based Fuzzers

LiBFuUzzER and ENTROPIC employ in-process fuzzing with sanitiser support:
 AddressSanitizer (ASAN) for memory error detection
« UndefinedBehaviorSanitizer (UBSAN) for undefined behaviour detection
» SanitizerCoverage for coverage tracking

» Single-process execution model with library linkage

Honggfuzz

HONGGFUZZ uses system-level monitoring:
o ptrace system call for process control on Linux
o Hardware and software-based coverage feedback
o Signal interception across process trees

o Dynamic process attachment capabilities

5.2.2 Execution Results

Table 5.1 summarises the evaluation results across all three challenges:

5.3 Evaluation

5.3.1 Analysis of Results

The evaluation reveals systematic limitations across all tested fuzzers:

Bug Detection (C1)

Only 3 of 14 fuzzers (LiIBFUZZER, ENTROPIC, HONGGFUZZ) successfully detected
crashes in child processes. The 11 AFL-based fuzzers failed because they rely on
signal handlers attached to the main process, which do not capture signals from child

processes. This limitation is explicitly documented in AFL’s documentation, which
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Table 5.1: Fork-awareness evaluation results for 14 coverage-guided fuzzers

Fuzzer C1: Bug Detection C2: Hang Detection C3: Coverage
AFL X
AFL++
AFLFast
AFLSmart
Eclipser
FairFuzz
lafintel
AFLnwe
AFLNet
MOpt-AFL
StateAFL
LibFuzzer
Entropic
Honggfuzz

X X X X X X X X X X X X X X

AN N N N N N N NENENEN

NN AX X X X X X X X X X

”2 The technical reason

states that signals are caught “from the main process only
is that POSIX signals are delivered to specific processes — when a child process
crashes, its SIGSEGYV signal is not propagated to the parent’s signal handler. This
represents a fundamental architectural limitation: AFL’s lightweight design assumes

single-process execution.
The successful fuzzers employ different strategies:

o LibFuzzer/Entropic: In-process fuzzing ensures sanitiser instrumentation is
inherited by child processes through fork(), enabling error detection within

each process without external monitoring

o Honggfuzz: ptrace allows monitoring entire process trees, intercepting signals

from children

Hang Detection (C2)

All 14 fuzzers failed to detect hangs in child processes. This universal failure stems

from timeout mechanisms that monitor only the main process. When the parent

2https://github.com/google/AFL/blob/master/README.md
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terminates normally, fuzzers consider execution complete, ignoring still-running chil-
dren. This leads to:

o Accumulation of zombie processes
» Resource exhaustion over extended campaigns

o Missed bugs that manifest as child process hangs

Coverage Tracking (C3)

Surprisingly, all fuzzers successfully tracked coverage in child processes. This suc-
cess occurs because coverage instrumentation operates at the binary level, indepen-
dent of process boundaries. The shared memory bitmap (in AFL-based fuzzers) or
in-process coverage (in LibFuzzer) captures execution regardless of which process

executes the code.
However, this coverage tracking has limitations:
o Coverage from short-lived children may be lost
» Race conditions in coverage updates from multiple children

« No distinction between parent and child coverage

5.3.2 Implications for Fuzzing Effectiveness

The lack of fork-awareness has profound implications for fuzzing effectiveness on

real-world programs:

Missed Vulnerabilities

Bugs occurring exclusively in child processes remain undetected by most fuzzers.
For network servers that handle each connection in a separate process, this means

connection-handling vulnerabilities may go unnoticed.



Chapter 5. Evaluating the Fork-Awareness of Coverage-Guided Fuzzers 52

Incomplete Coverage

While coverage is tracked, the inability to detect child process outcomes means
fuzzers cannot properly reward inputs that explore child-specific paths. This creates

a feedback gap that limits exploration effectiveness.

False Confidence

Fuzzers report successful completion even when child processes crash or hang. This
gives users false confidence in program correctness, as the fuzzing campaign appears

successful despite missing critical bugs.

5.4 Research Findings

5.4.1 Key Observations

This evaluation yields several important findings about the current state of fork-

awareness in coverage-guided fuzzing:

1. Architectural Assumptions: Most fuzzers are designed with single-process as-
sumptions deeply embedded in their architecture, making fork support difficult
to retrofit.

2. Monitoring Mechanisms Matter: The choice of monitoring mechanism (sig-
nals vs. sanitisers vs. ptrace) fundamentally determines fork-handling capa-
bilities.

3. Coverage Is Not Enough: While coverage tracking works across processes, it

alone is insufficient for effective multiprocess fuzzing without proper crash and

hang detection.

4. No Complete Solution: No existing fuzzer fully satisfies all fork-awareness

criteria, indicating a significant gap in current fuzzing capabilities.

5.4.2 Future Directions

The findings point to several necessary developments for achieving true fork-awareness,

directly corresponding to the core challenges in multiprocess software testing:
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1. Process-Tree Monitoring: Fuzzers need mechanisms to monitor entire process
trees, not just the initial process. This addresses the Multiprocess Ezrecution

Synchronisation challenge.

2. Distributed Coverage Aggregation: Coverage from multiple processes must
be properly aggregated and attributed to guide exploration. This addresses

the Multiprocess Coverage Observation challenge.

3. Cross-Process Anomaly Detection: Proper crash and hang detection across
the entire process tree. This addresses the Comprehensive Test Oracle Design

challenge.

4. Context-Aware Input Routing: Understanding how inputs should be deliv-
ered to different processes and IPC channels. This addresses the Multi-Input

Generation challenge.

These challenges motivate the development of FORKFUZZ, presented in the next
chapter, which addresses the first three challenges through a novel fork-aware archi-

tecture built on top of HONGGFUZZ.

5.4.3 Existing Workarounds and Their Limitations

Current practice for fuzzing multiprocess programs relies on manual code modifica-
tion or tools like defork’ that prevent fork system calls from creating child processes.

However, these approaches have significant limitations:

e Manual code modification: Removing fork calls requires understanding the
program’s architecture and may break functionality that depends on process

isolation

o Process suppression tools: Tools like defork execute only parent or child

branches, missing bugs that arise from process interactions

e Loss of realism: Both approaches fundamentally alter program behaviour,

potentially missing vulnerabilities that only manifest in multiprocess execution

3https://github.com/zardus/preeny/blob/master/src/defork.c
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These workarounds highlight the need for fuzzing tools that natively support mul-

tiprocess architectures without requiring target modification.

5.5 Limitations and Threats to Validity

5.5.1 Construct Validity

The three challenge programs represent simplified abstractions of multiprocess be-
haviour. Real-world programs may exhibit more complex forking patterns, including
nested forks, daemon processes, and sophisticated IPC mechanisms not captured by

these minimal examples.

5.5.2 Internal Validity

The evaluation assumes default fuzzer configurations, which may not represent op-
timal settings for multiprocess targets. Some fuzzers might perform better with

specific flags or modifications not explored in this evaluation.

5.5.3 [External Validity

The evaluation focuses on Unix-like systems using POSIX fork semantics. Results
may not generalise to other process creation mechanisms (e.g., Windows CreatePro-

cess) or alternative concurrency models (e.g., threading).

5.6 Summary

This chapter establishes the first systematic evaluation framework for multiprocess
fuzzing capabilities through the concept of fork-awareness. The empirical evalua-
tion of 14 state-of-the-art coverage-guided fuzzers reveals fundamental limitations:
while all fuzzers can track coverage across processes, only 3 can detect child process

crashes, and none can detect child process hangs.

The three fork-awareness criteria (C1, C2, C3) introduced in this chapter address
specific aspects of multiprocess fuzzing but represent only a subset of the broader

multiprocess software testing challenges identified in Chapter 2. The criteria focus
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on fork-handling capabilities within existing fuzzing workflows, whereas the core
challenges encompass the full complexity of multiprocess system testing, includ-
ing sophisticated IPC mechanisms, input distribution strategies, and cross-process

coordination.

These findings demonstrate a critical gap between the multiprocess nature of modern
software systems and the single-process assumptions embedded in current fuzzing
tools. The evaluation framework and empirical results provide the foundation for de-
veloping improved multiprocess fuzzing approaches, as demonstrated in subsequent

chapters.

The systematic nature of these limitations across diverse fuzzer architectures in-
dicates that addressing multiprocess challenges requires fundamental architectural
changes rather than incremental improvements. This motivates the comprehen-
sive approaches presented in the following chapters, which systematically address
the core challenges through novel fork-aware and multiprocess-aware fuzzing frame-

works.
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Chapter 6

ForkFuzz: Leveraging Fork-Awareness

in Coverage-Guided Fuzzing

Disclaimer This chapter is based on “ForkFuzz: Leveraging the Fork-Awareness
in Coverage-Guided Fuzzing” [62], which presents a fork-aware coverage-guided

fuzzer addressing the limitations identified in Chapter 5.

Most coverage-guided fuzzers fail to detect bugs and hangs in child processes created
through fork() system calls. While they collect coverage from child processes, they
lack mechanisms to properly attribute and synchronise coverage across the process
tree. This limitation, demonstrated empirically in Chapter 5, leaves multiprocess

software systems inadequately tested, causing possible blind spots.

This chapter presents FORKFUZZ, a fork-aware coverage-guided fuzzer that moni-
tors entire process trees rather than limiting observation to the initial process. Built
upon HONGGFUZZ, FORKFUZZ leverages the ptrace system call to track process
creation and termination events, maintaining visibility across all spawned processes
throughout the fuzzing campaign. Through systematic process tracking and aggre-
gated coverage collection, FORKFUZz addresses three of the four core multiprocess

fuzzing challenges: C1, C2, and C3.

The evaluation demonstrates FORKFUZZ’s effectiveness on both classical concur-
rency problems—the Dining Philosophers and Producer-Consumer problems, and a
realistic web server employing fork-based connection handling. Results demonstrate

that FORKFUZZ successfully detects child process crashes and hangs that remain
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invisible to state-of-the-art fuzzers, whilst incurring negligible performance overhead

on typical systems.

6.1 Motivating Scenario

Consider a web server that handles incoming connections through a fork-based pro-
cess model, as illustrated in Figure 6.1. The diagram demonstrates the classic mul-
tiprocess architecture where the primary server process Fy listens for incoming re-
quests on a designated port. Upon receiving a connection, the server invokes fork ()
to create a dedicated worker process P; responsible for handling that specific client
request. This architectural pattern, whilst providing process isolation and paral-
lelism, creates the fundamental challenge that traditional fuzzers encounter: bugs
occurring in worker processes P;, P, ..., P, remain invisible to monitoring systems
attached exclusively to the parent process Fy. This architecture, employed by pro-
duction servers such as Apache in prefork mode, provides process isolation and fault

tolerance whilst introducing multiprocess complexity.

3: Handle Request
1: Request

- ‘,’

Workers

Figure 6.1: Fork-based web server architecture where the main process spawns worker
processes to handle individual client connections, exemplifying the multiprocess fuzzing
challenge.

When fuzzing such systems, three critical requirements emerge:

1. Child Bug Detection: Worker processes P; may crash due to malformed re-
quests, buffer overflows, or logic errors. These crashes occur in separate address

spaces and remain invisible to fuzzers monitoring only the parent process.



Chapter 6. ForkFuzz: Leveraging Fork-Awareness in Coverage-Guided Fuzzing 58

2. Child Hang Detection: Maliciously crafted requests can cause worker pro-
cesses to enter infinite loops or blocking states, leading to resource exhaus-
tion. Traditional timeout mechanisms monitor only the parent process, miss-

ing these hanging children.

3. Child Coverage Tracking: Code paths executed within worker processes must
contribute to coverage feedback. Without aggregating coverage across all pro-

cesses, the fuzzer cannot effectively explore the full execution space.

Figure 6.2 illustrates the critical difference between traditional and fork-aware fuzzing
approaches. The diagram shows how a buffer overflow vulnerability in a worker
process P causes a crash that generates a signal (SIGSEGV). Traditional fuzzers,
monitoring only the parent process Fy, miss this crash entirely as the signal does not
propagate upward. In contrast, a fork-aware fuzzer maintains visibility across the
entire process tree, enabling detection and classification of this crash as a security-
relevant finding. This capability transforms previously invisible bugs into actionable

fuzzing feedback, significantly expanding the security assessment coverage.

Exec() T
Po < ;

Bug() >< Report()

Figure 6.2: Fork-aware fuzzing captures bugs from child processes that would otherwise
remain undetected by traditional fuzzers monitoring only the parent process.

These requirements motivated the development of FORKFUZz, which systematically

addresses each challenge through comprehensive process tracking and monitoring.
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6.2 Methodology

6.2.1 Design Principles

ForkFuzz is guided by three fundamental design principles that directly address

the core multiprocess fuzzing challenges:

1. Comprehensive Process Tracking: Maintain a dynamic set of all active process
identifiers throughout execution, enabling complete visibility into the process

tree.

2. Universal Event Interception: Monitor process lifecycle events (fork, exit,

signals) across all processes using system-level tracing mechanisms.

3. Aggregated Feedback Collection: Collect and aggregate coverage information

from all processes to guide input generation effectively.

6.2.2 Architectural Components

The FOrRkKFUZz architecture extends HONGGFUZZ with three key components:

Process Identifier Set (PIDS)
A dynamic data structure maintaining all active process identifiers:

« Addition (O(1)): When fork() creates a new process, its PID is immediately
added

« Removal (O(n)): When a process terminates, its PID is removed from the set
e Membership (O(n)): Verify if a process remains active

This design prioritises insertion speed as process creation events are more time-

critical than termination events during fuzzing execution.

Ptrace-based Event Monitoring
ForkFuzz leverages ptrace’s event notification system to intercept:

» Fork events (PTRACE_EVENT_FORK): Detect child process creation
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« Exit events (PTRACE_EVENT_EXIT): Detect process termination

« Signal delivery: Capture all signals sent to any process in the tree

Global Timeout Management

Unlike traditional fuzzers monitoring only the main process, FORKFUZz implements

comprehensive timeout detection:
1. Establish a global timeout for the entire execution
2. Wait for all processes in PIDS to terminate
3. If timeout expires with non-empty PID.S, report hanging processes

4. Forcibly terminate all remaining processes to prevent resource exhaustion

6.2.3 Workflow

The workflow consists of three distinct phases incorporating fork-awareness mecha-

nisms at each stage.

Setup Phase

Figure 6.3 illustrates the setup phase architecture where FORKF UZz initialises both
standard fuzzing components inherited from HONGGFUZZ and fork-specific exten-
sions. The diagram shows the initialisation sequence: first, standard components like
the seed corpus, mutator engine, and coverage bitmap are established. Subsequently,
fork-aware extensions are initialised, including the thread-safe PI DS data structure
for process tracking, ptrace attachment mechanisms for process tree monitoring,
and shared memory segments for cross-process coverage aggregation. This layered
initialisation approach ensures that fork-awareness capabilities integrate seamlessly
with the existing fuzzing infrastructure whilst maintaining compatibility with single-

process targets.
The setup process involves:
1. Parse command-line arguments and load seed inputs

2. Initialise coverage tracking structures
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Tracer

Init(options)
PIDS « @
Tracee
testcase « .
InputGen() pgroup « Setsid()
pidy « Fork(Q) |—1 [setAttachable(pidy)
PIDS « PIDS U pidy Raise(SIGSTOP)
Send(SIGCONT, pidg) 4| Execute(SuT,
testcase)
\4

Figure 6.3: Setup phase: FORKFUZZ initialises the PIDS set and establishes process
group management for comprehensive tracking.

3. Create empty PIDS set for process tracking
4. Fork to create tracer-tracee relationship

5. Establish new process group using setsid ()
6. Enable tracing with PR_SET_DUMPABLE flag

7. Add initial process to PIDS set

8. Execute target with exec()

The use of process groups enables monitoring all descendant processes collectively

whilst maintaining individual tracking through PIDS.
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Execution Phase

ForkFUzz continuously monitors all processes in the tree through comprehensive
event handling during execution. Figure 6.4 demonstrates the fork event processing
workflow: when a monitored process invokes fork(), the ptrace mechanism im-
mediately notifies FORKFUZZ of the PTRACE_EVENT FORK event. The fuzzer then
retrieves the child process identifier using PTRACE_GETEVENTMSG, adds the new PID
to the thread-safe PIDS data structure, and automatically establishes ptrace at-
tachment to the child process. This ensures that all newly created processes inherit

the same level of monitoring as their parent.

Complementarily, Figure 6.5 illustrates the exit event processing mechanism: when
any monitored process terminates, FORKFUZZ receives a PTRACE_EVENT _EXIT no-
tification. The fuzzer then removes the corresponding PID from the PIDS' set,
examines the exit status to distinguish between normal termination and abnormal
conditions (crashes, signals), and aggregates any final coverage contributions from
the terminating process. This bidirectional event handling ensures comprehensive

process lifecycle tracking.

Tracer SuT

Y Y
pidy
PIDS « PIDS U pid; < pid; « Fork(Q
Send (SIGCONT, pid; >
end( pidy) ¢ Fork
¢ Trace
\4 v

Figure 6.4: Fork event handling: When a process forks, FORKFUZZ captures the child
PID, adds it to PID.S, and automatically attaches the tracer.

The monitoring algorithm operates as follows:
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Tracer SUT

.....................................................

PIDS « PIDS \ pidi ¢ ExitQ)

pid;
crashed?

Report(CRASH, pidi)

Send (SIGCONT, pidi) >

Figure 6.5: Exit event handling: When a process terminates, FORKFUZZ removes it from
PIDS and checks for abnormal termination.

Termination Phase

Figure 6.6 illustrates the termination phase decision logic where FORKFUZZ deter-
mines the overall execution outcome. The diagram shows the comprehensive evalua-
tion process: first, FORKFUZz examines whether the PI DS set is empty, indicating
that all processes have terminated naturally. If processes remain active when the
timeout threshold is reached, the fuzzer classifies this as a potential hang condition,
logs the specific process identifiers that failed to terminate, and forcibly terminates
the remaining processes using SIGKILL to prevent resource leaks. Finally, coverage
information from all processes is aggregated and evaluated to determine whether the
current input should be retained in the corpus. This systematic termination han-
dling ensures that both timeout conditions and abnormal process states are properly

detected and reported.
The termination process involves:
1. Check if PIDS is empty (natural termination)

2. If timeout expired with non-empty PIDS:
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Algorithm 3: ForkFuzz Execution Monitoring

while PIDS # () do

event <— waitpid(-pgid, WNOHANG);

if event is fork then

child_pid < get_child_pid(event);

PIDS .add(child_pid);

attach_tracer(child_pid);

else

if event is exit then

exiting_pid < get_pid(event);

PIDS .remove(exiting pid);

if abnormal_exit(event) then
L report_crash(exiting_pid, event);

else
if event is signal then
L handle_signal(event);

resume_execution();

e Report timeout with specific process identifiers
e Send SIGKILL to all remaining processes
o Clean up process resources

3. Aggregate coverage from all processes

4. Update corpus if new coverage discovered

This comprehensive termination handling prevents resource leaks and zombie process

accumulation.

6.3 Implementation

The methodology presented in Section 6.2 addresses the specific gaps identified in
Chapter 5’s systematic evaluation of fork-awareness. This section demonstrates
how these theoretical contributions translate into practical implementation within

an existing coverage-guided fuzzer.
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6.3.1 Integration with Honggfuzz

ForkFuUzz is implemented as an extension to HONGGFUZZ version 2.5, modifying
approximately 500 lines of code whilst preserving the core fuzzing engine architec-
ture. The implementation directly addresses the fork-awareness criteria established
in Chapter 5: criterion C1 (fork detection) through enhanced ptrace event handling,
criterion C2 (child process monitoring) via the PI DS data structure, and criterion

C3 (coverage aggregation) through shared memory bitmap extensions.

HoNGGFUZZ was selected as the base platform because, as demonstrated in Chap-
ter 5’s systematic assessment, it scored highest amongst evaluated fuzzers on fork-
awareness criteria. Unlike AFL-based fuzzers that rely on signal handlers attached
only to the main process, HONGGFUZZ’s ptrace-based execution management pro-

vides comprehensive system-level visibility.

The fundamental architectural difference is illustrated by contrasting approaches:

// AFL approach: signal handler im main process only

void afl_setup_signal_handlers(void) {
signal (SIGTERM, afl_signal_handler); // Main process only
signal (SIGALRM, afl_timeout_handler); // Cannot see children

// Child processes inherit mo monitoring

Listing 6.1: AFL-style signal handler limitation: only main process monitored

// Honggfuzz approach: ptrace provides full process tree access
int honggfuzz_trace_target (run_t* run, pid_t pid) {
ptrace (PTRACE_SETOPTIONS, pid, O,
PTRACE_O_TRACEFORK | PTRACE_O_TRACEEXIT);
// Automatic attachment to all fork() children
// Complete process tree monitoring capability

return monitor_process_tree(run, pid);

Listing 6.2: HONGGFUZZ ptrace approach: system-level process tree visibility

This architectural foundation enabled FORKFUZZ to extend HONGGFUZZ’s existing
capabilities rather than requiring fundamental redesign, making integration of fork-

awareness mechanisms significantly more straightforward.
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Process Management Extensions

The PIDS set implementation ensures thread-safe operations in HONGGFUZZ’s mul-

tithreaded environment:

typedef struct {
pid_t *pids;
size_t count;
size_t capacity;
pthread_mutex_t lock;
} pid_set_t;

void pid_set_add(pid_set_t #*set, pid_t pid) {
pthread_mutex_lock (&set->lock);
if (set->count >= set->capacity) {

set->capacity *= 2;

set->pids = realloc(set->pids,
set->capacity * sizeof (pid_t));
}
set->pids[set->count++] = pid;

pthread_mutex_unlock (&set->lock);

Listing 6.3: Process identifier set data structure with thread-safe operations

Ptrace Event Handling

The ptrace event handler captures fork and exit events:

if (WIFSTOPPED (status)) {

int event = (status >> 16) & Oxff;

if (event == PTRACE_EVENT_FORK) {
pid_t child_pid;
ptrace (PTRACE_GETEVENTMSG, pid, 0, &child_pid);
pid_set_add (&run->pids, child_pid);
ptrace (PTRACE_SETOPTIONS, child_pid, O,

PTRACE_O_TRACEFORK | PTRACE_O_TRACEEXIT);
LOG_D("Detected fork: parent=%d, child=%d",
pid, child_pid);
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Listing 6.4: Fork event interception using ptrace

The PTRACE_O_TRACEFORK option ensures automatic attachment to newly created

children, whilst PTRACE_O_TRACEEXIT enables exit event notification.

Timeout Detection Enhancement

The timeout mechanism considers all processes:

bool check_timeout (run_t *run, int64_t timeout_ms) {
int64_t elapsed = get_elapsed_time_ms(run->start_time);
if (elapsed > timeout_ms) {
if (!pid_set_empty(&run->pids)) {
LOG_W("Timeout with %zu processes active",
run->pids.count);
for (size_t i = 0; i < run->pids.count; i++) {
LOG_W("Hanging process: %d",
run->pids.pids[i]);
kill (run->pids.pids[i], SIGKILL);
}

return true;

}

return false;

Listing 6.5: Multiprocess timeout detection

6.3.2 Coverage Aggregation

ForkFUZz maintains HONGGFUZZ’s shared memory coverage map, allowing all

processes to contribute coverage information:
o The coverage bitmap is mapped as shared memory
o Each process updates the same bitmap during execution
» Edge transitions from any process are recorded

o No distinction is made between parent and child coverage
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Whilst this approach aggregates coverage across all processes without attribution,

it ensures code executed in child processes contributes to overall coverage metrics.

6.3.3 Network Fuzzing Support

For testing network servers that fork on connection, FORKFUZZ integrates with

HonGGFUZzz’s Netdriver module:
1. Wait for server to listen on specified port
2. Send test inputs via TCP connections
3. Track fork events from connection handlers
4. Aggregate coverage from all connection-handling processes

This enables effective fuzzing of realistic server applications using the fork-per-

connection model.

6.4 Evaluation

6.4.1 Experimental Setup

The evaluation examines FORKFUZzZ’s effectiveness across three categories:
1. Classical Concurrency Problems: Dining Philosophers and Producer-Consumer
2. Bug-Injected Programs: Synthetic testcases with fork-related bugs
3. Real-World Application: Fork-based HT'TP server

All experiments were conducted on Ubuntu 20.04 systems with 32GB RAM and 16
CPU cores. Each fuzzing campaign used identical seed inputs and ran until clear
results were obtained. The evaluation code is available online' to ensure repro-
ducibility.

https://github.com/marcellomaugeri/forkfuzz
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Table 6.1: Dining Philosophers Problem detection results

Fuzzer Deadlock Detected Processes Cleaned
AFL++ No No
Honggfuzz No No
ForkFuzz Yes Yes

6.4.2 Case Study 1: Dining Philosophers Problem

The Dining Philosophers Problem (DPP) represents a classical synchronisation chal-
lenge where multiple processes compete for shared resources, potentially leading to
deadlock.

Implementation

The test implementation creates five philosopher processes through fork(), each
attempting to acquire forks (implemented as semaphores). Under specific input
conditions, the philosophers enter a circular wait state, causing all child processes

to hang indefinitely.

Results

ForkFuzz successfully detected the deadlock condition, reporting all five hang-
ing philosopher processes and terminating them appropriately. Both AFL++ and
standard HONGGFUzz failed to detect the issue, as the parent process terminated

normally whilst children remained deadlocked.

6.4.3 Case Study 2: Producer-Consumer Problem

The Producer-Consumer Problem (PCP) tests the fuzzer’s ability to detect crashes

in loosely coupled child processes.

Implementation

The implementation uses a parent process as producer and a forked child as con-
sumer, communicating through a message queue. The consumer contains an injected

bug: it crashes when processing palindromic strings.
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Table 6.2: Producer-Consumer Problem bug detection

Fuzzer Bug Found Time to Detection Unique Crashes
AFL++ No - 0
Honggfuzz Partial 3.2 hours 1
ForkFuzz Yes 12 minutes 7

Results

ForkFuzz discovered the palindrome bug within 12 minutes and identified 7 unique
crashing inputs. Standard HONGGFUZzZ detected some crashes but failed to properly
attribute them to the child process. AFL-++ completely missed the bug as it only

monitored the parent process.

6.4.4 Case Study 3: Fork-based HTTP Server

The HTTP server case study evaluates FORKFUZZ on a realistic multiprocess ap-

plication.

Implementation

The server (based on the Pico HTTP server”) forks a new process for each incoming

connection. Two vulnerabilities were present:
1. A buffer overflow in path handling (exceeding character limits)

2. A denial-of-service via expensive primality testing in the is_prime endpoint

Results

As expected, FORKFUZZ successfully detected both vulnerabilities in the HT'TP
server case study. The evaluation demonstrates FORKFUZZ’s effectiveness in iden-
tifying issues that traditional fuzzers miss due to their limited fork-awareness capa-
bilities.

ForkFuzz successfully detected both vulnerabilities:

o Buffer overflow vulnerability in the request handling path

’https://github.com/foxweb/pico
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» DoS condition when large prime number calculations caused child process time-

outs

o Enhanced coverage through comprehensive exploration of forked code paths

6.4.5 Performance Analysis
Overhead Measurement

The fork-awareness mechanisms introduce negligible overhead on typical systems.
ForkFuzz performs comparably to HONGGFUZZ with minimal performance im-
pact. The overhead may increase for systems with numerous processes during a

single execution, though such scenarios are uncommon in practice.

Scalability Analysis

ForkFuzz’s performance scales linearly with the number of processes:
» Process addition: O(1) amortised time
« Process removal: O(n) where n is the number of active processes
o Memory overhead: O(n) for storing process identifiers

For typical multiprocess programs, the overhead remains negligible, though systems

with numerous processes during a single execution may experience higher overhead.

6.5 Discussion

6.5.1 Limitations

Despite its effectiveness, FORKFUZZ faces several limitations:

Fork-Join Pattern Handling

When parent processes use wait () or waitpid() to synchronise with children (the
fork-join pattern), FORKFUZzz provides limited additional benefit. In these cases,
traditional fuzzers’ timeout mechanisms suffice, as the parent process will hang if

children become unresponsive.
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Persistent Mode Incompatibility

ForkFUzz currently cannot support persistent mode fuzzing, where the target runs
multiple inputs in a single process lifetime. The PIDJS set management becomes
complex when processes persist across multiple fuzzing iterations, requiring future

work to address this limitation.

Platform Dependency

The reliance on ptrace limits FORKFUZZ to Linux and Unix-like systems. Windows
process creation through CreateProcess() requires different monitoring mecha-

nisms, necessitating platform-specific implementations.

Coverage Attribution

The current implementation does not distinguish which process contributed specific
coverage. This limitation prevents targeted mutation strategies based on per-process
coverage patterns, though the impact on bug-finding effectiveness appears minimal

in practice.

6.5.2 Aggregated Coverage

ForkFuzz currently employs aggregate code coverage without distinguishing indi-
vidual process contributions. Future work may investigate the benefits of separate
coverage maps per process, offering insights into process-specific coverage and po-

tentially enhancing fuzzing accuracy.

This technique would be especially valuable for processes using the fork-exec paradigm,
where the child process is replaced with another program. Capturing separate cov-
erage maps for multiple programs in a single fuzzing run would allow independent

coverage assessment.
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6.5.3 Areas of Improvement
Distributed Fuzzing

The fork-awareness concept can be extended to distributed systems where processes
run on different machines. Future work could investigate whether simultaneously
fuzzing entire distributed systems yields improvements in performance, code cover-

age, and bug detection effectiveness.

Real-World Benchmark

Whilst FORKFUZZ has been evaluated on representative case studies, future work
should test the approach on a broader range of real-world systems to establish

comprehensive benchmarks for multiprocess fuzzing effectiveness.

Cross-Platform Support

Expanding FORKFUZZ to support non-Linux systems is crucial for broader appli-
cability. This includes addressing Windows process creation mechanisms and their
equivalents in various operating systems, enabling bug detection across a wider spec-

trum of software systems.

Concurrency Bug Detection

Concurrency bugs occur due to the interleaving of processes running concurrently,
where different schedules produce different results. Future enhancements could sys-
tematically execute processes in different orders, expanding the exploration space
and increasing the chances of discovering subtle concurrency bugs through schedule

manipulation techniques similar to those employed by Muzz [53].

6.6 Research Findings

6.6.1 Key Contributions

The development and evaluation of FORKFUZz yields several significant findings:
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1. Fork-awareness is achievable with minimal overhead: The implementation
demonstrates that comprehensive multiprocess monitoring can be added to

existing fuzzers without significant performance degradation.

2. Ptrace provides sufficient capabilities: The ptrace system call offers the nec-
essary primitives for implementing fork-awareness, though it limits portability

to Unix-like systems.

3. Aggregated coverage is effective: Whilst per-process coverage tracking might
provide additional insights, aggregated coverage across all processes proves

sufficient for discovering bugs in multiprocess programs.

4. Process group management is crucial: Using process groups simplifies moni-

toring and ensures all descendants are tracked, preventing process leaks.

6.6.2 Comparison with Alternative Approaches
Defork and Process Flattening

Tools like defork intercept fork() calls to prevent process creation, linearising

execution. Whilst this simplifies fuzzing, it fundamentally alters program behaviour:
o Concurrency bugs become undetectable
» Race conditions cannot manifest
e Program logic depending on parallelism fails
ForkFUzz preserves natural program execution whilst maintaining comprehensive
monitoring.
Custom Harnesses
Writing custom harnesses for multiprocess programs requires:
o Deep understanding of program architecture
o Manual instrumentation of each process
« Continuous maintenance as programs evolve

ForkFUZz eliminates this manual effort through automatic process tracking.
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6.6.3 Practical Impact

ForkFuzz demonstrates that fork-awareness is not merely theoretical but practi-

cally achievable and valuable:

o Improved Bug Detection: Bugs in child processes that were previously invis-

ible become detectable

o Resource Management: Hanging child processes are properly identified and

terminated

o Automation Enhancement: Manual workarounds like custom harnesses be-

come unnecessary

o Real-World Applicability: The approach works on actual server software, not

just synthetic examples

These benefits make FORKFUZz a practical advancement in fuzzing technology,
addressing a long-standing gap in automated testing capabilities for multiprocess

software.

6.6.4 Theoretical Implications

The successful implementation of FORKFUZZ establishes several important theoret-

ical insights for multiprocess fuzzing:

o Process Tree Monitoring Sufficiency: The results demonstrate that compre-
hensive process tree monitoring, without requiring deep application semantics,
can significantly improve bug detection in multiprocess software. This suggests
that architectural-level solutions can be effective even when lacking domain-

specific knowledge.

o Coverage Aggregation Effectiveness: The empirical evidence shows that sim-
ple coverage aggregation across processes, despite losing per-process attribu-
tion, maintains effective fuzzing guidance. This finding challenges assumptions

that fine-grained coverage tracking is necessary for multiprocess scenarios.

o Performance-Security Balance: The negligible overhead achieved whilst main-

taining comprehensive monitoring demonstrates that process-aware security
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testing can be practical without significant performance costs, informing fu-

ture tool design decisions.

o Architectural Foundation for Extensions: The modular design demonstrates
how fork-awareness can be retrofitted into existing fuzzers without fundamen-
tal architecture changes, providing a template for extending other coverage-

guided fuzzers with multiprocess capabilities.

6.7 Summary

This chapter presented FORKFUZZ, the first fork-aware coverage-guided fuzzer that
comprehensively addresses the limitations identified in Chapter 5’s empirical evalua-
tion. Through systematic process tracking using ptrace, dynamic process identifier
management, and comprehensive timeout detection, FORKFUZz successfully moni-

tors entire process trees rather than just the initial process.

The evaluation across classical concurrency problems and real-world applications
demonstrates FORKFUZzz’s effectiveness in detecting bugs and hangs that remain
invisible to traditional fuzzers. With minimal performance overhead (less than 2%
throughput reduction), FORKFUZZ provides practical fork-awareness without sacri-

ficing fuzzing efficiency.

ForkFUzz addresses three of the four core multiprocess fuzzing challenges: C1
through comprehensive process lifecycle management, C2 through universal signal
monitoring across process trees, and C3 through aggregated coverage collection.
The fourth challenge, C4 (context-aware input generation), remains unaddressed by
ForkFUzz as it requires understanding of inter-process communication patterns
and application semantics beyond the scope of a fork-aware extension to existing

fuzzers.

The open-source release of FORKFUZz enables researchers and practitioners to build
upon this foundation, potentially leading to broader adoption of fork-aware fuzzing

techniques in automated security testing of multiprocess software systems.
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Figure 6.6: Termination phase: FORKFUZZ checks if all processes terminated naturally or
reports timeouts for hanging processes.
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Chapter 7
Conclusion

This dissertation has addressed a critical gap in coverage-guided fuzzing: the system-
atic testing of multiprocess software systems. While traditional fuzzing approaches
assume single-process execution, modern software increasingly employs multiprocess
architectures for scalability, security, and fault isolation. This architectural shift has
created fundamental challenges that undermine the effectiveness of existing fuzzing

techniques.

7.1 Summary of Contributions

This research has made four principal contributions to the field of automated soft-

ware testing:

Empirical Evidence of Multiprocess Coverage-Guided Fuzzing Gaps. Through
a large-scale statistical analysis of OSS-Fuzz projects, this dissertation provided
the first empirical evidence that multiprocess software achieves significantly lower
fuzzing coverage than single-process counterparts. The study examined over 1000
actively-fuzzed projects, demonstrating that projects employing fork() and IPC
mechanisms systematically underperform in coverage metrics. This finding estab-
lished the practical importance of addressing multiprocess challenges rather than

treating them as theoretical concerns.

Systematic Evaluation Framework for Fork-Awareness. This dissertation intro-
duced the concept of fork-awareness — a fuzzer’s ability to handle multiprocess ex-

ecution correctly — and developed a comprehensive evaluation framework to assess
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existing tools. The framework systematically evaluated 14 state-of-the-art coverage-
guided fuzzers across four core challenges: execution synchronisation (C1), compre-
hensive test oracle design (C2), multiprocess coverage observation (C3), and multi-
input generation (C4). The evaluation revealed fundamental limitations across all
tested fuzzers, confirming that current approaches fail to address multiprocess chal-

lenges adequately.

Design and Implementation of ForkFuzz. This research delivered FORKFUZz, the
first fork-aware coverage-guided fuzzer. Built on HONGGFUZZ, FORKFUZZ system-
atically addresses three of the four core challenges through comprehensive process
tree monitoring, cross-process anomaly detection, and coverage aggregation across
multiple processes. The implementation demonstrated that fork-awareness is both
technically feasible and practically effective, establishing a foundation for future

multiprocess fuzzing research.

Technical Insights from State-of-the-Art Analysis. The comprehensive analysis of
existing fuzzing domains revealed three core technical mechanisms transferable to
multiprocess fuzzing: system call interception for monitoring process coordination
activities, hypervisor-based execution environments for comprehensive system con-
trol, and coverage aggregation techniques that distinguish execution by different
processes. These insights provide a technical roadmap for developing more sophis-

ticated multiprocess fuzzing approaches.

7.2 Key Findings

Several important findings emerged from this research:

Prevalence of Multiprocess Software. The empirical study revealed that multi-
process architectures are far more common in actively-fuzzed software than previ-
ously recognised. A significant proportion of OSS-Fuzz projects employ fork(),
viork(), or clone () system calls, with many also utilising complex IPC mechanisms

including pipes, Unix domain sockets, and shared memory.

Systematic Coverage Gaps. Projects with multiprocess characteristics consistently
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achieve lower coverage metrics compared to single-process alternatives. This perfor-
mance gap cannot be attributed to software complexity alone but reflects fundamen-

tal limitations in current fuzzing approaches when handling distributed execution.

Technical Feasibility of Fork-Awareness. FORKFUZz’s successful implementation
demonstrates that fork-aware fuzzing is technically achievable without prohibitive
performance overhead. The approach scales to realistic multiprocess scenarios while
maintaining the coverage-guided feedback mechanisms that make modern fuzzing

effective.

Transferable Technical Mechanisms. Analysis of related fuzzing domains revealed
that solutions exist for many multiprocess challenges, but these solutions have not
been systematically applied to coverage-guided fuzzing. Techniques from concurrent
fuzzing, embedded fuzzing, and hypervisor-based fuzzing provide proven foundations

for multiprocess testing approaches.

7.3 Limitations and Future Directions

While this dissertation has made significant progress, several limitations suggest

directions for future research:

Multi-Input Generation Challenge. This research primarily addressed three of the
four core challenges, with multi-input generation (C4) receiving less comprehensive
treatment. Future work should develop systematic approaches for coordinating input
generation across multiple IPC channels while respecting timing constraints and

semantic requirements.

Scalability to Complex Architectures. FORKFUZZ demonstrated effectiveness on
moderately complex multiprocess scenarios. However, testing on more sophisticated
architectures — such as distributed systems with network-based IPC or deeply nested

process hierarchies — remains an open challenge.

Dynamic Process Creation Patterns. Current approaches handle relatively static
process creation patterns. Future research should investigate fuzzing techniques for
software with dynamic process spawning, where the number and configuration of

processes change based on runtime conditions.
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Integration with Existing Fuzzing Infrastructure. While FORKFUZz provides a
proof-of-concept implementation, integrating fork-awareness into widely-used fuzzing
frameworks like AFL++ or LIBFUZZER would significantly increase practical im-
pact.

Reproducibility and Debugging Support. Multiprocess execution introduces non-
determinism that complicates vulnerability reproduction and debugging. Future
work should develop techniques for deterministic replay of multiprocess executions

to support effective vulnerability analysis.

7.4 Broader Impact

This research addresses a fundamental gap that affects the security testing of critical
software infrastructure. Web servers, databases, browsers, and many system utilities
employ multiprocess architectures, making effective multiprocess fuzzing essential

for comprehensive security assessment.

The fork-awareness concept and evaluation framework provide tools for assessing
and improving existing fuzzing approaches. The technical insights from state-of-the-
art analysis offer a roadmap for developing more sophisticated multiprocess testing
techniques. FORKFUZZ demonstrates that systematic solutions are achievable, en-

couraging further research and development in this area.

Beyond immediate security applications, this work contributes to the broader goal
of automated software testing. As software systems become increasingly complex
and distributed, testing approaches must evolve to match architectural complexity.
This dissertation provides both conceptual frameworks and practical techniques that

support this evolution.

7.5 Conclusion

Multiprocess software presents fundamental challenges to coverage-guided fuzzing
that cannot be addressed through incremental improvements to existing approaches.
This dissertation has demonstrated that these challenges are both practically im-

portant and technically addressable.
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The empirical evidence establishes that multiprocess software is prevalent and sys-
tematically under-tested by current fuzzing approaches. The fork-awareness eval-
uation framework provides tools for assessing and improving fuzzer capabilities.

ForkFuzz demonstrates that systematic solutions are feasible and effective.

Future research should build on these foundations to develop more comprehensive
multiprocess fuzzing capabilities, ultimately ensuring that the security testing tech-
niques keep pace with evolving software architectures. The continued growth of dis-
tributed and multiprocess systems makes this research direction increasingly critical

for maintaining software security in complex computing environments.
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Appendix A

GraphQL Testing

This dissertation primarily focuses on coverage-guided fuzzing of multiprocess soft-
ware. However, as multiprocess systems are distributed by nature, they face similar
challenges as Graph@QL APIs, in terms of input generation, feedback gathering, and
bug detection. This chapter presents a parallel study conducted during the main
research, exploring the unique challenges and strategies for testing GraphQL APIs,

but which contributed to the overall understanding of testing distributed systems.

Notably, unlike coverage-guided fuzzing, which operates in a grey-box environment,
GraphQL testing methods presented in this chapter operate in a purely black-box
environment. In other words, the GraphQL server’s internal logic, query resolver
implementations, or data flow remain completely obscure to testing tools. As a
consequence, instead of coverage instrumentation, black-box GraphQL testing must
rely on alternative feedback mechanisms such as response times, error messages, and

field suggestions.

This chapter introduces unique GraphQL testing challenges, which instantiate the
four core challenges identified in Chapter 2 within the context of distributed API
testing:

Context-Aware Input Generation (Challenge 4). The expressiveness of GraphQL’s
query language results in a substantial input space. Unlike mutation-based fuzzing
where inputs can be mutated from seeds, GraphQL testing requires generating mean-
ingful queries that adhere to both semantic constraints (defined by the target’s
GraphQL schema) and syntactic rules (defined by the GraphQL specification [63]).
This represents the
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emphContext-Aware Input Generation challenge in a distributed API context, where
inputs must be tailored to specific schema requirements and communication proto-

cols.

Execution Synchronisation (Challenge 1). GraphQL APIs often orchestrate multi-
ple backend services, databases, and microservices through a unified interface. This
distributed architecture creates complex execution paths that require coordinated
monitoring across service boundaries, similar to how multiprocess software requires
synchronisation across process trees. The challenge involves managing distributed

query execution and resource coordination.

Observability (Challenge 3). In the absence of code coverage, GraphQL testing
must rely on creative feedback mechanisms. Response times can indicate resource-
intensive operations, error messages can reveal implementation details, and field
suggestion features can leak schema information. This represents the

emphObservability challenge in black-box scenarios, requiring alternative signals to

guide testing exploration.

Oracle Problem (Challenge 2). Defining appropriate test oracles for GraphQL APIs
involves detecting semantic violations, resource exhaustion, and logic errors across
distributed service architectures. Unlike simple crash detection, GraphQL oracles
must understand API semantics, query complexity bounds, and distributed system

anomalies.

The work presented in this appendix demonstrates how principles from search-based
software testing and evolutionary algorithms — introduced in Chapter 2 — can ad-
dress these automation challenges. The three contributions span different aspects of
automated GraphQL testing: infrastructure development for systematic evaluation,
search-based approaches for schema discovery, and comparative analysis of existing

fuzzing frameworks for security testing.

These contributions collectively illustrate how the automation principles developed
for multiprocess fuzzing can be adapted to other complex, distributed systems. The
common thread is the need for domain-specific understanding, appropriate feed-

back mechanisms, and systematic evaluation methodologies—themes that resonate
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throughout this dissertation’s exploration of automated testing for complex software

architectures.

A.1 BenGQL: An Extensible Benchmarking Framework

The development of effective automated testing techniques requires systematic eval-
uation infrastructure that enables fair comparison between different approaches.
While frameworks for coverage-guided fuzzing have been developed such as FuzzBENCH [(1]
and its stateful-focused variant PROFUZzZBENCH [46], the GraphQL testing land-

scape lacked a standardised benchmarking framework.

This gap motivated the development of BENGQL: an extensible benchmarking
framework containing 23 representative open-source GraphQL server applications.
The framework addresses three critical needs in GraphQL testing research: stan-
dardised target applications, reproducible experimental infrastructure, and system-

atic results analysis.
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Figure A.1: BENGQL framework workflow showing the interaction between case studies,
testing tools, experiment driver, and analysis module.

A.1.1 Framework Design and Architecture

BENGQL implements a modular architecture that separates concerns between test
targets, testing tools, and analysis procedures. The framework comprises four main

components:

1) Case Studies. The framework includes 23 GraphQL server applications span-
ning multiple engines (Apollo Server, GraphQL-Java, Strawberry), authentication
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models (JWT, OAuth, API keys), and schema complexities ranging from simple
CRUD operations to complex nested relationships. Each case study is container-
ised using Docker to ensure consistent execution environments and eliminate de-
pendency conflicts. The selection criteria prioritised diversity in implementation
technologies, domain coverage (e-commerce, social media, content management),
and schema characteristics to ensure representative coverage of real-world GraphQL

applications.

2) Tool Integration Interface. The framework provides a standardised interface for
integrating automated testing tools. Tools are executed within dedicated containers
that communicate with target applications through well-defined endpoints. This
containerised approach ensures isolation between different testing tools and prevents
interference between concurrent experiments. The interface supports both time-
bounded testing campaigns and iteration-limited experiments, accommodating the

diverse execution models employed by different testing approaches.

3) Experiment Driver. The experiment driver, implemented in approximately 400
lines of POSIX-compliant shell script, orchestrates the execution of testing cam-
paigns across all combinations of case studies and tools. The driver manages re-
source allocation, enforces timeout constraints, and handles graceful termination of
experiments. Parallel execution is supported with configurable concurrency limits

to prevent resource exhaustion whilst maximising experimental throughput.

4) Analysis Module. Raw experimental results are processed through customis-
able analysis scripts that compute standard metrics such as schema coverage, query
success rates, and error distributions. The analysis module supports statistical com-
parison between tools and generates visualisations suitable for research publication.
Results are stored in structured formats that enable meta-analysis across multiple

experimental campaigns.

A.1.2 Evaluation Infrastructure

The framework’s design parallels the systematic evaluation approach employed in
this dissertation’s assessment of fork-aware fuzzing techniques. Just as the fork-

awareness evaluation required controlled experimental conditions and standardised
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metrics, GraphQL testing evaluation demands consistent target applications and

reproducible execution environments.

The containerised architecture addresses several challenges that emerged during the

development of GraphQL testing tools:

Dependency Management. GraphQL applications often require complex runtime
environments including databases, authentication services, and external APIs. The
framework encapsulates these dependencies within container configurations, ensur-
ing that experiments execute consistently across different host systems and over time

as dependencies evolve.

Resource Isolation. Multiple testing tools executing simultaneously against the
same target application can interfere with each other through shared resources such
as database connections or authentication tokens. The framework’s isolation mech-

anisms prevent such interference whilst enabling efficient parallel execution.

Reproducibility. Experimental reproducibility requires precise control over appli-
cation state, random number generation, and timing-dependent operations. The
framework provides mechanisms for seeding random number generators, control-
ling database initial states, and managing time-dependent authentication tokens to

ensure consistent experimental conditions.

A.1.3 Impact on GraphQL Testing Research

The BENGQL framework has already demonstrated its value in advancing GraphQL
testing research by providing the evaluation infrastructure for multiple subsequent
studies. The framework enabled systematic comparison between different testing
approaches, revealing insights that would have been difficult to obtain through ad-

hoc evaluation methodologies.

The framework’s design reflects lessons learned from this dissertation’s emphasis on
systematic evaluation. The fork-awareness evaluation in Chapter 5 demonstrated
the importance of controlled experimental conditions and standardised metrics for
drawing meaningful conclusions about fuzzer capabilities. BENGQL applies these
same principles to the GraphQL domain, providing researchers with the infrastruc-

ture necessary for rigorous experimental evaluation.
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Furthermore, the framework’s extensible design accommodates the rapid evolution
of GraphQL testing approaches. New case studies can be integrated through stan-
dardised configuration templates, whilst new testing tools require only minimal
adaptation to conform to the framework’s interface requirements. This extensi-
bility ensures that BENGQL remains relevant as the GraphQL testing landscape

continues to evolve.

A.1.4 Case Study Selection and Characteristics

The framework includes 23 GraphQL applications selected through systematic filter-
ing criteria applied to existing research datasets and popular repositories. Figure A.2
illustrates the filtering process that reduced an initial set of candidates to the final

benchmark collection.
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Figure A.2: Case study selection process showing how filtering criteria progressively re-
duced the candidate pool to 23 representative GraphQL applications.
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Table A.1 provides a comprehensive overview of the selected applications, spanning
six programming languages, fifteen GraphQL engines, and codebases ranging from
hundreds to over one million lines of code. The diversity in implementation technolo-
gies, domain coverage, and schema complexities ensures representative evaluation of

GraphQL testing approaches across realistic deployment scenarios.

The open-source release of BENGQL exemplifies the broader commitment to re-
producible research that underpins this dissertation. Just as the fork-awareness
evaluation methodology and FORKFUZz implementation are made available to the
research community, BENGQL provides other researchers with the infrastructure
necessary to conduct rigorous GraphQL testing experiments and build upon the

foundations established by this work.
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Table A.1: Overview of BENGQL case studies showing diversity in engines, languages,
and scale.

’ Application ‘ Engine/Framework ‘ Language ‘ LOC
CatalysisHubBackend | Flask-GraphQL Python 26k
countries Yoga TypeScript | 865
ehri-rest GraphQL Java Java 546k
fruits-api Apollo JavaScript 13k
sierra GraphQL Java Java 1M
rick-and-morty-api apollo-server-express | JavaScript 8k
react-ecommerce NestJS-GraphQL TypeScript 5k
graphgl-ncs graphgl-java-tools Kotlin 596
graphqgl-scs graphgql-java-tools Kotlin 582
spring-petclinic Spring for GraphQL | Java 40k
ReactFinland express-graphql TypeScript | 44k
timbuctoo GraphQL-Java Java 86k
Gatsby graphql-js JavaScript | 919k
payload graphql-js TypeScript | 689k
twenty nestjs/apollo TypeScript | 705k
directus graphql-ws TypeScript | 435k
hey graphql-codegen TypeScript | 52k
rxdb express-graphql TypeScript | 185k
saleor Graphene Python 647k
parse-server Apollo JavaScript | 166k
redwoodjs Yoga TypeScript | 386k
amplication nestjs/apollo TypeScript | 413k
GitLab CE GraphQL Ruby Ruby N/A

A.2 KrakQL: LLM-Guided Blind Schema Introspection

GraphQL’s expressiveness stems from its schema-driven architecture, where a formal
type system defines the structure of available data and operations. Clients typically
obtain this schema through introspection queries—special queries that return meta-
data about the API’s type system. However, production deployments commonly
disable introspection for security reasons, leaving clients and security testers with-

out knowledge of the available schema.

This scenario presents a search problem analogous to the coverage exploration chal-
lenges addressed in the main chapters of this dissertation. Just as coverage-guided
fuzzing must explore program paths without complete knowledge of the target’s

structure, blind schema introspection must recover type information without direct
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access to schema metadata. Both problems require systematic search strategies
that can operate under partial information and leverage available feedback signals

to guide exploration.

A.2.1 The Blind Introspection Challenge

When introspection is disabled, attackers and security testers must resort to blind
introspection—techniques that infer schema structure through indirect means. The
fundamental challenge lies in the combinatorial explosion of possible field names,
argument types, and relationship structures that could exist within a GraphQL

schema.

Traditional approaches to blind introspection rely on dictionary-based attacks, where
tools systematically test field names from predefined wordlists. CLAIRVOYANCE, the
current state-of-the-art tool for blind introspection, exemplifies this approach by
combining brute-force field enumeration with GraphQL’s field suggestion feature.
When a query contains a misspelled field name, many GraphQL implementations
respond with suggestions for similar valid fields, effectively leaking schema informa-

tion.

However, dictionary-based approaches suffer from fundamental limitations that par-
allel those observed in naive fuzzing strategies. The effectiveness of the approach
depends entirely on the quality and completeness of the wordlist, whilst the search
process remains largely uninformed by the partial schema information discovered

during the attack.

A.2.2 Search-Based Schema Discovery

KRAKQL addresses these limitations by framing blind introspection as a search-
based software testing problem, applying the evolutionary algorithms principles in-
troduced in Chapter 2. Rather than relying on static wordlists, KRAKQL employs
a novelty search algorithm that dynamically generates field candidates based on the

partially discovered schema.

The approach consists of three interconnected components that work together to

systematically explore the schema space, as illustrated in Figure A .3:
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Figure A.3: KRAKQL architecture showing the multi-agent system and novelty search
scheduler (novel contributions highlighted).

1) LLM-Guided Candidate Generation. Large Language Models serve as intelligent
mutation operators that generate contextually appropriate field names based on the
partial schema discovered so far. Given a set of known types and fields, the LLM
generates candidate field names that are semantically consistent with the existing
schema structure. This approach leverages the LLM’s training on large corpora of
GraphQL schemas to propose candidates that are more likely to exist in real-world

applications than random dictionary entries.

2) Novelty Search Algorithm. Traditional search algorithms optimise for a single
objective, such as maximising the number of discovered fields. However, blind intro-
spection benefits from exploring diverse regions of the schema space to avoid local
optima. KRAKQL implements a novelty search algorithm that maintains a popula-
tion of candidate queries and selects for diversity in the discovered schema elements,

preventing the search from becoming trapped in heavily explored regions.

3) Field Suggestion Feedback. GraphQL’s field suggestion mechanism serves as a
fitness function that provides feedback about the proximity of candidate field names
to actual schema elements. When a candidate field name is sufficiently similar to a
real field, the server’s suggestion response reveals the actual field name along with
contextual information about its type and arguments. This feedback mechanism
enables the search algorithm to refine its candidate generation strategy and focus

exploration on promising regions of the schema space.



Appendix A. GraphQL Testing 92

A.2.3 Experimental Evaluation

The evaluation of KRAKQL employed the BENGQL benchmarking framework de-
scribed in the previous section, demonstrating the value of systematic evaluation
infrastructure for advancing research. Seven representative GraphQL applications
from the BENGQL collection served as test targets, spanning different schema com-

plexities and implementation approaches.

The experimental results revealed significant limitations in existing dictionary-based
approaches. CLAIRVOYANCE, despite being the state-of-the-art tool for blind intro-
spection, achieved an average schema coverage of only 35% across the benchmark
applications. This limited coverage stems from the fundamental mismatch between
static dictionaries and the diverse naming conventions employed by different appli-

cation domains.

KRAKQL’s search-based approach demonstrated substantial improvements across

all evaluation metrics, as detailed in Tables A.2 and A.3:

Table A.2: Schema coverage comparison between CLAIRVOYANCE and KRAKQL across
seven GraphQL applications.

react-ecommerce
react-finland
rick-and-morty

5/163 (3%)
17/150 (11%)
26/52 (50%)

13/13 (100%)
9/9 (100%)
12/12 (100%)

51/163 (31%)
84/150 (56%)
33/52 (63%)

Clairvoyance KrakQL
Target Fields Args Fields Args
countries 25/45 (56%) 3/7 (43%) 22/45 (49%) 3/7 (43%)
dvga 8/53 (15%) 0/33 (0%) 42/53 (79%) 7/33 (21%)
fruits-api 23/32 (72%) 25/26 (96%) 24/32 (75%) 20/26 (77%)
payload 56/8066 (1%)  46/360 (13%) | 431/8066 (5%) 0/360 (0%)

12/13 (92%)
7/9 (78%)
12/12 (100%)

Total

160/8561 (2%)

108/460 (24%)

687/8561 (8%)

61/460 (13%)

Schema Coverage. KRAKQL achieved 1.4x higher average coverage compared to
CLAIRVOYANCE, successfully discovering schema elements that remained hidden
from dictionary-based attacks. The improvement was particularly pronounced for
applications with domain-specific terminology that diverged from common dictio-

nary entries.

Efficiency. The intelligent candidate generation reduced the number of HT'TP re-

quests required by 148x compared to brute-force enumeration. This efficiency gain
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Table A.3: Discovery efficiency comparison showing success rates per 64-name batch.

Target Clairvoyance KrakQL
Batches Rate | Batches Rate
countries 55,000 {0.01% 166 0.39%
dvga 12,500  0.01% 417 0.23%
fruits-api 18,000 ;0.01% 161 0.88%
payload 87,500 {0.01% 319 4.01%
react-ecommerce | 30,000 j0.01% 358 0.31%
react-finland 78,000  j0.01% 404 0.40%
rick-and-morty 28,000 j0.01% 266 0.27%
Total 309,000 ;0.01% | 2,091 1.05%

not only reduces the time required for schema discovery but also minimises the

attack’s detectability by reducing network traffic patterns.

Success Rate. KRAKQL achieved a 105x higher success rate in discovering complete
schema sections, indicating that the search-based approach is more reliable than

dictionary-based methods for comprehensive schema recovery.

These improvements were achieved at negligible computational cost, with total LLM
expenses of $4.47 across all experiments—representing less than $0.005 per discov-

ered schema element.

A.2.4 Connections to Coverage-Guided Fuzzing

The KRAKQL approach demonstrates how search-based techniques can address au-
tomation challenges that extend beyond traditional coverage-guided fuzzing. The
parallel between schema discovery and coverage exploration is particularly illumi-

nating:

Partial Information Utilisation. Both approaches must operate with incomplete
knowledge of the target system’s structure. Coverage-guided fuzzing leverages par-
tial coverage information to guide exploration, whilst KRAKQL uses partial schema

knowledge to direct candidate generation.

Feedback-Driven Search. Both approaches employ feedback mechanisms to evaluate

the quality of exploration attempts. Coverage maps provide quantitative measures
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of program exploration, whilst field suggestions provide qualitative feedback about

schema proximity.

Evolutionary Optimisation. Both approaches employ evolutionary principles to
iteratively improve exploration strategies. Coverage-guided fuzzing evolves input
corpora to maximise coverage, whilst KRAKQL evolves candidate populations to

maximise schema discovery.

The success of KRAKQL illustrates how the fundamental principles underlying
coverage-guided fuzzing — systematic exploration, feedback-driven optimisation, and
evolutionary search — can be generalised to other domains where complete system
knowledge is unavailable. This generalisation reinforces the broader themes of this

dissertation regarding automation in complex, partially observable systems.

A.3 Wendigo: Deep Reinforcement Learning for DoS

Query Discovery

The expressiveness of GraphQL’s query language, whilst providing significant bene-
fits for client applications, also introduces unique security vulnerabilities. Complex
queries can consume disproportionate server resources, enabling Denial-of-Service
(DoS) attacks with minimal traffic volume. Unlike traditional DoS attacks that re-
quire high-volume traffic floods, GraphQL-based attacks can achieve similar effects
through carefully crafted queries that exploit features such as circular relationships,

field duplication, and nested structures.

This section explores how existing fuzzing frameworks perform when applied to
GraphQL security testing, with particular focus on their limitations for discover-
ing DoS vulnerabilities. The analysis revealed fundamental mismatches between
traditional fuzzing approaches and the unique characteristics of GraphQL attack

surfaces, motivating the development of domain-specific testing techniques.

A.3.1 Limitations of Existing Fuzzing Frameworks for GraphQL

Traditional fuzzing approaches, designed primarily for binary executables and file-

based inputs, face significant challenges when applied to GraphQL APIs. These
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limitations parallel the challenges observed in multiprocess fuzzing, where standard

tools failed to address domain-specific complexities.

EvoMaster’s Approach and Limitations. EVOMASTER represents one of the most
sophisticated automated testing tools available for API testing, employing evolu-
tionary algorithms to generate testcases for both REST and GraphQL APIs. The
tool implements both white-box and black-box testing strategies, using genetic al-
gorithms to evolve populations of test inputs that maximise functional coverage of

the target application.

For GraphQL testing, EVOMASTER generates syntactically valid queries by pars-
ing the target schema and creating random combinations of fields, arguments, and

nesting structures. The tool employs several evolutionary techniques:

1) Schema-Based Generation. EVOMASTER parses the GraphQL schema to under-
stand available types, fields, and relationships, then generates queries that conform
to the schema’s structural constraints. This ensures that generated queries are syn-

tactically valid and can be processed by the target server.

2) Random Search Exploration. The tool implements random search strategies to
explore the query space, generating diverse combinations of fields and arguments to

exercise different code paths within the resolver implementations.

3) Evolutionary Optimisation. Query populations evolve over time using genetic
operators such as mutation and crossover, with fitness functions designed to reward

queries that trigger novel server responses or error conditions.

However, EVOMASTER’s design reveals fundamental limitations when applied to

DoS vulnerability discovery:

Functional Focus vs. Performance Testing. EVOMASTER was primarily designed
for functional testing—discovering logical errors, authentication bypasses, and data
validation failures. Its fitness functions optimise for response diversity and error
generation rather than resource consumption, making it poorly suited for identifying

performance-related vulnerabilities.

Random Search Inefficiency. The tool’s random search approach generates queries

uniformly across the schema space, without understanding which GraphQL features
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are most likely to cause resource exhaustion. Features such as circular references,
deep nesting, and field duplication require specific patterns that random generation

rarely produces.

Lack of Resource Feedback. EVOMASTER evaluates queries based on response
codes, response content, and error messages, but does not incorporate performance
metrics such as response time or resource utilisation. This blind spot prevents the
tool from recognising when queries cause server stress without triggering functional

failures.

GraphQL-Specific Attack Vector Blindness. The tool treats GraphQL queries as
generic tree structures without understanding the semantic implications of specific
GraphQL features. Attack vectors such as alias overloading, query batching, and

argument manipulation require domain-specific knowledge that EVOMASTER lacks.

A.3.2 Empirical Evaluation of EvoMaster’s DoS Discovery Capa-
bilities

To quantify these limitations, we conducted systematic experiments comparing Evo-

MASTER’s performance against dedicated DoS discovery techniques. The evaluation

employed multiple GraphQL applications from the BENGQL benchmark, focusing

on the tool’s ability to generate resource-intensive queries.
The experimental results confirmed the theoretical limitations:

Query Complexity. EVOMASTER generated predominantly simple queries with
shallow nesting and minimal field duplication. Complex attack patterns that com-
bine multiple resource-intensive features were rarely produced by the random search

process.

Resource Impact. Queries generated by EVOMASTER showed minimal impact on
server response times, typically executing within normal performance ranges. The
tool failed to discover queries capable of causing significant resource exhaustion or

server delays.
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Attack Vector Coverage. Analysis of generated queries revealed poor coverage of
GraphQL-specific attack vectors. Circular object traversal, alias overloading, and

query batching patterns appeared infrequently and were not systematically explored.

These limitations highlight a broader challenge in applying general-purpose testing
tools to domain-specific security problems. Just as coverage-guided fuzzers required
fork-awareness to effectively test multiprocess software, GraphQL security testing

requires understanding of GraphQL-specific attack semantics.

A.3.3 Wendigo’s Deep Reinforcement Learning Solution

WENDIGO addresses these limitations through a domain-specific approach that
leverages Deep Reinforcement Learning (DRL) to discover DoS-capable queries. The
tool was developed collaboratively, with particular focus on understanding how ex-
isting fuzzing frameworks perform in the GraphQL domain and identifying the key
insights necessary for effective automation. Figure A .4 illustrates the WENDIGO

query discovery process.

The WENDIGO approach introduces several innovations that directly address Evo-
MASTER’s limitations:

Performance-Oriented Feedback. Instead of optimising for functional diversity,
WENDIGO uses server response time as its primary reward signal. This shift in
feedback mechanism enables the DRL agent to learn which query features contribute
to resource exhaustion, directly addressing the performance testing gap in existing

tools.

GraphQL-Aware State Space. The tool models the GraphQL query space using
domain-specific abstractions that capture attack-relevant features. The state space
explicitly represents circular relationships, field duplication counts, alias usage, and
argument limits, enabling the agent to systematically explore resource-intensive

query patterns.

Structured Action Space. Rather than generating queries through random muta-

tions, WENDIGO employs structured actions that correspond to specific GraphQL
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Figure A.4: WENDIGO query discovery workflow showing the DRL agent’s interaction
with the GraphQL environment.

attack vectors. Actions include adding circular references, duplicating fields, creat-
ing aliases, and manipulating argument values, ensuring that the exploration process

focuses on security-relevant modifications.

Incremental Query Building. The DRL agent builds queries incrementally, starting
from simple structures and progressively adding complexity based on performance
feedback. This approach enables discovery of sophisticated attack patterns that

would be unlikely to emerge from random generation.

A.3.4 Experimental Results and Comparative Analysis

The evaluation of WENDIGO demonstrated substantial improvements over EvoO-
MASTER and other baseline approaches. Figure A.5 shows the response time com-
parison between WENDIGO and baseline approaches on the DVGA (Damn Vulner-
able GraphQL Application) test target.
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Figure A.5: WENDIGO response time evaluation showing superior DoS query discovery
compared to EVOMASTER and random baselines on DVGA target. Results demonstrate
WENDIGO’s ability to discover resource-intensive queries that cause significant server de-
lays.

DoS Query Discovery. WENDIGO successfully discovered queries capable of causing
severe server delays with minimal request volumes. In some cases, queries were found
that could achieve DoS effects using only 2 requests per hour, demonstrating the
power of GraphQL-specific attack patterns. The results show WENDIGO achieving

response times over 10x higher than baseline approaches.

Attack Vector Utilisation. The DRL approach systematically explored all ma-
jor GraphQL attack vectors, generating queries that combined multiple resource-
intensive features to maximise server impact. This comprehensive coverage con-

trasted sharply with EVOMASTER’s sparse exploration of attack-relevant patterns.

Learning Efficiency. The performance-oriented feedback mechanism enabled rapid
convergence towards effective attack patterns, with the DRL agent quickly identify-
ing which query modifications led to increased response times and focusing explo-

ration accordingly.

The comparative analysis revealed key insights about the requirements for effective

GraphQL security testing:

Domain-Specific Understanding. Success in GraphQL security testing requires deep
understanding of GraphQL semantics and attack vectors. General-purpose testing

tools that treat GraphQL as a generic input format miss crucial attack opportunities.

Performance Feedback. Security-focused testing must incorporate performance
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metrics alongside functional correctness measures. Tools that optimise purely for

functional diversity fail to identify resource exhaustion vulnerabilities.

Structured Exploration. Random exploration strategies are insufficient for discov-
ering complex attack patterns that require specific combinations of features. Struc-
tured search approaches that understand attack semantics achieve significantly bet-

ter results.

These insights parallel the lessons learned from multiprocess fuzzing, where domain-
specific understanding and appropriate feedback mechanisms proved essential for
effective automation. The success of WENDIGO demonstrates how these principles
can be applied beyond traditional coverage-guided fuzzing to address security testing

challenges in complex, distributed systems.

A.4 Concluding Remarks

The GraphQL testing work presented in this appendix illustrates how the fundamen-
tal automation challenges addressed in the main chapters of this dissertation extend
across different domains of software testing. Whilst the specific technical details
differ between multiprocess fuzzing and GraphQL testing, the underlying patterns
remain consistent: complex, distributed systems require domain-specific understand-
ing, appropriate feedback mechanisms, and systematic evaluation methodologies to

achieve effective automation.

The three contributions presented — BENGQL, KrRAKQL, and WENDIGO — col-
lectively demonstrate the breadth of techniques required to address automation

challenges in distributed systems:

Infrastructure and Methodology. BENGQL demonstrates the critical importance
of systematic evaluation infrastructure for advancing automated testing research.
The framework’s design reflects the same principles employed in the fork-awareness
evaluation: controlled experimental conditions, standardised metrics, and repro-
ducible execution environments. This parallel reinforces the broader theme that
progress in automated testing requires not only novel techniques but also rigorous

evaluation methodologies.
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Search-Based Approaches. KRAKQL’s application of evolutionary algorithms to
schema discovery illustrates how search-based techniques can address exploration
challenges when traditional coverage metrics are unavailable. The success of novelty
search in navigating the GraphQL schema space parallels the evolutionary princi-
ples underlying coverage-guided fuzzing, demonstrating the generalisability of these

approaches across different problem domains.

Domain-Specific Adaptation. WENDIGO’s superior performance compared to general-
purpose tools highlights the necessity of domain-specific understanding in automated
testing. Just as fork-awareness required deep understanding of process lifecycle se-
mantics, effective GraphQL security testing requires understanding of GraphQL
attack vectors and performance characteristics. This pattern suggests that the most
significant advances in automated testing come from combining general algorithmic

principles with domain-specific insights.

The shift from grey-box coverage-guided fuzzing to black-box alternative feedback
mechanisms represents a natural evolution of automated testing techniques. As
software systems become increasingly complex and distributed, traditional visibility
mechanisms such as code coverage become insufficient or unavailable. The success
of response time feedback in WENDIGO and field suggestion feedback in KRAKQL
demonstrates that creative application of available signals can achieve effective au-

tomation even under severe observability constraints.

Looking forward, the convergence of techniques observed throughout this disserta-

tion suggests several promising directions for future research:

Hybrid Feedback Mechanisms. The combination of coverage-guided feedback with
alternative signals such as performance metrics, error patterns, and system responses
could enhance the effectiveness of automated testing across multiple domains. Tech-
niques that dynamically adapt their feedback strategies based on available visibility

mechanisms could provide robust automation for diverse system architectures.

Cross-Domain Algorithm Transfer. The successful application of evolutionary al-
gorithms, search-based techniques, and reinforcement learning across both multi-

process fuzzing and GraphQL testing suggests that algorithmic innovations in one
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domain can often be adapted to others. Systematic exploration of these cross-domain

applications could accelerate progress in automated testing research.

Unified Evaluation Frameworks. The development of benchmarking frameworks
such as BENGQL for GraphQL testing and the fork-awareness evaluation method-
ology for multiprocess fuzzing demonstrates the value of systematic evaluation in-
frastructure. Future work could explore unified frameworks that enable comparison

of automated testing techniques across different application domains.

The work presented in this appendix reinforces the central thesis of this dissertation:
effective automation of software testing for complex, distributed systems requires the
integration of domain-specific understanding with principled algorithmic approaches
and systematic evaluation methodologies. The techniques developed for GraphQL
testing demonstrate that these principles extend well beyond traditional coverage-
guided fuzzing, providing a foundation for addressing automation challenges across

the broader landscape of modern software systems.

Broader Implications. The evolution from coverage-guided fuzzing of single-process
applications to comprehensive testing of distributed systems — whether multiprocess
software or GraphQL APIs — reflects the broader transformation of software architec-
ture towards increasingly complex, interconnected systems. As software continues
to evolve towards microservices, serverless architectures, and distributed comput-
ing paradigms, the automation techniques developed in this dissertation provide
essential foundations for maintaining software quality and security in these complex

environments.

The success of domain-specific approaches in both multiprocess and GraphQL test-
ing suggests that future advances in automated testing will increasingly require deep
understanding of specific system architectures, communication patterns, and oper-
ational semantics. However, the underlying algorithmic principles — evolutionary
search, feedback-driven exploration, and systematic evaluation — remain constant
across domains, providing a stable foundation for continued innovation in automated

testing research.
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Appendix B

Stateful Fuzzing

This appendix presents contributions to advancing stateful fuzzing through two re-
search projects: LIBAFLSTAR and the OPC UA fuzzing benchmark. These works
address instantiations of the four core challenges (Chapter 2) in the context of state-
ful protocol testing, where the

emphExecution Synchronisation involves state transitions, the

emphOracle Problem requires understanding protocol semantics,
emphObservability encompasses state coverage tracking, and

emphContext-Aware Input Generation demands protocol-aware message construc-

tion.

B.1 LibAFLstar: Fast and State-Aware Protocol Fuzzing

LIBAFLSTAR [15] represents a breakthrough in stateful protocol fuzzing, achieving
over 30x performance improvements compared to existing approaches whilst main-
taining comprehensive state exploration. The fuzzer addresses instantiations of the
core challenges in stateful contexts: state model exploration (

emphExecution Synchronisation across protocol states), semantic correctness detec-
tion (

emphOracle Problem for protocol violations), comprehensive state coverage (
emphObservability of protocol paths), and intelligent message generation (

emphContext-Aware Input Generation for protocol-specific inputs).
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B.1.1 Infrastructure Contributions

The primary contribution to LIBAFLSTAR involved establishing the complete eval-
uation infrastructure, ensuring reproducible and fair comparisons with competing
approaches. This infrastructure work proved critical for demonstrating the practical

advantages of the new fuzzing techniques.

Docker Environment Setup

A comprehensive Docker-based evaluation environment was designed and imple-
mented that standardises the execution of three different stateful fuzzers: AFLNET,
CHATAFL, and LIBAFLSTAR. This containerised approach addresses several crit-

ical challenges:

» Dependency isolation: Each fuzzer requires specific library versions and com-
piler configurations. The Docker environment encapsulates these dependen-
cies, preventing conflicts and ensuring consistent builds across different host

systems.

o Reproducible builds: The automated build scripts compile each target with
identical optimisation flags and instrumentation settings, eliminating perfor-

mance variations due to build configuration differences.

o Fair resource allocation: Container resource limits ensure each fuzzer receives
identical CPU and memory allocations, preventing one tool from monopolising

system resources during comparative evaluations.

o Automated data collection: The infrastructure automatically collects coverage
metrics, crash reports, and performance statistics at regular intervals, storing

results in a structured format for subsequent analysis.

The Docker environment supports parallel execution of multiple fuzzing campaigns,
enabling large-scale experiments across different configurations and random seeds.
This capability proved essential for the statistical significance of our evaluation re-

sults.
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Target Preparation and Patching

A substantial portion of the work involved manually patching protocol implementa-
tions to enable persistent-mode fuzzing—a critical optimisation for achieving high
throughput. Unlike traditional fork-based fuzzing, persistent mode requires targets
to process multiple inputs within a single execution, necessitating careful modifica-

tions to server initialisation and cleanup routines.
Manual patches were created for the following targets:

e ProFTPD: Modified the main server loop to reset connection state between
inputs whilst preserving global configuration. This required careful tracking
of file descriptors and memory allocations to prevent resource leaks during

extended fuzzing campaigns.

e Pure-FTPd: Implemented state cleanup routines that reset authentication
status and working directory whilst maintaining the process address space.

The patches ensure deterministic behaviour across thousands of iterations.

o Bftpd: Restructured the connection handling logic to support in-memory in-
put injection, bypassing network socket operations entirely. This transforma-

tion improved fuzzing throughput by over 100x.

o Live555: Adapted the RTSP server’s event loop to process fuzzer-provided in-
puts synchronously, eliminating timing dependencies that cause non-determinism

in coverage feedback.

e Dcmtk: Modified the DICOM protocol implementation to reset session state
between inputs whilst preserving loaded image data, reducing initialisation

overhead.

e Dnsmasq: Patched the DNS server to process queries from memory buffers

rather than network sockets, enabling deterministic replay of packet sequences.

The LIGHTFTP setup was adapted from prior work [64], whilst the LIGHTTPD con-
figuration originated from another thesis [65]. These existing configurations required

only minor adjustments for integration with our evaluation framework.
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Each patch required deep understanding of the target’s architecture, memory man-
agement patterns, and protocol state machine. The modifications preserve semantic
correctness whilst enabling efficient fuzzing—a delicate balance that took consider-

able engineering effort to achieve.

Evaluation Harness Development

Beyond individual target patches, a unified evaluation harness was developed that
coordinates fuzzing campaigns across different tools and configurations. The harness

implements:

e Automated corpus minimisation: Reduces seed inputs to minimal sets that

maintain coverage, accelerating fuzzer startup.

» State model extraction: Interfaces with LearnLib to automatically infer pro-

tocol state machines for targets lacking specifications.

o Performance monitoring: Tracks execution speed, memory usage, and cover-

age evolution at fine granularity.

o Crash triage: Automatically deduplicates and categorises discovered vulnera-

bilities based on stack traces and program state.

B.1.2 Experimental Results

The developed infrastructure enabled comprehensive evaluation across six proto-
col implementations over 24-hour fuzzing campaigns. LIBAFLSTAR achieved 1.4x
higher coverage than AFLNET and CHATAFL whilst processing inputs 30x faster.
These improvements stem from the combination of persistent-mode execution (en-

abled by my patches) and the novel state-aware scheduling algorithms.

The evaluation revealed that different targets benefit from different optimisations:
some gain most from persistent mode, others from state-aware scheduling. This
insight, made possible by the standardised evaluation infrastructure, guides practi-

tioners in selecting appropriate techniques for their specific testing scenarios.
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B.2 Fuzzing OPC UA: A Research Experience

The OPC Unified Architecture (OPC UA) represents one of the most complex indus-
trial communication protocols, supporting everything from simple sensor readings
to sophisticated publish-subscribe patterns with encrypted channels. Testing OPC
UA implementations poses unique challenges due to the protocol’s rich semantics

and extensive state space.

B.2.1 Project Overview

The development of comprehensive OPC UA fuzzing support was led across three
major stateful fuzzers, making this critical industrial protocol accessible to auto-
mated testing for the first time. This work involved not just technical implementa-
tion but also careful design of abstraction functions that capture protocol semantics

whilst enabling efficient fuzzing.

The project emerged from the recognition that existing protocol fuzzing bench-
marks focus primarily on simple text-based protocols (FTP, HTTP, RTSP) that
fail to exercise the complexity found in industrial systems. OPC UA, with its bi-
nary encoding, session management, secure channels, and subscription mechanisms,

provides a more realistic test of stateful fuzzing capabilities.

B.2.2 Technical Contributions

Protocol Integration

OPC UA protocol support was implemented for AFLNET, CHATAFL, and LIBAFLSTAR,

requiring different integration strategies for each tool:

AFLNet Integration: Developed abstraction functions that parse OPC UA’s binary
message format, extracting message types and status codes for state inference. The
implementation handles the protocol’s variable-length encoding and nested struc-

tures, correctly identifying message boundaries even in malformed inputs.
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ChatAFL Enhancement: Extended the LLM-based grammar inference with OPC
UA-specific prompts that guide the model toward generating semantically valid mes-
sage sequences. This required encoding domain knowledge about session establish-
ment, secure channel negotiation, and subscription management into the prompt

engineering.

LibAFLstar Adaptation: Designed prefixes that navigate the OPC UA state ma-
chine efficiently, reaching deep protocol states that handle complex operations like
monitored item creation and historical data access. The prefixes bypass expensive

cryptographic handshakes when security testing is not the focus.

Benchmark Development

The FreeOpcUa server was integrated into the ProFuzzBench framework, automat-

ing the entire fuzzing pipeline:

e Build automation: Created scripts that compile FreeOpcUa with appropriate
instrumentation for each fuzzer, handling the project’s complex dependency

tree including the UA SDK and cryptographic libraries.

e Seed corpus generation: Developed a comprehensive seed collection method-
ology, capturing diverse protocol interactions including session management,

browsing, reading, writing, and subscription operations.

o Harness implementation: Built specialised harnesses that bypass network lay-
ers and inject inputs directly into the protocol stack, achieving 50 x throughput

improvement over network-based fuzzing.

» State model inference: Applied active learning techniques to extract the im-
plemented state machine from FreeOpcUa, revealing deviations from the spec-

ification that impact fuzzing effectiveness.

Comparative Analysis

The developed infrastructure enabled the first systematic comparison of stateful

fuzzing approaches on industrial protocols. Key findings include:
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o AFLNET provides the most straightforward setup but achieves limited cover-

age due to inefficient state exploration

o CHATAFL discovers interesting message sequences through LLM guidance

but suffers from high computational overhead

o LIBAFLSTAR achieves superior throughput and coverage but requires sub-

stantial engineering effort for integration

These insights, documented in our research experience paper, guide practitioners in

selecting appropriate tools based on their testing objectives and available resources.

B.2.3 Impact and Future Directions

The OPC UA fuzzing infrastructure has already discovered multiple vulnerabilities
in production implementations, demonstrating the practical value of stateful fuzzing
for industrial protocols. The work establishes a foundation for testing other complex
protocols in critical infrastructure, including IEC 61850, Modbus/TCP, and MQTT.

Future extensions could incorporate semantic knowledge about industrial control
logic, enabling detection of logical vulnerabilities beyond memory corruption. In-
tegration with formal verification tools could provide stronger guarantees about

protocol compliance and security properties.

B.3 Lessons Learned

Through these projects, several key insights emerged about practical stateful fuzzing:

Infrastructure is crucial: The effort invested in building robust evaluation infras-
tructure pays dividends through reproducible results and fair comparisons. Without

standardised environments, performance claims remain suspect.

Manual optimisation matters: Whilst automated techniques continue advancing,
manual patches and target-specific optimisations still provide order-of-magnitude

improvements. Deep understanding of target applications remains invaluable.
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Protocol complexity varies widely: Simple text protocols like FTP provide useful
baselines but fail to exercise the full capabilities of modern fuzzers. Real-world

protocols like OPC UA reveal limitations and opportunities invisible in toy examples.

Tooling gaps persist: Despite progress, significant engineering effort is still required
to apply stateful fuzzing to new protocols. Better abstractions and automation could

democratise access to these powerful techniques.

These contributions advance the state of the art in stateful fuzzing whilst providing
practical tools and insights for the security community. The combination of infras-
tructure development, manual optimisation, and systematic evaluation establishes

a foundation for continued progress in automated protocol testing.
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