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LEVERAGING METADATA AND BIG DATA FOR CRIMINAL
INVESTIGATIONS: COMPARATIVE PERSPECTIVES FROM EUROPE,
USA AND CHINA ®

di Mattia Giangreco

This paper explores the evolving role of metadata and big data in criminal investigations, with
a comparative analysis of legal frameworks in Europe, the United States, and China. It
examines the dual potential of these data tools as instrumental in solving crimes and as
sources of significant privacy risks. Particular attention is given to data retention laws, the
European General Data Protection Regulation (GDPR), and the Al Act 2024, highlighting
their implications for balancing privacy and investigative efficiency. The U.S. sectoral
approach and China’s robust yet state-focused privacy regulations are evaluated to

underscore the global challenges and disparities in regulating big data. The paper critiques
Italy’s long metadata retention periods, in contrast with shorter durations in other EU
countries, and advocates for reforms aligned with GDPR principles. Additionally, it addresses
into the ethical and regulatory complexities posed by Al-driven investigative tools, including
algorithmic biases and data ownership concerns. The study emphasizes the need for
international regulatory harmonization to ensure that advancements in big data and Al
uphold privacy and human rights while enhancing justice.

SOMMARIO: 1. Introduction to big data and metadata as tools for investigations. — 2, From metadata to big
data: the role of data retention and the Italian framework. — 3. The discipline of log records under Italian
law: the judicial oversight. — 4. Different answers in Europe, USA and China about Al, metadata and big
data. — 4.1. Investigation through big data and algorithms under the provisions of GDPR 2016 and AI Act
2024. — 4.2. Big data and artificial intelligence for criminal investigation in the USA and China. - 5.
Conclusions.

1. Introduction to big data and metadata as tools for investigations.

The processing of personal data represents a sensitive, topical and necessary
issue, given the inextricable link between personal data, public security and public
services. The utilisation of technological instruments for external communication,
electronic payments, home deliveries to purchasers and a plethora of other activities
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Criminal Justice and Philosophy of Law. Time and Judgement” organised by the University of Messina (October
27th-29th, 2022).
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inevitably necessitates the collation and processing of personal data *.

In the present era, personal data are everywhere and represent a vast repository
of untapped potential, particularly considering the advent of artificial intelligence (AI),
whose responses are based on big data > which have prior trained the algorithm 3. In
order to expand the big data database, five cutting-edge data mining technologies are
often employed: «link analysis, intelligent agents, text mining, neural networks, and
machine learning» % The potential risks to the right to privacy posed by these
technologies depend on the nature of the data collected and the duration of its retention.

From the perspective of criminal justice, big data facilitates the development of
effective investigative tools for prosecuting crimes >. However, some of these tools have
been classified as unacceptable, due to the potential risks to human rights, by Regulation
(EU) 2024/1689 (AI Act) °. This primarily refers to social scoring, facial recognition (only
real-time monitoring), dark pattern Al and manipulation tools 7. It is important to note
that outside the European Union, some of these tools are applied and regulated, albeit
not without criticism, but with regulatory safeguards in place. This pertains to the risk
assessment tools in the United States of America ® and the real-time facial recognition
tool in China °.

With regard to metadata, it is essential to distinguish it from content data. The
primary function of metadata is to provide information regarding the parameters of

1 See. R. VADLAMANI, S. KAMARUDDIN, Big data analytics enabled smart financial services: opportunities and
challenges, Springer, 2017, M. C. COHEN, Big data and service operations, in Production and Operations
Management, 2018, p. 1709-1723.

2The term big data has been used since the 1990s. See S. LOHR, The origins of ‘Big Data’: an etymological detective
story, in New York Times, 1 February 2013 available at www.nytimes.com (accessed: January 2025); W.R.
WIEWIOROWSKI, Zafozenia wstepne dla zrownowazonego przetwarzania informacji ze Zrédet publicznych w czasach
big data, in T. Bakowski (edited by), Jawnos$¢ i jej ograniczenia, Prawnicze, 2016, p. 1-4.

3 The potential applications are numerous. See G. LAMPROPOULOS, Artificial Intelligence, Big Data, and Machine
Learning in Industry 4.0, in Encyclopedia of Data Science and Machine Learning, 2023, n. 10, 2101 ss.; E. D.
ZAMANI, C. S. SAMRAT GUPTA, D. DENNEHY, Artificial intelligence and big data analytics for supply chain resilience:
a systematic literature review, in Annals of Operations Research, Vol. 327, 2023, p. 605.

4 M. I. PRAMANIK, Y.K.L. RAYMOND, W.T. YUE, Y. YUNMING, L. CHUNPING, Big data analytics for security and
criminal investigations, in Wires data mining and knowledge discovery, 2017, n. 7, p. 1208.

5 About the link between machine learning and use of big data, see T. BERNERS-LEE, M. FISCHETTI, Weaving
the Web: The Original Design and Ultimate Destiny of the World Wide Web by Its Inventor, Harper, p. 1999.

¢ Regulation (EU) 2024/1689 of the European Parliament and of the Council.

7 See C. NOVELLI, F. CASOLARI, A. ROTOLO, M. TADDEO, L. FLORIDI, Taking Al risks seriously: a new assessment
model for the Al Act, in Al & Society, 2024, p. 2493-2497.

8 See G. CANzIO, Intelligenza artificiale, algoritmi e giustizia penale, in Sistema penale, 8 gennaio 2021; S.
QUATTROCOLO, Artificial Intelligence, Computational Modelling and Criminal Proceedings. A Framework for A
European legal Discussion, Springer, 2020. Also, allow to see M. GIANGRECO, Dal Money Bail alla Predictive
Justice: il volto odierno della liberta su cauzione negli Stati Uniti d’America, in www.lalegislazionepenale.eu, 14
giugno 2024.

9 See Z. ZHAOHUIM, A. CHESHMEHZANGI, D. MCDONNELL, B. L. BENTLEY, C. PEREIRA DA VEIGA, Y. T. XIANG,
Facial recognition law in China, in Journal of Medical Ethics, 2022, n. 12, p. 1058-1059.
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communications rather than the content itself '°. For example, in the case of a telephone
call between two individuals, the metadata includes the mobile phone numbers of the
caller and the recipient, as well as the log of the call’s start and end times. In contrast,
the content data is constituted by the actual communication between the two parties .

The acquisition of metadata is of significant value to investigators 12, given the
ever-increasing quantity of metadata resulting from data retention laws. This
accumulation of data can be stored and reprocessed through cross-referencing, thereby
granting metadata with considerable potential to compromise privacy . For example,
the combination of phone data, telematics data mobile tower data, and even GPS data,
allows the creation of a precise and detailed picture of the social and personal habits of
every individual .

This shift in paradigm has given rise to a new investigative modus operandi
which can be labelled as “big data investigation”. This emerging investigative practice
refers to the investigative methodologies employed by agencies that leverage
information technology to amass and analyse voluminous data stored in networks and
computer systems, with the objective of unearthing criminal evidence or suspects. A
notable distinction of big data investigations lies in their utilisation prior to filing a case,
which has been found to enhance crime prevention through the integration of “artificial
intelligence investigations” 5. Undoubtedly, this investigative approach has led to
substantial advancements in the intelligence and investigative capabilities of law
enforcement agencies.

The utilisation of big data in criminal investigations does not fall under a
conventional legal category, thereby resulting in an ambiguous scope of operation. This
term predominantly pertains to the employment of advanced technologies by
investigative entities (e.g., prosecutors and government agencies), such as predictive
intelligence, for the analysis of substantial data volumes with the objective of identifying
suspects, uncovering evidence, and preventing or repressing crimes. However, from a

10 See E. DUVAL, Metadata Standars: What, Who & Why?, in Journal of Universal Computer Science, vol. 7, 2001,
n. 7, p. 591-6 who defines metadata as descriptive data.

11 The acquisition of these data pertains to the discipline of wiretapping. See H. J. KAPLAN, J. A. MATTEO, R.
SILLETT, R. ARKIN KAPLAN RICE, The history and law of wiretapping, in ABA Sections of Litigation 2012 Section
Annual Conference April, 2012, p. 18-20.

12 See K. C. BURKE, Secret Surveillance and the European Convention on Human Rights, in Standford law review,
Vol. 33, 1980, p. 1113.

13 See E. ANDOLINA, La raccolta dei dati relativi alla localizzazione del cellulare ed al traffico telefonico tra inerzia
legislativa e supplenza giurisprudenziale, Archivio penale, 2020, n. 3, p. 1.

14 Within the Italian literature see: G. LEO, Le indagini sulle comunicazioni e sugli spostamenti delle persone: prime
riflessioni riguardo alla recente giurisprudenza europea su geolocalizzazione e tabulati telefonici, in Sistema penale,
2021, p. 5; G. BUsIA, Elenco tassativo delle informazioni da archiviare, in Guida al diritto, 2004, n. 2, p. 29 ss. See
also Cass., sez. III, 19 April 2019, n. 36380, D’Addiego, Sistema penale, 2020, n. 5, p. 187 noted by I. Neroni
Rezende, Dati esterni alle comunicazioni e processo penale: questioni ancora aperte in tema di data retention; A.
NATALINI, Relazione su novita normativa: misure urgenti in tema di acquisizione dei dati relativi al traffico telefonico
e telematico a fini di indagine penale, in Ufficio del Massimario e del Ruolo, 2021, n. 55, p. 7.

15 See G. WANG, A. GUNASEKARAN, E.-W.NGAI, T. PAPADOPOULOS, Big data analytics in logistics and supply chain
management: Certain investigations for research and applications, in International journal of production
economics, Vol. 176, 2016, p. 98-110.
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safeguards perspective, the primary concern lies in the utilisation of data mining for the
analysis of criminal networks and the profiling of data '¢; nevertheless, both activities
have the potential to interfere with fundamental rights, particularly the right to
informational self-determination.

The extent of interference with fundamental rights is contingent on both the
quantity of data and its sensitivity. It is imperative to recognise that as the volume of
data increases, so does the degree of intrusion into the privacy sphere. Consequently,
sensitive data represents not only the most delicate form, but also the most desirable
form for profiling an individual. The intensity of interference determines the level of
regulation required by criminal procedural law. More invasive investigative measures
demand stricter controls to protect the right to informational self-determination. It is
therefore essential to establish a regulatory framework that clearly defines the limits of
data collection and analysis, striking a balance between the effectiveness of
investigations and the protection of fundamental rights.

The purpose of this paper is to elucidate the current risks associated with the use
and misuse of metadata and big data for criminal justice purposes, taking into account
the AI Act 2024 and the different discipline in other jurisdictions like the “Blueprint for
an Al Bill of Rights” adopted in the U.S.A. in 2022 7 and the “Personal Information
Protection Law of the People’s Republic of China” (PIPL), adopted in China in 202178,

2. From metadata to big data: the role of data retention and the Italian framework.

While the term big data is primarily associated with content data, the role of
metadata in the development of artificial intelligence algorithms is becoming
increasingly significant. Metadata’s value lies in its ability to be stored over extended
periods, thereby becoming into what is commonly referred to as “big data” *°.

The existence of big data does not inherently pose a risk; however, it is evident
that if metadata is not anonymised, it may infringe upon the right to privacy of the
individual to whom the data relates 2. Additionally, the management of big data is more

16 M. I. PRAMANIK, Y.K.L. RAYMOND, W.T. YUE, Y. YUNMING, L. CHUNPING, Big data analytics for security and
criminal investigations, cit., p. 1208 ss.

17 See E. HINE, L. FLORIDI, The blueprint for an Al Bill of Rights: in search of enaction, at risk of inaction, in Minds
and Machines, 2023, n. 2, p. 285-292. Full text is available at www.whitehouse.gov.

18 See J. L. YOO, Personal information protection in digital era-reviewing personal information protection act, in
Journal of Digital Convergence, 2011, p. 81-90. The full text of the law is available at
www.personalinformationprotectionlaw.com (accessed: January 2025).

19 See D. RousiDIs, E. GAROUFALLOU, P. BALATSOUKAS, M. A. SICILIA, Metadata for Big Data: a preliminary
investigation of metadata quality issues in research data repositories, in Information services & use, 2014, n. 3-4, p.
279-286; P. EDARA, M. PASUMANSKY, Big metadata: when metadata is big data, in Proceedings of the VLDB
Endowment, 2021, n. 12, p. 3083-3095.

20 See 1. S. RUBINSTEIN, H. WOODROW, Anonymization and risk, in Washington law review, 2016, p. 703; A.
GADOTTI, L. ROCHER, F. HOUSSIAU, A. M. CRETU, Y.A. DE MONTJOYE, Anonymization: the imperfect science of using
data while preserving privacy, in Science Advances, 2024, n. 7, p. 1 ss.



https://www.whitehouse.gov/ostp/ai-bill-of-rights/
https://personalinformationprotectionlaw.com/PIPL/hello-world/
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complex and prone to data breaches and leaks 2!, whose consequences can be of
incalculable severity from a human rights perspective. Concerns regarding the potential
infringement of the right to privacy have recently prompted appeals before the Italian
Court of Cassation 2.

From this premise, the critical importance of analysing the duration of data
retention emerges, as it represents the balance between what can be considered an
“acceptable risk” to ensure the effectiveness of criminal justice and what constitutes an
unjust limitation or exposure to the risk of the right to privacy.

Currently, data retention is a method of data preservation over a certain period
of time which allows retroactive investigations into electronic communications by
competent authorities 2. In Europe, data retention was formally introduced with the
Directive 2006/24/EC «in order to ensure that the data are available for the purpose of
the investigation, detection and prosecution of serious crime», after the 9/11 event 2.
Nevertheless, Directive 97/66/EC was already disciplining data retention, although only
for billing purposes 2.

The delineation of boundaries for access and retention of metadata can be
attributed to three primary factors: (1) the duration of data retention, (2) the control of
access to stored data, and (3) the control of the type of metadata requested. From the
perspective of Italian legislation, Art. 132 of Legislative Decree No. 196/2003 (Privacy
Code) % defines the obligation to retain metadata based on the nature of the offence and
the category of metadata requested. This article was subsequently amended by Art. 24
of Law No. 167/2017 (European Law 2017) %7.

In the case of so-called common crimes, phone data must be retained for a period
of 12 months from the date of its recording, telematic data for a period of 24 months, and
missed calls for a period of 30 days 2. In the case of so-called special crimes, as defined
in Arts. 51, paragraph 3-quater, and 407, paragraph 2, letter a), of the Code of Criminal
Procedure, both phone and telematics data may be acquired within a period of 72

21 This is a problem that concerns all internet service providers (ISPs), especially the larger ones.

22 See Cass., sez. II, 13.01.2020, n. 5741, Santonastaso, in C.e.d. 278568; Cass., sez. III, 25.09.2019, n. 48737. See
more Cass., sez. III, 23.08.2019, n. 36380, in Giurisprudenza penale, 2019, n. 4, p. 752 ss. noted by L. Luparia,
Data retention e processo penale. Un’occasione mancata per prendere i diritti davvero sul serio. More recently: G.
BATTARINO, CGUE e dati relativi al traffico telefonico e telematico. Uno schema di lettura, 21 April 2021, available
at www.questionegiustizia.it (accessed: January 2025).

2 See K. IRION, Accountability unchained: Bulk Data Retention, Preemptive Surveillance, and Transatlantic Data
Protection, in M. Rotenberg, ]. Horwitz, J. Scott (edited by), Privacy in the Modern Age The Search for Solutions,
New Press, 2015, p. 80.

% See Directive 2002/58/EC of the European Parliament and of the Council of 15 March 2006.
www.eurlex.europa.eu.

% See M. WHITE, Surveillance Law, Data Retention and Human Rights, Routledge, 2025, p. 18 in which is
highlighted that «Directive 97/66/EC made retention of communications data possible only for billing
purposes. The action required was ‘to consider options for improving the retention of data by
Communication Service Providers’».

% Legislative Decree 30 June 2003, n. 196 (privacy code).

27 Law no. 167, 20 November 2017, referred to by Art. 132, paragraph 5-bis, of the privacy code.

28 Contra S. SIGNORATO, Novita in tema di data retention. La riformulazione dell’art. 132 codice privacy da parte del
d.lgs. 10 agosto 2018, n. 101, in Diritto penale contemporaneo, 2018, n. 11, p. 153.



https://www.questionegiustizia.it/articolo/cgue-e-dati-relativi-al-traffico-telefonico-e-telematico-uno-schema-di-lettura
http://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:105:0054:0063:EN:PDF
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months from the moment of their creation.

Therefore, it can be surmised that internet service providers (ISPs) are obliged to
retain all relevant customer metadata for a period of 72 months. This is because it is not
possible to ascertain in advance which criminal records will be requested, and thus the
applicable time limit .

The extensive duration of data retention set by the legislator seems incongruous
with the principles defined by the General Data Protection Regulation (GDPR) 2016 3
and with the regulations of other EU Member States, which are notably more lenient and
respectful of privacy rights.

To clarify this point, it is important to note that the requlatory framework in Italy differs
significantly from those in place in other European countries. In France, the period of data
retention is 12 weeks; in Germany, it ranges from 4 to 10 weeks depending on the type of data
requested; in Belgium, it ranges from 6 to 9 months depending on the severity of the offence; in
Spain, it ranges from 6 to 24 months, contingent on the severity of the offence 3. It can be inferred
that the Italian requlation is overly restrictive, and it should be reshaped to ensure a true right to
be forgotten with respect to one’s metadata, within reasonable time limits.

In addition to the reduction of the duration of data retention, a proposed solution
would be for Italian legislation to provide a detailed and specified timeframe for each
type of metadata and crime. It seems illogical to retain data for six years solely for the
purpose of ensuring the prosecution, if necessary, of a few serious crimes, as this could
violate the principles of necessity and proportionality outlined in European regulations,
while also increasing the likelihood of data leaks or breaches. It would be reasonable, on
the contrary, to differentiate data retention within a maximum range of one to two years.

3. The acquisition of log records under the Italian law: the judicial oversight.

A second aspect related to metadata is the boundary between the necessity of
investigative measures and the right to privacy, that can be identified in the judicial
oversight exercised over requests for access to metadata. In the Italian legislation, prior
to the enactment of the Decree-Law of 30 September 2021, No. 132 %, the public

» See L. FILIPPI, La nuova disciplina dei tabulati: il commento “a caldo” del Prof. Filippi, in Penale Diritto e Procedura,
2021, p. 1.

3 Regulation (EU) 2016/679 of the European Parliament and of the Council. See at www.eur-lex.europa.eu.

31 See B. GRABOWSKA-MOROZ, Data Retention in the European Union, in M. Zubik, ]J. Podkowik, R. Rybski
(edited by), European Constitutional Court towards Data Retention Laws, Springer, 2021, p. 3 ss.; R. BARBERIO,
Parliamo di Russia, ma la vera anomalia sul “data retention” e ['ltalia, 5 July 2018, available at
www.huffingtonpost.it (accessed: January 2025); O. POLLICINO, Costituzionalismo, Privacy e neurodiritti, in
Medialaws, 2021, n. 2, p. 9.; M. RICCARDI, Dati esteriori delle comunicazioni e tabulati di traffico. Il bilanciamento
tra privacy e repressione del fenomeno criminale nel dialogo tra giurisprudenza e legislatore, in Diritto penale
contemporaneo, 2016, n. 3, p. 156; L. SCAFFARDI, Nuove tecnologie, prevenzione del crimine e privacy, alla ricerca di
un difficile bilanciamento, in A. Torre (edited by), Costituzioni e sicurezza dello Stato, Maggioli, 2014, p. 547; L.
CALIFANO, Privacy e sicurezza, in Democrazia e Sicurezza, 2013, n. 3, p. 1, M. OROFINO, Diritto alla protezione dei
dati personali e sicurezza: osservazioni e critiche su una presunta contrapposizione, Medialaws, 2018, n. 2, p. 62.

32 Decree-Law 30 September 2021, No. 132, converted with Law on 23 November 2021, No. 178.



https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://www.huffingtonpost.it/presidenteatprivacyitalia-eu/parliamo-di-russia-ma-la-vera-anomalia-sul-data-retention-e-litalia_a_23474589/
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prosecutor was empowered to unilaterally obtain log records without a judicial
authorisation.

Following the aforementioned reform, the judge is now responsible for
ascertaining the legal prerequisites for authorising the public prosecutor to procure log
records. The reform thus primarily establishes the judicialization of the procedure for
acquiring log records, in line with the precedent established by the Court of Justice in
the case H.K. v. Prokuratuur, 3 by amending paragraph 3 of Art. 132 of the privacy code.
In the ordinary procedure, the public prosecutor and parties entitled by law (defender,
accused, investigated, victim, and other private parties) may submit a request 3 to the
judge for the issuance of a motivated decree, authorising the acquisition of data stored
by providers within the retention period imposed by law.

In legal literature, it has been observed that there are no explicit guidelines
governing the acquisition process following the issuance of an authorised decree %. This
issue can be addressed by invoking the regulations pertaining to wiretapping as outlined
in Art. 267, paragraph 3, of the Code of Criminal Procedure %*. In this case, with the
judge’s prior authorisation, the defence should take the initiative and directly request
the creation of the records with the requested data from the provider. In the so-called
emergency procedure, the public prosecutor, on the other hand, directly arranges the
acquisition with a reasoned decree, in line with the established framework for
wiretapping under Art. 267, paragraph 2, of the Code of Criminal Procedure. Under
paragraph 3-bis of Art. 132 of the privacy code, the public prosecutor may, in cases of
urgency and where there is reasonable cause to believe that delay may cause significant
harm to the investigation, issue an order for the acquisition of data. This order must be
immediately communicated to the competent judge for validation within the next 48
hours.

Accordingly, the provision mandates that the public prosecutor specify the
rationale for urgency and the potential risks to the investigation in question in the
decree. This rationale can be seen in the present context, given the case law that has
emerged in the field of wiretapping. Therefore, the public prosecutor is required to
specify the time frame during which such harm could occur, which must align with the

3 See Court of Justice of the European Union, H.K. v. Prokuratuur, Case C-746/18. In literature E. ANDOLINA,
La sentenza della Corte di giustizia UE nel caso H.K. c. Prokuratuur: un punto di non ritorno nella lunga querelle in
materia di data retention?, in Processo penale e Giustizia, 2021, n. 5.

3 See G. SPANGHER, Data retention: svolta garantista ma occorre completare l'impianto, in Guida diritto, Vol. 39,
2021, p. 13; L. PARODI, Sottratto al P.M. il potere di richiedere autonomamente i tabulati, in Il penalista, 1 October
2021; A. NATALINI, Relazione su novita normativa: misure urgenti in tema di acquisizione dei dati relativi al traffico
telefonico e telematico a fini di indagine penale, cit., p. 28.

% See G. PESTELLI, Convertito in legge il D.L. 132/2021: le modifiche apportate (e quelle mancate) in materia di
tabulati, cit.

% See G. LASAGNI, Dalla riforma dei tabulati a nuovi modelli di integrazione fra diritti di difesa e tutela della privacy,
La Legislazione penale, 2022, n. 3, p. 124; A. NATALINI, Relazione su novita normativa: misure urgenti in tema di
acquisizione dei dati relativi al traffico telefonico e telematico a fini di indagine penale, cit., p. 28; L. PARODI, Sottratto
al P.M. il potere di richiedere autonomamente i tabulati, cit.; G. CAPOCCIA, Tabulati telefonici: tanti dubbi sulla nuova
normativa, in Diritto penale contemporaneo, 2005, n. 1, p. 289: E. ANDOLINA, L acquisizione nel processo penale dei
dati “esteriori” delle comunicazioni telefoniche e telematiche, Cedam, 2008, p. 3.
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same time frame (48 hours) designated for judicial validation ¥.

Nevertheless, there are certain distinctive features that distinguish Art. 132,
paragraph 3-bis, of the privacy code from Art. 267, paragraph 2, of the Code of Criminal
Procedure. In addition to the disparate validation period of 48 hours, rather than 24
hours, which is justified by the reduced invasiveness of log records, legal literature has
observed that a potential lack of validation does not prevent the possibility of submitting
another request to rectify the log records that were rendered unusable due to the lack of
validation under paragraph 3-quater of Art. 132 of the privacy code 3. It is
acknowledged that there is a degree of uncertainty surrounding the feasibility of
rectifying a non-validated log record in the event that, upon the submission of a new
request by the public prosecutor in the ordinary course of business, the retention period
has elapsed. In practice, the remedy would serve as an effective way to preserve records
that can no longer be retrieved through conventional means.

Furthermore, Decree-Law No. 132/2021 has established a link between the
acquisition of call records and the existence of a criminal proceeding for offences
classified as serious by the legislator. This includes offences such as threats, harassment
or disturbance of individuals by phone, when the threat, harassment and disturbance
are serious. It is therefore evident that the scope of these offences is broader than that
provided for wiretapping under Art. 266 of the Code of Criminal Procedure, due to the
lesser degree of invasion of privacy represented by log records *.

Nevertheless, the legislative decision has prompted different opinions. Some
have raised concerns about the potential negative implications for the investigative work
of public ministers, while others have highlighted what they see as a lack of adherence
to the principles established in the H.K. case of the Court of Justice. In theory, this would
have required considering a significantly narrower range of offences .

In addition to identifying serious offences, the legislator has also included the
requirement of sufficient evidence of the offence against the person under investigation,
to whom the requested telematic or phone data belong. This results in a less protective
regulation compared to that concerning common wiretaps under Art. 267, paragraph 3
of the Code of Criminal Procedure #. In this regard, it has been observed that the
jurisprudence formed in the field of wiretapping can be invoked to inform the

% See A. NATALINI, Relazione su novita normativa: misure urgenti in tema di acquisizione dei dati relativi al traffico
telefonico e telematico a fini di indagine penale, cit., p. 29; Cass., sez. I, 30.01.2017, n. 21923, Cirillo, in C.e.d. 236693.
3 See L. PARODI, Sottratto al P.M. il potere di richiedere autonomamente i tabulati, cit; G. AMATO, Nella
“costruzione” normativa si é sminuito il ruolo del pm, in Guida al diritto, Vol. 39, 2021, p. 20.

% See F. RESTA, La nuova disciplina dell’acquisizione dei tabulati, in Giustizia insieme, 2021; G. AMATO, Nella
“costruzione” normativa si é sminuito il ruolo del pm, cit., p. 22 who states «la soluzione del legislatore & stata
quindi quella di agganciare il giudizio di “gravita” alla pena edittale, anche se, va detto, non tutti i reati
rientranti nel range della norma rientrano nel novero delle fattispecie incriminatrici dirette a contrastare “le
forme gravi di criminalita” o a prevenire “gravi minacce alla sicurezza pubblica”, come preteso dalla Corte
di giustizia».

40 G. SPANGHER, Data retention: svolta garantista ma occorre completare l'impianto, cit., p. 11.

41 A. NATALINI, Relazione su novita normativa: misure urgenti in tema di acquisizione dei dati relativi al traffico
telefonico e telematico a fini di indagine penale, cit., p. 25.
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interpretation of the concept of sufficiency of evidence. It is therefore evident that, given
the fact that these acquisitions frequently originate from proceedings against unknown
individuals %, it is the judge’s to evaluate the gravity of the public minister’s
investigative project #, taking into account the emergence of evidence of culpability
against a particular individual. A final requirement is identified: the log record must be
relevant. Decree-Law No. 132/2021 initially referred to the relevance of the log record for
investigative purposes. However, it has been noted that the term “relevant” seemed to
reserve the record acquisition tool exclusively for the public minister, thus excluding the
defence, and secondly, that it was confined to the preliminary investigation phase .
By referring to the relevance of establishing the facts on which proceedings are
based, the legislator uses broader terminology that can address both of the
aforementioned concerns #, while maintaining the concept of relevance. This is a less
stringent requirement than the indispensability required for ordering wiretapping “.

4. Different answers in Europe, USA and China about Al, metadata and big data.

4.1. Investigation through big data and algorithms under the provisions of GDPR 2016 and Al
Act 2024.

Big data and metadata pose a significant challenge to personal data protection.
At the European level, the adoption of the General Data Protection Regulation (GDPR)
4 has established principles (Art. 5 GDPR) to ensure that any form of personal data
processing is transparent, with the consent of the data subject (Art. 7 GDPR), who can
request the deletion of their information at any time (Art. 17 GDPR) 4.

It is clear that the GDPR applies to big data. The use of predictive intelligence
algorithms on personal data, particularly for profiling, constitutes a risky form of data
processing #. This is because the goal is to assign a specific individual a profile based on
data related to them. This profile is then used to make decisions about the person or to
analyse/predict their preferences, behaviours, and attitudes .

42 Ibidem.

4 See Cass., sez. IV, 25.01.2005, D’Amaro e altri, n. 19278, in C.e.d. 231540-01. See L. PARODI, Sottratto al P.M.
il potere di richiedere autonomamente i tabulati, cit.

# G. AMATO, Nella “costruzione” normativa si e sminuito il ruolo del pm, cit., p. 20.

% See G. PESTELLI, Convertito in legge il D.L. 132/2021: le modifiche apportate (e quelle mancate) in materia di
tabulati, cit.

4 See A. NATALINI, Relazione su novita normativa: conversione in legge, con modificazioni, del decreto-legge 30
settembre 2021, n. 132, recante misure urgenti in materia di giustizia (legge 23 novembre 2021, n. 178), in Ufficio del
Massimario e del Ruolo, Vol. 67, 2021, p. 3.

47 See Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016.

4 See P. Voigt, A. Axel von dem Bussche (edited by), The EU General Data Protection Regulation (GDPR): a
Practical Guide, Springer, 2017.

4 See A. G. GRASSO, GDPR feasibility and algorithmic non-statutory discrimination, Edizioni Scientifiche Italiane,
2023.

50 M. SIWICKL, Big Data Profiling and predictive analytics from the perspective of GDPR, in Studia iuridica
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Predictive analytics is widely used in various fields, including banking (e.g.,
assessing creditworthiness) and politics (e.g., predicting voting preferences) >!. The goal
of such analysis is not only to make accurate credit decisions but also to predict customer
preferences and behaviours, potentially leading to the offering of previously withheld
banking products or services 2.

The utilisation of predictive analytics is associated with several concerns.
Primarily, the ethical implications of using big data without the explicit consent of data
subjects, especially when the data often includes public information for which consent
may have been granted, but not for the specific purposes for which it is used.
Additionally, there is a risk of identifying data subjects even after anonymisation
procedures are applied following these profiling activities . From a criminal justice
investigative perspective, the greatest concern pertains to the adoption of these tools for
so-called risk assessment of an arrested or accused individual.

According to Article 5 Al Act, such a risk is considered unacceptable if the
algorithmic decision-making process is based on social categorisations. In the absence of
such constraints, such activities are regarded as legitimate, albeit with a high degree of
risk *. What is missing in the AI Act is a regulatory framework that aligns with the
limitations and safeguards enshrined in the GDPR. However, this gap could be
addressed through Article 5(1)(b) GDPR, which states that the collection and recording
of personal data must be for an explicit and legitimate purpose. In this context, the
determining factor for legitimacy is the purpose of processing, the intention with which
an entity came into possession of personal data. However, this is insufficient because, in
addition to the purpose of data processing, it is essential to ensure the “traceability” of
personal data. In other words, personal data in a big data collection subject to
investigative scrutiny must have been lawfully acquired, and this acquisition must be
verifiable to ensure the validity of police predictions. This conclusion stems from
applying the principles of derivative invalidity to these tools, as outlined in the well-
known “fruit of the poisonous tree” doctrine *.

However, at the European level, the privacy focus in the GDPR 2016 and the Al
Act 2024 is not reflected in Regulation (EU) 2021/1232 (commonly referred to as the Chat

Lublinensia, Vol. 32, 2023, n. 2, p. 249. For more, see X. KONARSKI, Profilowanie danych osobowych na podstawie
0g6lnego rozporzqdzenia o ochronie danych osobowych — dotychczasowy i przyszly stan prawny w UE oraz w Polsce,
in E. Bielak-Jomaa, D. Lubasz (edited by), Polska i europejska reforma ochrony danych osobowych, Wolters
Kluwer, 2016, p. 273-294.

51 M. SIWICKI, Big Data Profiling and predictive analytics from the perspective of GDPR, cit., p. 251. See M.
ROSENBERG, N. CONFESSORE, C. CADWALLADR, How Trump Consultants Exploited the Facebook Data of Millions,
in New York Times, 17 March 2018, available at www.nytimes.com (accessed: January 2025).

52 M. SIWICKI, Big Data Profiling and predictive analytics from the perspective of GDPR, cit., p. 251.

53 Ibidem.

5t About predictive policing, see G. BARONE, Giustizia predittiva e certezza del diritto, Pisa University Press, 2024,
p-5

% See D. YEAGER, A History of Fruit of the Poisonous Tree (1916-1942), in Howard law journal, Vol. 67, 2023, p.
51.
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Control regulation) . The regulation allows the temporary suspension of certain
provisions of Directive 2002/58/EC regarding the processing of personal data and
privacy protection. This allows providers of number-independent communication
services to process personal and other data for the purpose of combating online child
sexual abuse until August 3, 2024. Moreover, this deadline has been extended until
2026%.

The approval of Chat Control 1.0 has been widely endorsed by many companies,
leading the European Commission to propose, in 2022, the automated scanning of
private communications for illicit content related to minors. The operational procedures
would rely on artificial intelligence, which could introduce errors and impact
individuals” privacy.

Beyond concerns about European citizens’ privacy, the existence of Chat Control
1.0 and the proposal to automate mass surveillance by the European Union make data
retention in our legal system an increasingly untenable proposition. It is therefore
relevant to question the rationale behind retaining personal data of Italian citizens for
six years, given that most cybercrimes can be identified in real time.

4.2. Big data and artificial intelligence for criminal investigation in the USA and China.

The United States takes a sectoral approach to data privacy, meaning there is no
uniform federal law covering all personal data protection. Unlike the GDPR, the U.S.
relies on a combination of federal and State legislation, along with administrative rules
58, Therefore, it could be argued that the regulatory framework in the United States is
less stringent than its European equivalent. However, there are instances where U.S.
regulation is more effective than its European counterpart .

It can be argued that criminal investigations using big data and Al are
significantly more effective in the United States than in other countries. The United
States” data retention laws, indeed, facilitate the collection of substantial volumes of big
data, which can be used for social profiling through Al algorithms. The criteria for

% Regulation n. 1232, 30 July 2021 - Temporary derogation from certain provisions of Directive 2002/58/EC as
regards the use of technologies by providers of number-independent interpersonal communications services for the
processing of personal and other data for the purpose of combating online child sexual abuse. See full text here:
www.eumonitor.eu (accessed: January 2025).

57 P. BREYER, Extension of voluntary chat control is an admission of EU Commission’s failure!, 1 December 2023,
available at www.patrick-breyer.de (accessed: January 2025).

5% M.B., SHAWN, Data Protection in the United States, in The American Journal of Comparative Law, Vol. 66, 2018,
n. 1, p. 299-343. For another interesting comparative perspective see L. EBENIBO 1, ].O. ENYEJO, G. ADDO, M.
O. Tovosl, Evaluating the Sufficiency of the data protection act 2023 in the age of Artificial Intelligence (Al): A
comparative case study of Nigeria and the USA, in International Journal of Scholarly, 2024, n. 1, p. 88-107.

% See P. SWIRE & D.B. KENNEDY-MAYO, How Both the EU and the U.S. Are “Stricter” than Each Other for the
Privacy of Government Requests for Information, in Emory Law Journal, Vol. 55, 2017, p. 617.
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determining retention periods are specific to the data type, leading to different retention
durations .

China’s regulatory stance is distinct, with the Personal Information Protection
Law (PIPL) serving as the primary legal framework for personal data protection and its
use in investigative processes . This act was endorsed by the Standing Committee of
the 13th National People’s Congress on 20 August 2021 and came into effect on 1
November 2021. It is similar to the Italian Legislative Decree No. 196 of 30 June 2003,
and at the European level, to the General Data Protection Regulation. Article 6 of the
PIPL states that «collection of personal information shall be limited to the minimum
scope for the purpose of processing and excessive collection of personal information
shall not be allowed». This provision is consistent with Article 37 of the Cybersecurity
Law of the People’s Republic of China 2017 ©, which states that Internet Service
Providers are responsible for storing data generated within the territory of the People’s
Republic of China.

However, this regulation did not specify data retention periods until the State
Council Order No. 790, approved on 30 August 2024, which takes effect on 1 January
2025 and addresses retention durations. According to Article 12 of the Order, data may
be retained for a period of up to three years. Consequently, the regulatory framework
appears to place greater emphasis on privacy compared to both the United States and
Italy.

Procedurally, the authority to collect evidence is derived from Article 54 of the
Criminal Procedure Code of the People’s Republic of China, which grants this power to
courts, prosecutors, and security agencies %.

The regulatory framework for processing large data sets using artificial
intelligence is notably complex and distinctive. Within Europe, the Al Act has instituted
binding and well-defined regulatory measures, while in the United States, the sole extant
official document is the Blueprint for an Al Bill of Rights, which conspicuously lacks
binding authority. A key observation is the lack of a definition of artificial intelligence,
existing in the Al Act which defines it in Article 3(1) as: «<a machine-based system that is
designed to operate with varying levels of autonomy and that may exhibit adaptiveness
after deployment, and that, for explicit or implicit objectives, infers, from the input it
receives, how to generate outputs such as predictions, content, recommendations, or
decisions that can influence physical or virtual environments» *. However, this absence
is only apparent because in the Blueprint for an Al Bill of Rights, the automated system
is defined as «any system, software, or process that uses computation as whole or part
of a system to determine outcomes, make or aid decisions, inform policy

6 See K. RINGLAND, The European Union's Data Retention Directive and the United States’s Data Preservation
Laws: Finding the Better Model, in Washington Journal of Law, Technology & Arts, 2009, n. 3, p. 13 ss.

61 See full text at www.personalinformationprotectionlaw.com.

62 See full text at www.dataguidance.com.

63 See full text at www.hfzf.gov.cn.

6t See J. SCHUETT, Risk management in the artificial intelligence act, in European Journal of Risk Regulation, 2024,
n. 2, p. 367-385. Also see M. TAMBIAMA. Artificial intelligence act, in European Parliamentary Research Service,
2021.
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implementation, collect data or observations, or otherwise interact with individuals
and/or communities». In such a broad definition, it is difficult to identify concrete
differences with the AI Act.

The utilisation of predictive intelligence algorithms and big data in the United
States has been predominantly employed in the domain of risk assessment tools.
Specifically, through the analysis of big data, algorithms such as Privacy Impact
Assessment (PIA), Social Impact Assessment (SIA), and Ethical Impact Assessment
(EtIA) ¢ have been developed, which possess the capability to predict the behaviour of
individuals under pretrial detention, even in the absence of the administration of
questionnaires . However, concerns regarding this form of criminal investigation have
expanded beyond the risks of data breaches or leaks ¢ to encompass the potential
incorporation of automated biases that may result in discriminatory outcomes . These
ethical limitations have prompted the Al Act to prohibit the use of artificial intelligence
for these purposes, unless risk assessment tools are not based on data related to the
individual’s preferences. This option is difficult to imagine in practice, considering that
a risk assessment tool, to operate effectively, must rely precisely on those personal or
highly personal big data.

The Chinese regulatory framework lacks a specific definition of artificial
intelligence (Al) systems. Nevertheless, in Article 22 of the “Provisional Measures for
the Administration of Generative Artificial Intelligence Services” 2023, a notion of
generative artificial intelligence is outlined, identified as «models and related
technologies that have the ability to generate content such as text, images, audio, and
video» ®.

A striking aspect of the Chinese legal landscape is the contrast between the use
of real-time facial recognition tools, allowed in China 7°, and the Article 5 of the Al Act
2024. The Chinese regulatory framework, as articulated in the “Provisional Measures for
the Administration of Generative Artificial Intelligence Services” 2023, appears to be
geared towards fostering technological advancement within the nation, despite the fact
that this practice stands in contrast to the PIPL 2021, which is founded on the principle
of personal data self-determination. In real-time facial recognition, for example, using
biometric data without explicit consent for investigative purposes is a major concern.
However, the matter becomes particularly contentious when such data is also stored for
the purpose of training algorithms, as it appears to contravene the guarantees enshrined
in Chinese legislation.

% See D. WIGHT, E. MORDINI, Privacy and Ethical Impact Assessment, in D. Wright, P. De Hert (edited by),
Privacy Impact Assessment, Springer, 2012, p. 397-418.

% See A. MONTELERO, Al and Big Data: A blueprint for a human rights, social and ethical impact assessment, in
Computer law & security review, Vol. 34, 2018, p. 757.

o7 See supra, §2.

% See G. SARTOR, Human Rights and Information Technologies, in R. Brownsword, E. Scotford, K. Yeung (edited
by), The Oxford Handbook of Law, Regulation, and Technology, Oxford University Press, 2017, p. 424-450.

% See the full text at www.cac.gov.cn.

70 See Z. ZHAOHUIM, A. CHESHMEHZANGI, D. MCDONNELL, B. L. BENTLEY, C. PEREIRA DA VEIGA, Y. T. XIANG,
Facial recognition law in China, in Journal of Medical Ethics, cit., p. 1058 ss.
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5. Conclusions.

The tension between the protection of privacy and the operational necessities of
criminal investigations is a defining challenge of our era, driven by the exponential
growth of metadata and big data. The legal and ethical frameworks governing data
retention and the application of artificial intelligence differ substantially across
jurisdictions, as highlighted in the comparative analysis of Europe, the United States,
and China. Each framework reflects distinct priorities, cultural values, and regulatory
traditions, offering valuable lessons and raising critical questions for the global
community. In Europe, the GDPR 2016 and the AI Act 2024 showcase an advanced
commitment to privacy, emphasising transparency, consent, and the right to be
forgotten.

However, the divergence in data retention practices among EU Member States,
exemplified by Italy’s disproportionate retention periods, illustrates the ongoing
struggle to strike an effective balance. Italy’s six-year retention period for certain
metadata starkly contrasts with the shorter durations mandated by other Member States,
creating potential conflicts with GDPR principles of necessity and proportionality. A
reduction in these periods, coupled with clearer guidelines tailored to specific crimes
and types of metadata, is necessary to align with European standards and to minimise
risks of data misuse or breaches.

The United States, with its sectoral approach to data regulation, instead, presents
a model where operational flexibility often outweighs privacy concerns. The country’s
adoption of big data and Al in law enforcement has led to significant advancements in
predictive analytics and social profiling. Yet, the absence of comprehensive, binding
federal legislation leaves gaps in privacy protection, which the non-binding Blueprint
for an Al Bill of Rights attempts to address. Despite its limitations, the U.S. framework
demonstrates how data-driven methodologies can enhance investigative efficiency,
albeit at the cost of greater potential risks to civil liberties. China provides a contrasting
perspective, characterized by robust central regulation through instruments like the
Personal Information Protection Law (PIPL) and complementary cybersecurity
legislation. While these laws set boundaries on data collection and retention, practices
such as real-time facial recognition reflect a prioritization of state security over
individual privacy. The coexistence of progressive privacy protections and expansive
surveillance practices underlines the complexities of regulating big data in a rapidly
evolving technological landscape.

In China, the recent limitation of data retention to three years signals a step
forward in addressing privacy concerns but also highlights the delicate balance between
fostering innovation and protecting fundamental rights. The growing reliance on
artificial intelligence in criminal investigations introduces further complexity across all
jurisdictions. The inherent challenges of algorithmic bias, data traceability, and ethical
considerations remain insufficiently addressed in current regulatory frameworks. The
use of big data to train Al systems often results in the loss of individual control over
personal information, raising concerns about compliance with fundamental principles
of privacy and data ownership. The conflict between the efficiency of Al-driven tools
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and the safeguards required to ensure accountability and fairness is a global issue that
demands urgent attention.

Beyond the particularities of each regulatory system, a common issue concerning
generative artificial intelligence systems based on big data subject to data retention
timelines and regulations emerges. The key issue is that when data is used to train an
algorithm, the data owner forfeits all rights to it. The algorithm appropriates that data,
shaping its own reasoning and motivational mechanisms based on information that does
not belong to it. This engenders an evident conflict not only with data retention
regulations but also with the GDPR in Europe, the PIPL in China, and industry-specific
regulations in the United States.

In conclusion, this study underscores the need for continuous dialogue and
harmonization of regulatory approaches at an international level. Effective frameworks
must be designed to ensure that the use of metadata and big data serves the legitimate
goals of justice while upholding the inviolable rights to privacy and informational self-
determination. Future legislative efforts should prioritise proportionality, transparency,
and accountability, fostering a legal ecosystem that enables technological progress
without compromising human rights. Ultimately, the path forward requires a
collaborative effort involving governments, international organizations, technology
providers, and civil society. Only through such cooperation can we ensure that
advancements in big data and Al are harnessed responsibly, fostering trust and
safeguarding the fundamental values of democracy in the digital age.
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