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Abstract 

Maintaining a high-quality service at acceptable safety level is very demanding on resources for railway sector. This is even more 
true for local railways, where economical and organizational resources incur various limitations if compared to the case of the 
national network. Furthermore, due to the significant differences not only in management but also in infrastructural characteristics, 
the application of criteria and standards born and commonly used in the environment of national railways to local ones leads to a 
non-optimal use of resources and an overall reduction in the quality of service. Another limit that local railways have to face in 
order to standardize safety efficiency to the national network is linked to accident and Hazardous Events data occurring in the 
system, that could be not sufficient to define reliable forecasting models. In order to cope with all of those constraint and to optimize 
management strategies for local railways, this work provides a framework of a quantitative risk management methodology able 
support the Infrastructure Manager in decision-making process for asset development. The proposed methodology allows to 
quantitatively estimate the impact on risk of changes to the system and management choices, prioritizing and optimizing the 
intervention strategies on the system. To overcome the problems related to the lack of accidental data, the methodology allows to 
broad the accidental database to networks similar to the one analysed, calibrating the information according to the differences in 
terms of safety equipment between the systems. Moreover, through the analysis of all factors influencing the frequency and 
consequences of accidents and their interrelationships, the methodology provides a complete view on the level of risk associated 
with all parts of the system, providing powerful support for development choices and management optimization even to 
heterogeneous systems such as local railways. 
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1. Introduction 

Risk Management (RM) is a critical tool for Railway Organizations for evaluating safety performance and planning 
future actions. Improvement of the overall performance of the system can have a significant impact on an 
organization's economic and human resources. Therefore, the effectiveness of the measures to be adopted must be 
deeply analysed to optimise the decision-making process. RM can be seen as a powerful tool to optimize risk and 
allocate limited resources (Cox, 2012). 

RM process for railway risk evaluation and decisions have already been presented. In Berrado et al. (2011) a 
framework for RM is presented and applied to rail Level Crossing. The methodology is based on quantitative models 
and produces a qualitative judgment through the risk matrix. In Muttram (2002) a complete quantitative model for 
risk management model is described. The model is able to estimate a Frequency-Severity curve starting from historical 
accidental data of the system. 

The applicability of these models, however, is reduced in the presence of systems with few incidental data on which 
to build the methodology. This happens in new systems or where accidental data collection has recently been 
implemented. The second case includes the Italian local railways where resources and knowledge of the health of the 
line are limited (Di Graziano & Marchetta, 2021). These lines, known in Italy also as 'isolated railways', cover the 
demand for short or medium-haul trips, and run in heterogeneous environments where traditional railways struggle to 
operate. Over time, due to the different management methodologies, local railways have developed different 
characteristics and safety standards than national railways, hindering the transfer of commonly used management 
practices and tools. 

Only in recent years, the changes introduced by Decree 1/2019 of the Italian Railway Safety Agency (Decree ANSF 
1/2019, 2019) in the Italian regulatory environment have driven the development towards the alignment of the safety 
and quality standards of local railways with the rest of the national railway system. 

Therefore, in the case of local narrow-gauge railways, as well as relatively new railway networks, or, in general, 
where the accident history is not rich, the application of risk estimation and control methodologies is challenging. 

European legislation (European Union, 2013) allows analogies with reference networks for risk assessment as an 
alternative to extended risk analysis. Local railways cannot be compared to national ones because of different safety 
systems and geometry characteristics, leading to non-optimized interventions both in terms of resources and of risk. 

In the transition to standardized management systems, tools capable of manage risk in low accident data 
environments is crucial. Therefore, the aim of this article is to describe a RM tool capable of evaluating frequencies 
and accidental consequences starting from the databases of reference railway systems adapted through a calibration 
based on the safety barriers performance comparison and obtain a quantitative index for risk evaluation and treatment. 

For the evaluation of adjustment coefficients of the frequencies and the consequences, the calibration 
framework combines the reliability comparison between reference and case study safety barriers with the added value 
of expert judgments (Leite et al., 2021). 

In this regard, Section 2 describes the basic concepts and methodologies for identifying the assessment and 
treatment of risk in the context of a Risk Management process and Section 3 summarizes the Risk Management 
calibration methodology through external accidental databases and its usefulness in assessing the current safety level 
and supporting the decision-making process. Finally, Section 4 describes the application of the presented methodology 
for the risk management of a tunnel of an Italian local railway. 

2. Theoretical background on Railway Risk Management 

The railway system, as any transport system, exposes passengers to hazards generating undesirable consequences 
with a certain probability. Railway risk is defined by the combination of the probability rate of occurrence of a hazard 
causing consequences and the degree of severity of the consequences  (CEI EN 50126, 1999).  

Risk Management (RM) aims to identify, analyse and evaluate the risk level of the system and define all those 
actions aimed at maintaining a certain process within the boundaries of safe operation (Rasmussen, 1997). These 
actions are carried out by introducing safety barriers reducing the likelihood or the severity of the possible Hazardous 
Events (HE) (Kumar, 2006). 
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As shown in Fig. 1 the backbone of the Risk Management process consists of the following phases (Di Graziano 
et al., 2022; Rausand & Stein, 2020): System definition; Risk Assessment; Risk Treatment and Monitoring and control. 

System definition phase requires the delimitation of the system to be analysed, the identification of its interfaces, 
and the description of all technological, operational, and organisational elements capable of influencing the level of 
system safety and their role in preventing HE (European Union, 2013). 

The Risk Assessment includes the phases of Identification, Analysis and Evaluation of risk (Di Graziano & 
Marchetta, 2021).   

Hazards Identification involves the definition of what can go wrong in a system, characterizing all possible sources 
of risk. In this phase, any the available information on the accidental history is collected. Such data can be both 
quantitatively (e.g. databases, reliability data) and descriptively (e.g. experts judgments) (Jiang et al., 2018). 
Numerous methodologies have been proposed for carrying out risk identification, such as checklists, HAZOP, FMEA 
and so on  (Aven, 2016). The output of this phase is a list of critical hazards for the safe operation of the system 
characterized by their respective frequencies and consequences  (Rausand & Stein, 2020; Valdez Banda et al., 2014). 

The Risk Analysis phase aims to describe the current risk based on the collected data (Aven, 2003). Risk can be 
assessed for each possible accident scenario and for the entire system by the combination of two fundamental 
variables: likelihood and severity (Aven, 2003; Di Graziano & Marchetta, 2021). The likelihood, expressed as 
frequency or probability, defines the number of times the accident scenario is expected in a specified time base, while 
the severity is the number of deaths, injuries or, also, material damages expected from an accidental sequence (An et 
al., 2011; Andrews & Dunnett, 2000).  

Both frequency and severity of an accident scenario result from independent HE and faults combination. The 'Bow-
tie' methodology allows to analyse the evolution of an accident through logical connections, starting from the 
triggering causes up to the expected final scenarios. The 'Bow-tie' methodology integrates into a common platform 
the analysis of the causes of a given hazard through the Fault Tree Analysis (FTA) and the evaluation of all the possible 
accident scenarios using the Event Tree Analysis (ETA) (Markowski & Kotynia, 2011). 

FTA is a top-down, deductive methodology where a HE is decomposed in a series of low-level faults till the single 
independent causes (Basic or Root Events). Relation between events is expressed using Boolean logic (Di Graziano 
& Marchetta, 2021). FTA is a commonly used methodology for railway risk assessment and fits well with qualitative 
and quantitative input data. In Pan et al. (2011) accident rates are used in FTA for the probability of train collision 
event estimation. In Xia et al. (2012) FTA have been used for frequency analysis of locomotive derailment accidents. 
Jiang et al. (2018) applied FTA to calculate train control system failure by combining known failure rates and expert 

Fig. 1. Risk Management methodology flow-chart (Di Graziano & Marchetta, 2021) 
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judgement. Similarly, Leitner (2017) proposed a methodology to estimate HE frequency in the Slovakian railway by 
using historical data and structured expert judgments. 

Once the frequency of the hazard has been identified, the ETA allows for the identification of the consequences 
that may arise, identifying the outcomes in terms of frequency and severity (Andrews & Dunnett, 2000). ETA is a 
bottom-up methodology that, starting from the HE, allows to combine the probabilities that further subsequent events 
will occur, generating all the possible final accidental scenarios (Di Graziano & Marchetta, 2021). Each event of the 
tree contributes to the determination of the frequencies and severity of the final scenarios. 

ETA has found application in the railway sector for the qualitative and quantitative analysis of the accident 
consequences, usually applied after FTA in a bow-tie structure, like in Leitner (2017) for railway system accident 
scenarios analysis and in Berrado et al. (2011) and Joung (2005) to predict accident rates in level crossings. 

The risk level of the accident scenario is expressed as the product of its frequency and severity. The combination 
of the risk level of all scenarios gives back the overall risk level of the HE analysed. In particular, risk can be expressed 
for the entire system as Total Expected Risk indicator (R) or Cumulative Risk indicator (CR), or as Individual Risk 
indicator (IR) by dividing the R for population exposed (Italian Ministry of Infrastructures and Transport, 2005).  

Those indicators, in the Risk Evaluation phase, are compared with criteria and thresholds to assess their 
acceptability (Rausand & Stein, 2020). In particular, the limits make it possible to establish whether the estimated risk 
level is unacceptable, tolerable or acceptable. In the first case, the implementation of all necessary safety barriers is 
essential. In the second case, the level of risk is not entirely negligible and the convenience of implementing further 
barriers must be assessed with suitable methodologies. Finally, in the last case, the risk is low and does not require 
immediate interventions but only monitoring activities over time should be carried out (Melchers, 2001). 

Finally, the last phase of the RM process is crucial for decision making. In the risk treatment phase decision must 
be made on the basis of the results the previous analysis. The effect and the costs of the implementation of new barriers 
must be evaluated to optimize the safety level in relation to the available resources. 

Regardless of the decision made to deal with the risk, the exploitation of the system or the introduction of safety 
barriers imply changes to the system that require a new cycle of the RM methodology. 

3. Risk Management calibration methodology through external accidental databases 

The quantitative risk analysis is based on reliable and statistically significant accidental and fault data observed in 
the analysed railway system. 

Railway environment is commonly recognised as a safe system in which the set of safety systems and operating 
procedures allows risk levels to be kept under control. This means that the accident databases contain a limited number 
of accident records available for statistical analysis, with many minor high-frequency and low-severity accidents, and 
a lack of rare and catastrophic accidents (An et al., 2011). 

In addition, in railways such as local ones, alignment with national safety procedures and standards has only been 
taking place in a few years, making safety databases inconsistent and not sufficient for the implementation of explicit 
models for current and future risk estimation. 

To overcome this problem, the framework presented in this work makes it possible to draw on databases relating 
to systems comparable to the one studied to enrich the incidental information and allow more accurate analyses. In 
this way it is possible to provide new or local networks with low accidental data support on two levels: support for 
the risk assessment; support for decision making. 

3.1. Framework for external data calibration for risk assessment in local railways 

The proposed framework, briefly shown in Fig. 2, is divided into the following five main steps: Data collection; 
Construction of the bow-tie model for risk analysis; Data calibration; Calculation and risk assessment and Risk 
monitoring or treatment. 

The data collection phase concerns not only incidental records but also the description of the technical and 
operational characteristics of the system of the case studied and of the railway networks taken as a reference. In this 
sense, it is essential to identify all safety barriers and characterize them with their reliability and effectiveness in 
reducing the frequency (preventive measures) or the consequences (protective measures) of accidents. This phase 
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scenarios analysis and in Berrado et al. (2011) and Joung (2005) to predict accident rates in level crossings. 

The risk level of the accident scenario is expressed as the product of its frequency and severity. The combination 
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for the entire system as Total Expected Risk indicator (R) or Cumulative Risk indicator (CR), or as Individual Risk 
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must be evaluated to optimize the safety level in relation to the available resources. 
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barriers imply changes to the system that require a new cycle of the RM methodology. 
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The quantitative risk analysis is based on reliable and statistically significant accidental and fault data observed in 
the analysed railway system. 

Railway environment is commonly recognised as a safe system in which the set of safety systems and operating 
procedures allows risk levels to be kept under control. This means that the accident databases contain a limited number 
of accident records available for statistical analysis, with many minor high-frequency and low-severity accidents, and 
a lack of rare and catastrophic accidents (An et al., 2011). 

In addition, in railways such as local ones, alignment with national safety procedures and standards has only been 
taking place in a few years, making safety databases inconsistent and not sufficient for the implementation of explicit 
models for current and future risk estimation. 

To overcome this problem, the framework presented in this work makes it possible to draw on databases relating 
to systems comparable to the one studied to enrich the incidental information and allow more accurate analyses. In 
this way it is possible to provide new or local networks with low accidental data support on two levels: support for 
the risk assessment; support for decision making. 

3.1. Framework for external data calibration for risk assessment in local railways 

The proposed framework, briefly shown in Fig. 2, is divided into the following five main steps: Data collection; 
Construction of the bow-tie model for risk analysis; Data calibration; Calculation and risk assessment and Risk 
monitoring or treatment. 

The data collection phase concerns not only incidental records but also the description of the technical and 
operational characteristics of the system of the case studied and of the railway networks taken as a reference. In this 
sense, it is essential to identify all safety barriers and characterize them with their reliability and effectiveness in 
reducing the frequency (preventive measures) or the consequences (protective measures) of accidents. This phase 
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allows for the collection of the knowledge necessary to properly build the Bow-Tie scheme of the HE considered. The 
knowledge accumulated allows to define the structure of the Fault Tree, decomposing the causes of the HE in gradually 
more in detailed faults up to the Root Events, and to develop the scenarios in the Event Tree by identifying all possible 
successive Events. 

The quantitative estimation of frequencies and consequences in an absolute way can be challenging. For this reason, 
for each cause or consequence of the HE the calibration phase requires the estimation of the mitigating effect of 
different safety barriers.  

The frequencies, the consequences and the safety barriers of the reference networks are identified. 
Causes and consequences of the HE are associated to: the frequency or severity in the reference system; one or 

more safety barrier in the reference networks; one or more safety barriers in the examined network. 
For each cause or consequence an Impact Factor (IF) of the safety barrier is estimated. The IF expresses, in 

percentage terms, the variation in frequency or severity due to the different safety equipment. Therefore, if the network 
under examination is equipped with more performing safety systems, the IF will assume values <1, reducing the 
consequences or frequencies related to the event considered, otherwise IF will be >1. 

The IF value can be estimated quantitatively or qualitatively, depending on the information available. 
The first method is applicable to all safety barriers whose reliability is known and the probability of failure can be 

calculated. In this case, the IF can be evaluated from the relationship between the safety barriers failure probability in 
the examined system and in the reference ones. 

When information on safety barriers are missing or incomplete, qualitative methods based on expert judgement 
must be chosen. The literature has validated the performance of the use of expert judgment in quantitative risk 
assessment as a tool to overcome inaccuracies or approximations of the available data (Jiang et al., 2018). In this 
sense, methodologies such as the Fuzzy reasoning approach make it possible to overcome the ambiguities and 
subjectivity of the judgments of groups of experts. In addition, the Fuzzy approach can handle both quantitative and 
qualitative data in a uniform manner (An et al., 2011). 

The results obtained from the combination of both previous methods are collected into an IF matrix for the 
calibration of accidental data. By doing so, through the development of the risk assessment model it is possible to 
quantitatively estimate the current risk level and compare it with the acceptability thresholds and assess the need to 
control or monitor the safety level (Di Graziano et al., 2022). 

3.2. Risk management methodology as decision support tool 

RM is an iterative process that allows the continuous improvements of the railway network on the basis of the 
knowledge of the current risk level (European Union, 2013). Through the framework proposed in this work, local 
railway managers can assess the benefits or consequences on safety due to their decisions. 

The framework allows the evaluation of the minimum actions necessary for the control of unacceptable risks or the 
cost-benefits performance of new safety barriers for tolerable risks. 

Fig. 2. Risk management calibration framework  
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Any decision on safety, in fact, defines a new railway system configuration that can be evaluated by updating the 
estimation of the IF matrix as described above.  

By doing so, for each improvement of the system or combinations of improvements the benefit on the risk level 
and the related costs can be assessed, providing all the information useful for the decision-making process. 

4. Validation of the Risk Management framework as decision support tool 

The effectiveness of the RM methodology was validated in an Italian local railway. The methodology was for 
instance applied to estimate the current risk level of a tunnel and as a support tool for the decision-making process 
aimed at improving existing safety levels. 

The railway analysed has accident databases and hazard logs not in-depth enough to allow the application of 
quantitative models of RM. 

To overcome this limitation, incidental data from the Italian regional network were considered.  
First of all, in the system description phase, for the tunnel analysed all the technical, operational and safety barriers 

characteristics were identified. Relevant information on safety concerns the train spacing technology which is 
guaranteed through the Axle-Counter Block system between stations and no protection systems are equipped in the 
trains. Moreover, the Tunnel is furnished with fire detection and extinguishing systems but smoke extraction systems 
are missing. Finally, the service is operated by diesel-powered locomotives of different types and ages. 

Based on the information collected, the main HEs of the tunnel were identified as Derailment, Collision and Fire. 
The causes of each HE have been determined through FTA. Each HE is attributable to causes related to human 

errors, technical failures (infrastructure or rolling stock) or external causes. Within these macro-categories, the set of 
Roots Events has been constructed. 

The development of each HE was identified through ETA, considering the probability that the HE evolves into 
serious accidents, the triggering of further fire on the train or the involvement of other trains. 

Once the structure of the Bow-Tie model has been defined, the next step involved the calibration of the missing 
data starting from those of the reference network. In addition to the frequencies and the incidental consequences, 
information was collected on the characteristics of the operations, signalling, train equipment, etc of the Italian 
regional network. 

As described in the previous sections, an expert panel was asked to estimate through their experience and 
knowledge the value of IF for each cause and consequence of the model. Support for the assessment came from UIC 
Codex 779-9 (UIC-Codex 779-9, 2002) which describes many possible safety barriers for railway tunnels, 
characterized by the affected causes or consequences, subdivided into three classes, namely low, medium, high, 
respectively with risk reductions of less than 5%, between 5% and 25% and greater than 25%. 

The calibration allowed the quantitative assessment of the total (R), Cumulative (CR) and Individual (IR) Risk 
levels of the tunnel analysed. 

In addition, through the framework, it was possible to prioritize and analyse four improvement investments taken 
into consideration by the management, namely the purchase of more modern trains (IG1), staff updating activities 
(IG2), improvement in the smoke management system (IG3) and modernization of signalling system (IG4). 

 The risk reduction associated with each improvement was estimated using the methodology presented in this paper. 
The intervention priority was determined by assessing the effectiveness of each action in terms of the ratio between 
Total Risk reduction and cost increment (Odoki et al., 2015). Total Risk is expressed in number of FWI/tr-km, that is 
the number of fatalities and weighted injuries per unit of exposure to risk, i.e. the number of train-kilometre of the 
Tunnel in one year. The variation curves of costs and benefits for each additional action thus obtained are shown in 
the top chart in Fig. 3.  

The graphs at the bottom of Fig. 3 represent the CR level CR associated with the four intervention combinations. 
For each severity value n the frequency of accidents with severity greater than or equal to n are represented. 
Specifically, the black dotted curve identifies the RC level of the no-action hypothesis (CR_0). The solid red curves 
in the following four graphs are CR curves of the successive application of IG2, IG3, IG4 and IG1, whose order is 
determined by the decreasing efficiency in terms of risk reduction, estimated using the Risk Analysis method here 
presented, and the cost. The results show how the preparation of the staff on safety procedures plays a fundamental 
role in the reduction of accidental consequences (translation of the curve to the left), as well as the implementation of 
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For each cause or consequence an Impact Factor (IF) of the safety barrier is estimated. The IF expresses, in 

percentage terms, the variation in frequency or severity due to the different safety equipment. Therefore, if the network 
under examination is equipped with more performing safety systems, the IF will assume values <1, reducing the 
consequences or frequencies related to the event considered, otherwise IF will be >1. 

The IF value can be estimated quantitatively or qualitatively, depending on the information available. 
The first method is applicable to all safety barriers whose reliability is known and the probability of failure can be 

calculated. In this case, the IF can be evaluated from the relationship between the safety barriers failure probability in 
the examined system and in the reference ones. 

When information on safety barriers are missing or incomplete, qualitative methods based on expert judgement 
must be chosen. The literature has validated the performance of the use of expert judgment in quantitative risk 
assessment as a tool to overcome inaccuracies or approximations of the available data (Jiang et al., 2018). In this 
sense, methodologies such as the Fuzzy reasoning approach make it possible to overcome the ambiguities and 
subjectivity of the judgments of groups of experts. In addition, the Fuzzy approach can handle both quantitative and 
qualitative data in a uniform manner (An et al., 2011). 

The results obtained from the combination of both previous methods are collected into an IF matrix for the 
calibration of accidental data. By doing so, through the development of the risk assessment model it is possible to 
quantitatively estimate the current risk level and compare it with the acceptability thresholds and assess the need to 
control or monitor the safety level (Di Graziano et al., 2022). 

3.2. Risk management methodology as decision support tool 

RM is an iterative process that allows the continuous improvements of the railway network on the basis of the 
knowledge of the current risk level (European Union, 2013). Through the framework proposed in this work, local 
railway managers can assess the benefits or consequences on safety due to their decisions. 

The framework allows the evaluation of the minimum actions necessary for the control of unacceptable risks or the 
cost-benefits performance of new safety barriers for tolerable risks. 
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The development of each HE was identified through ETA, considering the probability that the HE evolves into 
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characterized by the affected causes or consequences, subdivided into three classes, namely low, medium, high, 
respectively with risk reductions of less than 5%, between 5% and 25% and greater than 25%. 

The calibration allowed the quantitative assessment of the total (R), Cumulative (CR) and Individual (IR) Risk 
levels of the tunnel analysed. 

In addition, through the framework, it was possible to prioritize and analyse four improvement investments taken 
into consideration by the management, namely the purchase of more modern trains (IG1), staff updating activities 
(IG2), improvement in the smoke management system (IG3) and modernization of signalling system (IG4). 

 The risk reduction associated with each improvement was estimated using the methodology presented in this paper. 
The intervention priority was determined by assessing the effectiveness of each action in terms of the ratio between 
Total Risk reduction and cost increment (Odoki et al., 2015). Total Risk is expressed in number of FWI/tr-km, that is 
the number of fatalities and weighted injuries per unit of exposure to risk, i.e. the number of train-kilometre of the 
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Specifically, the black dotted curve identifies the RC level of the no-action hypothesis (CR_0). The solid red curves 
in the following four graphs are CR curves of the successive application of IG2, IG3, IG4 and IG1, whose order is 
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fire control systems that reduces the consequences of rare and catastrophic accidents (lower right part of the CR curve). 
The upgrading of signaling system (IG4) lowers the CR curve reducing the incidental frequencies. Finally, the IG1 
has high costs and, with reference only to the tunnel system, a limited reduction in accidental consequences. 

The RM methodology made it possible to identify the priority and the optimal combination of improvements. In 
particular, the staff updating activities (IG2) have the best risk-reduction/cost ratio, followed by IG3, IG4 and finally 
(IG1). The combination of IGs that is closest to the optimum point, is IG2+IG3+IG4, namely the third intervention 
step, where the cost curve exceeds that of the benefits, making the implementation of further actions undesirable.   

Finally, the described results support decisions relating only to the tunnels, a more complete view can be obtained 
taking into account the effects of the improvements throughout the rest of the network. 

5. Conclusions 

The optimization of decision-making processes guided by the management of the safety level is crucial in the 
railway sector, particularly for Italian local networks where human and economic resources are limited. 

For those networks, the amount of historical information on accidents and system failures hinders the precise and 
quantitative assessment of the actual safety conditions, preventing the optimization of decisions on investments and 
improvements of the system. 

For this reason, this work provides an RM methodology that analyses and controls the role of all the elements 
influencing the safety level, supporting the Infrastructure Manager in the decision-making process for asset 
improvement. 

A framework for the calibration of accidental data collected in other railway systems through the use of expert 
judgements and quantitative analysis is presented and commented. The framework allows to indirectly assess 
frequencies and accidental consequences by comparing the effectiveness of different safety barriers. 

The methodology was applied for the evaluation of the risk level and the effect of four possible safety improvements 
in an existing tunnel of an Italian local railway. The mitigating impact of all measures was assessed through the 
evaluation of existing and planned safety barriers, and a prioritisation of interventions was provided, identifying the 
optimal intervention combination to be implemented. 

Fig. 3. Risk reduction and cost increase curves for every successive safety improvement decision 
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