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Wir darfen nicht denen glauben,
die heute mit philosophischer Miene
und uberlegenem Tone
den Kulturuntergang prophezeien
und sich in dem Ignorabimus gefallen.
Far uns gibt es kein Ignorabimus,
und meiner Meinung nach auch
fur die Naturwissenschaft uberhaupt nicht.
Statt des wrichten Ignorabimus
hei e im Gegenteil unsere Losung:

Wir messen wissen - wir werden wissen!

David Hilbert

We must not believe those,
who today, with philosophical bearing
and deliberative tone,
prophesy the fall of culture
and accept the ignorabimus.
For us there is no ignorabimus,
and in my opinion
none whatever in natural science.
In opposition to the foolish ignorabimus
our slogan shall be:

We must know - we will know!

David Hilbert
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Abstract

Various complex systems such as the Internet and the World WideWeb neural networks,
the human society, chemical and biological systems are composed of highigterconnected
dynamical units. Such systems can all be described as complex netws where the nodes
represent the dynamic units, and two nodes are connected by an edgkthe two units interact
with each other. For most networks, the complexity arises from the factthat the structure
is highly irregular, complex and dynamically evolving in time and that the observed pat-
terns of interactions highly in uence the behaviour of the entire system. However, despite
this complexity, a large number of networks from diverse elds suchas biology, sociology,
economics or technology has been found to exhibit similar topological and dyamical fea-
tures. In this thesis we study di erent aspects of the structure and dynamics of complex
networks by using approaches based on Markov and high-order Markov modgl Regarding
the structure of complex networks, we address the problem of the psence of three-body
correlations between the node degrees in networks. Namely, we intdnuce measures to eval-
uate three-body correlations by using a third-order Markov model, and we study them in
a wide range of real datasets. Then, we investigate how these correlatisnin uence vari-
ous dynamical processes. Speci cally, we focus on Biased Random WalkBRW), a class
of Markovian stochastic processes which can be treated analytically ahwhich extend the
well-known concept of Random Walk on a network. In a BRW, the motion of walkers is
biased accordingly to a generic topogical or dynamical node property. In pdicular, we in-
vestigate the connection between node-correlations in a network andhe entropy rate that
can be associated to the BRWSs on the network. We also show how it is poitde to rephrase a
BRW process on a network as a plain RW on another network having the samedpology but
di erent weights associated to the edges, and we propose a number of ajigations where this
conversion proves to be useful. In the nal part of the thesis we appt the theory of complex
networks and high-order Markov models to analyze and model data sets ithree di erent
contexts. First, we introduce a method to convert ensembles ofexjuences into networks. We
apply this method to the study of the human proteome database, to detethot topics from
online social dialogs, and to characterize trajectories of dynamical sysms. Second, we study
mobility data of human agents moving on a network of a virtual world. We show that their
trajectories have long-time memory, and how this in uences the diusion properties of the
agents on the network. Finally, we study the topological properties of netorks derived by
EEG recordings on humans that interact by playing the prisoner's diemma game.
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Introduction

Science is a wonderful thing if one does
not have to earn one's living at it.

Albent Einstein

Several systems in nature and in technology astonish us fdreir remarkable com-
plexity. For example even the simplest form of life relies ohundreds of intricate
biochemical reactions, with the product of one reaction aictg as a substrate for an-
other one. Larger organisms are characterized by thousandf cells communicating
with each other, and the complexity becomes overwhelmingahe considers the human
brain, made up of approximately 1& 10'” connections between billions of neurons.
Other examples of natural systems where complexity is a dimg feature are ecosys-
tems, where vegetal and animal species depend on the exisgewf each other, or the
genetic information encoded in their DNA. Complexity howeveis not just a feature
of life, but can be found also in many manmade systems. Amongee systems there
is for example the WorldWideWeb, consisting of webpages imii@ked in a nontrivial,
complex structure and whose complexity every internet swef experiences daily. Even-
tually, the most intriguing and amazing complex system is @bably the one where we,
human beings, are the fundamental constituents: the humarsiety.

Complex systems are commonly understood as systems compasfea large number
of elementary units which as a whole exhibit properties notbwious from the proper-
ties of the individual parts. The microscopic interactionsn the system lead to the
emergenceof macroscopic properties. The complexity of a system emeggfrom the
behaviors of the numerous interacting simple elements, aride behavior of one ele-
ment is usually di erent in isolation from when it is part of the larger system. Although
many systems around us are complicated, not all are neceslyazomplex. For example,
a car or an airplane are both objects made of many interactingarts, or the system
of chemical reactions to produce a cleanser, but these systeare perfectly controlled
since the functioning of each constituent, as well as the mtactions between their dif-
ferent parts, are completely understood. What makes a systecomplex, or what at
least all complex systems share, is the fact that an organt&an is present without any
external organizing principle being applied.
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Introduction

The Importance of Being Correlated

Because of the importance of the interactions between thertituents of such systems,
and because of the intrinsic strong correlations betweendhelements of the system,
powerful tools for the understanding of complexity are praded by complex network
theory and information theory.

Indeed, one of the simplest approaches to understand compkstems is to model
them as graphs whose nodes represent the dynamical unitgy(ethe neurons in a brain,
individuals in a social system) and the links stand for the teractions between the units.
Since the properties of these graphs are much di erent froniné properties of regular
lattices and random graphs, the standard models usually stied in mathematical
graph theory, it is common to refer tocomplex networksvhen talking about the graph-
backbone of complex systems. Complex network theory is thésdipline studying the
topological and dynamical features of these complex netvist Of course, modelling
a system as a complex network can be a very strong approxin@ati since it means
translating the interaction between two dynamical units, wich is usually depending
on time, space and many other details, into a simple binary mber: the existence or
absence of a link between the two corresponding nodes. Neleiess, in many cases of
practical interest, such an approximation provides a simplbut still very informative
representation of the entire system. Also, the large numbeff studies of real-world
complex networks has revealed the important nding that, dspite the inherent di erent
nature of many networks, most of them are characterized by ¢hsame topological
properties, suggesting the existence of universal mechems underlying many di erent
complex systems.

Information theory, instead, is the mathematical framewdt which helps us to tackle
the amount of information present in a system, making it po#isle to nd hidden regu-
larities in what, from a rst approach, can appear to be randm or highly disordered.
The starting point of information theory relies on the de nition of the concepts of ran-
dom variables, stochastic processes and entropy. As we widesn more detail later, for
example the strings of letters appearing in a text, the chaiof aminoacids in a protein
or the sequences of cities a salesman visits can all be seestashastic processes. One
goal of information theory is trying to quantify how much menory on the past is needed
in order to predict what will appear next. For instance, infomation theory is at work
when our mobile phone suggests us how to complete a word while are writing an
SMS. In the case of complex systems, where interactions beem constituents play a
fundamental role, information theory allows us to understad how much information
is encoded in these interactions. We can answer for exampleegtions like \Which
is the range and strength of correlations between aminoasidah proteins?" or \How
random are the connections between nodes in a network?" osa\How much memory
is there in patterns of human movements?", allowing us to gaia deeper understanding
in many processes and structures underlying complex systems

The contribution of this thesis to the eld of complex systems is twofold: (i) by
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Introduction

widely using the framework of information theory, with emphsis on the concepts of
high-order Markov chain and of entropy, we focus and develdpeoretical models and
analytical tools for the characterization of speci ¢ strutural and dynamical properties
of complex networks, and (ii) we apply some of these modelbgtframework of complex
networks and in general concepts of stochastic processeshwmphasis on information
theory, for the study and analysis of data of di erent real sgtems. In particular, by
means of high-order Markov chains, we can develop tools alite detect particular
patterns of correlations not explored so far, in many di erst contexts and kinds of data.
High-order correlations, namely third-order correlationsare found in the patterns of
connectivity in a large number of real-world networks (chagr 3). A particular \mix" of
short- and long-range correlations are present in proteosiéchapter 5). Long memory
processes, hence long-range correlations, are at the badauonan movements (chapter
6). At the same time, concepts derived from information they, like the entropy
rate, were at the base of our investigation of the interplay dtween structure and
dynamics for a class of processes on networks named biasetloan walks (chapter
4). Finally, we take advantage of the poweful framework of cqomlex network theory to
relate correlations in EEG data from people engaged in coopéve games to sel sh
behavior (chapter 7).

Outline of the Thesis

The thesis is divided into three parts.

The rst part, made up of two chapters, provides the backgrond concepts we use
in the second and third part of the thesis. Chapter 1 is an inrduction to complex net-
works. We give rst the formal de nition of graph, the mathematical representation
of a network, and introduce the most important measures to elnacterize the topo-
logical properties of graphs. Successively, we discussitgb properties of real-world
networks, and we conclude with a review of the main models tomstruct networks. In
chapter 2, we provide the basics of information theory. Firsive introduce the notions
of stochastic process, as well as of joint, conditional an@lative entropy. We then
illustrate the concepts of Markov chain and of high-order M&ov chain and focus on
their properties. In particular, we explain the key-conceypof ergodicity and show how
this impacts the growth of entropy, as expressed by the solleal entropy rate.

In the second part of the thesis, we focus on the study of therstture and dynamics
of complex networks from a theoretical point of view. In partular, in chapter 3 we
describe the formalism to study correlations between paid nodes in a network. As
these two-body correlations have been found to be a partieml feature in most real
networks and play an important role in many processes, we awds in this chapter
the problem of measuring two-body correlations as well asghier order correlations.
In particular, we illustrate how to extend the mathematicalformalism to the study
of three-body correlations, namely correlations in tripks of nodes, by using high-
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Introduction

order Markov chains. We also investigate the existence ofrée-body correlations in a
number of real-world networks, assessing that they are pesg in most of them and that
they are not negligible in respect to the correlations of laev order. The dynamics of
networks are instead studied in chapter 4. We focus on a pattilar class of dynamical
processes on networks, called random walks. After introdug the de nition of random
walk, and distinguishing between unbiased and biased randowalks, we characterize
them as markovian stochastic processes, and we use inforiattheory to derive their
properties. We also show how to associate an entropy rate torandom walk on a
graph, and we prove the possibility of designing biased raoch walks with maximal
entropy rate for a given graph by solely using information leally available on the graph
constituents. In the end of the chapter, we also mention howtrephrase the problem of
biased random walks in terms of unbiased random walks by redimg the underlying
graph.

Finally, in the third and last part of the thesis we move to the aalysis of real-world
datasets by using approaches based on complex networks anfibimation theory. In
chapter 5, we rst propose a method to convert ensembles ofrsigolic sequences into
networks. This conversion, based on the use of high-order Mav chains, retains the
short- and long-range correlations in the sequences and l®@&n to have the advantage
to compact the most important information contained in the oiginal data into an easier
to handle object. The usefulness of the method is illustradeby means of applications
in di erent contexts, namely to the collection of human protins where we are able to
uncover details on the protein biological function, to a sedf short messages in a social
platform with the aim of detecting \hot topics", and to quantifying chaos in trajectories
of dynamical systems. Further, in chapter 6, we study a dataeson mobility of players
in an online game. The analysis of these data provides evidenthat mobility is
in uenced not only by spatial constraints, but also by socieconomic factors, and that
human mobility patterns exhibit long-range correlations. We construct a long-term
memory model that captures the statistical properties obseed in the data. Finally,
in chapter 7, we present results from an experimental studynchuman interaction,
conducted in collaboration with a neuroscience laborataryThe experiment consists
in recording EEG data of electrical brain activities betwee pairs of individuals who
are playing the Prisoner's Dilemma game. Performing an aralis on this EEG data
within the framework of complex networks, we demonstrate thstriking possibility to
predict whether a player will cooperate with his/her co-plger.

16



Chapter 1
The ABC of Complex Networks

The important thing in science is not so
much to obtain new facts, as to discover
new ways of thinking about them.

William Bragg

Networks can be represented as graphs, and graph thearyl [1Zd ers the frame-
work for the exact mathematical treatment of complex netwds. In the rst part
of this chapter, we will introduce de nitions and notationsfor the study of graphs.
We will discuss the most important properties charactering the graphs of many real-
world networks in the second part of the chapter, while the nsb important models to
construct graphs will be revised in the third part.

1.1 De nitions and measures

1.1.1 Notation

An undirected (directed) graphG = ( N ; L) consists of two setdN andL, such thatN &
; and L is a set of unordered (ordered) pairs of elements Nf. The elements ofN
fny;ny; i nyg are callednodesor vertices while the elements ofL  f 14;15; 51k @
are links or edges The number of elements irN and L is usually denoted byN and
K, respectively. We assume that the graph has no multiple lisk meaning that all the
elements of the set. are di erent from each other.

A node is usually denoted with a number = 1; ;N, which is the order of the
node in the setN . In a undirected graph, a link is individuated by a couple of odes
i andj, and it is denoted as {(j ) or I . The link is said to connect the two nodes
and |, or also to be incident ini and | .

Two nodes connected by a link are said to badjacentor neighboringnodes. In a
directed graph, the order of the two nodes forming a links mtgrs: (i;j ) stands for a

17



1. The ABC of Complex Networks

link from i to j, which is di erent from (j; 1), standing for a link fromj to i. Two links

between the same pair of nodes but with di erent directions @y occur simultaneously.
Often links of a directed graph are referred to aarcs. In an undirected graph withN

nodes, the total number of linksK is a number between 0 andN (N 1)=2. In the
case of a directed graph, the maximum number of links is equal N (N  1). When
a graph has a number of links equal to the maximum, the graph &aid to be afully
connectedgraph.

1.1.2 Representations of a graph

A graph can be visually represented by drawing dots or smalircles, corresponding
to nodes, and by connecting two dots by a line if between the mesponding nodes a
link occurs. In Fig.[1.], an example of an undirected graph amaf a directed graphs
are drawn in panels (a) and (d) respectively. Although the visal representation can
be very helpful to get a rst idea of the structure of a graph,tican be used only in a
few cases, when the graph has a small number of nodes and d€dinA more powerful
representation is provided by the so-calleddjacencymatrix A. This is a square matrix
of dimensionN, whose generic entryy; is either one, if a link exists betweem and j,
or zero, if no link occurs. In the case of a directed graphy; is 1 if there is a link going
from i to j and zero otherwise. In panel (b) of Figl the adjacency matrof the
graph in (a) is shown, while the adjacency of the graph in (dsireported in panel (e).
Notice that the adjacency matrix of the undirected graph is symetric, while it is not
for the directed graph.

While the adjacency matrix is very convenient for analyticakalculations and for
theoretical proofs, it is not practical for numerical comptations. In fact, since the
adjacency matrix of most real-world network is sparse, meeng that the number of
non-zero entries of the matrix is of the same order ®f, the computer representation
of the graph in terms of adjacency matrix stores also many usss zero-entries. A more
compact representation, saving considerable storage spacs theij-form, also called
edge list In this representation, the graph is encoded asl@ 2 matrix, where each
row contains two entries corresponding to the ending nodesand j of one of the link
(i;J ) of the graph. For an undirected graph, the edge list has dimeion X 2 if
one considers pairs of nodes has ordered. This is a less carhjpam, but it avoids
misunderstanding if nothing about the directed/undirectel nature of the links is a
priori specied. Notice that in the edge list representation there is no information
about the presence of isolated nodes, i.e. nodes with no knkin Fig. (c) and (f),
examples of edge lists, associated to the graphs of panelsgad (d), are shown.

1.1.3 Path, walk, cycle

A central concept in graph theory is that of reachability of wo di erent nodes of a
graph. In fact, two nodes that are not adjacent may nevertheks be reachable from

18



1.1. Definitions and measures

a) 1 b) C) /1 2
1 4

2 6 01 0 1 0 1 2 1
100100 5 4

3 N N
O 000000 41

5 100000 4 2

4 3

4 6 1

010101 13
100100 1 6
A_| 000100 2 1
111000 41
00000 0 6 1
100000 6 4

Figure 1.1: Representations of an undirected (upper panels) and of a directed (bottom panels) graph.
In a) an undirected graph of 6 nodes and 5 links is shown, while in (b) we report the corresponding
adjacency matrix and in (c) the corresponding edge list. In this edge list, each pairs of connected
nodes is reported twice, as ordered pairs are considered. This representation is somehow redundant
since a link of an undirected graph can be in principle individuated just by its ending nodes, without
specifying their order. A more compact representation, where each link is specified only once, can be
used if one knows a priori that the graph is undirected. In (d) a directed graph of 6 nodes and 6 arcs
is shown. The corresponding adjacency matrix is reported in panel (e), the corresponding edge list in
panel (f). Notice that in both the graphs node 5 is an isolated node (i.e. a node without links), which
is reflected in the 5th column and 5th row of the adjacency matrixes being made of zeros.

one to the other. A walk from node ¢ to node j is an alternating sequence of nodes and
edges (a sequence of adjacent nodes) that begins with ¢ and ends with j. The length of
the walk is defined as the number of edges in the sequence. A trail is a walk in which
no edge is repeated. A path is a walk in which no node is visited more than once. The
walk of minimal length between two nodes is known as shortest path or geodesic (see
also Sec. . A cycle is a closed walk, of at least three nodes, in which no edge
is repeated. A cycle of length £ is usually said a k-cycle and denoted as C. Cj5 is a
triangle (C3 = K3), Cy is called a quadrilateral, Cs a pentagon, and so on. A graph is
said to be connected if, for every pair of distinct nodes ¢ and 7, there is a path from
1 to j, otherwise it is said unconnected or disconnected. A component of the graph is
a maximally connected induced subgraph. A giant component is a component whose
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1. The ABC of Complex Networks

size is of the same order aN.

1.1.4 Shortest Path

In a graph, the distance between two elements of the networl; , is de ned as the
length of the geodesic, i.e. the shortest path, that goes fronodei to j. In a uncon-
nected graph, the geodesic path between two nodes belongiwg di erent component

is said to be in nite. One can then construct the distance maix D so that its ij -entry

is equal tod; . This matrix is symmetric in the case of an undirected graphwhile it is

in general asymmetric for directed graphs. Based on the distce matrix D, two global
graph measures can be de neddiameter and average path lengthThe diameter of a
graph is the longest geodesic between any pair of nodes in tiraph for which a path
actually exists. The average path length, usually denotedithi L, is the mean of the
geodesic path lengths between all the pairs of nodes in theagh, hence

1 X

LENIN D

di (1.1)
i;j 2N

1.1.5 Degree of a node

The degreeor connectivity k; of a nodei is de ned as the number of edges incident in
i. In terms of the adjacency matrixA, the degree can be de ned as:

X
ki = aj : (1.2)
j2N

In the undirected graph of Fig.[1.1L, for examplek; = 3 and ks = 0. If the graph is
directed, the degree of the node is of two di erent kinds: theut-degreek?“tpz | &,
i.e. the number of links outgoing from the node, and the in-ggeek" = | i, e
the number of links incoming in the node. Then, a total degrek can be de ned as
the sum of the in- and out-degreds; = k°' + kI". In the directed graph of Fig.,
kUt =2, ki' =3 and k1 = k§" + ki =5,

In the case of undirected graphs, another quantity of intest is the average con-
nectivity of the rst neighbors of a nodei, denoted ask,, (i). Formally, this quantity
can be written as:

I:)N I:>N
ki (1) = —ZPA 22 = A w:3)
j=1 % L

In the undirected graph of Fig.[I.1l the average connectivityfahe rst neighbors of
node 1 iskn, (1) = ktkutks =,
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1.1. De nitions and measures

1.1.6 Degree distribution

One of the most basic topological properties of a grapB is its degree distribution
P (k). It is de ned as the probability that a randomly chosen nodeof the graph has
degreek or, equivalently, as the fraction of nodes in the graph havgndegreek. In this
thesis we will also indicate the degree distribution, withiie symbolPy, which stresses
the fact that k is a discrete variable.

In the case of directed networks, one has to consider two disutions, P (k™) and
P (k°""). To compute the degree distributionPy of a real network, one has to count the
number of nodedN which have the same connectivitk. Then, it will be P, = N¢=N,
whereN is, as usual, the total number of nodes in the graph.

As we will see in following sections of this chapter and in othparts of this thesis as
well, important information on the graph can be derived fronthe statistical moments
of the degree distributionP (k). The n-moment of P (k) is de ned as:

X
h"i = k"P (k): (1.4)
k

The rst moment ki is the mean degree 0. The second moment measures the
uctuations of the connectivity distribution.

1.1.7 Degree-degree correlations

The degree distribution completely determines the statigtal properties of uncorrelated
networks. However a large number of real networks ae®rrelated in the sense that
the probability that a node of degreek is connected to another node of degree, sk
depends ork. In these cases, it is necessary to introduce tloenditional probability
P (kYk), being de ned as the probability that a link fror’rba node of dgreek points to
a node of degre&® P (kJk) satis es the normalization ,,P(kjk) = 1, and the de-
gree detailed balance conditiokP (k§k)P (k) = k%P (kjk9P (k9 [15]. For uncorrelated
graphs, in whichP (k9k) does not depend ork, the detailed balance condition and the
normalization give P (k9k) = k%P (k9)=tki.

In general, the computation of the matrixP (kJk) yields noisy results, mainly due
to nite size e ects. Because of this, in order to investiga¢ the presence of correla-
tions, it is convenient to compute other quantities, such athe average degree of the
neighbours of nodes with connectivityk, hk,,i (k). This quantity is in fact related to
the conditional probability P (kjk) by means of the following formal de nition:

X
Hani (K) = k%P (K9K) (1.5)

kO

Although the rigorous de nition of hk,,i (k) is the one given above, the average
degree of the neighbours of nodes with connectivityis nothing else than the average
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1. The ABC of Complex Networks

connectivity of the neighbors of a node, as expressed by E(§,Javeraged over all nodes
belonging to the same degree class, i.e. having the same emtivity k:

X

Mnni (K) = Knn (1) (Ki; K)

1
Ny i
where (k%k% is the kronecker delta andNy is the number of nodes with the same
degreek.

When a graph has no degree correlations, making use of the tigla P (kjk) =
k%P (k9=hki and of Eq[1.4, one can easily prove thdk.,i (k) = hk2i=tki and thus that
Hknni (k) does not depend ork. However this is not the case in most real-networks,
which do have degree-degree correlations. In particulat, has been shown[ 13, 16]
that in many real networks one nds that hkn,i (k) k . When hkq,i (k) is an
increasing (decreasing) function of k, happening for< 0 ( > 0), the network is
said to be assortative (dissasortative). The assortatiwtdenotes the tendency of nodes
of similar degree to connect with each other, while in dissasative networks highly
connected nodes tend to be linked to low degree ones. It hassbheobserved that
social networks tend to be assortative, while technologicand biological networks
show usually dissasortative patterns.

Sometimes it is useful to measure the overall degree-degeeaelations in a network,
meaning that one summarizes with one value the presence anagnitude of degree-
degree correlations. Such a measure is provided by thgsortativity mixing coe cient
r [14,[17], which is de ned as:

P
Ki Kj ki kj Ex K =2K Ok Ok

2
q

r = (1.6)

whereEy, y; is the number of edges connecting nodes of degkgandk;, g is the distri-

bution of the so-called remaining degree and @ = —% Py is the degree distri-

bution and gis the variance of the distributiong,. With this de nition, r 2 [ 1;1]. In
a network with no assortative (or disassortative) correlabns Ey,;, =2K takes the value
O G , and the coe cient r = 0. If there are correlations instead Ey; ., =2K will di er
from this value andr, which is nothing else than the Pearson correlation coe ci& of
the degrees at either ends of an edge, will indicate how (diskortative a network is. A
positive value ofr, indicates that the presence of assortativity, i.e. an ovall tendency
of nodes with high (low) degrees connecting to nodes with hidglow) degrees. A nega-
tive value ofr means instead that the network is disassortative, i.e. theris a tendency
for nodes with high (low) degrees to connect to nodes with lofhigh) degrees.
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1.2. Topological properties of real networks

1.1.8 Clustering coe cient

Clustering, also known as transitivity, is a typical propety of many social networks,
like the acquaintance network, where two individuals with a@ommon friend are likely
to know each other[|[1B]. In terms of a generic grap, transitivity means the presence
of a high number of triangles. This can be quanti ed by de nig the transitivity T
of the graph as the relative number of transitive triples, €. the fraction of connected
triples of nodes (triads) which also form triangles [1.9]:

_ 3 #of triangles in G
~ # of connected triples of vertices in G

(1.7)

The factor 3 in the numerator compensates for the fact that eéa complete triangle
of three nodes contributes three connected triples, one ¢tered on each of the three
nodes, and ensuresthat 0 T 1, with T =1 for Ky.

An alternative possibility is to use the graphclustering coe cient C [20], de ned
as follows. A quantity ¢ (the local clustering coe cient of nodei) is rst introduced,
expressing how likelyay, =1 for two neighborsj and m of nodei. Its value is obtained
by counting the actual number of edges (denoted bg) in G; (the subgraph made up
of the neighbors ofi). Notice that G; can be, in some cases, unconnected. The local
clustering coe cient is de ned as the ratio betweene and kj(k; 1)=2, the maximum
possible number of edges iG; [20]:

26 _ Pj;m &j &m Ami

kiki 1) ki(ki 1) (18)

Ci:

The clustering coe cient of the graph is then given by the aveage ofc over all the
nodes inG: 1 X

C=ha=

N G : (1.9)

i2N
By de nition, 0 G 1,and 0 C 1. It is also useful to considerc(k), the
clustering coe cient of a connectivity classk, which is de ned as the average o€
taken over all nodes with a given degrele.

1.2 Topological properties of real networks

1.2.1 The small-world property

The study of several dynamical processes over real netwotias pointed out the exis-
tence of shortcuts, i.e. bridging links that connect di erat areas of the networks, thus
speeding up the communication among otherwise distant nagle

In regular lattices in D dimensions, the mean number of vertices one has to pass
by in order to reach an arbitrarily chosen node, grows with th lattice size asN 7.
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Figure 1.2: An important graph property is the degree distribution function P(k), expressing the
probability that a randomly chosen node of the graph hask edges. Arandom graph described in
i

Sec , has a Poissonian degree distributiod (k) = e" ki hi—',k wherelki is the average connectivity

in the network. A scale-free graphis instead characherized by a power-law degree distributionH (k) =
Ak  usually with 2 < < 3), as described in Seq. 1.2]2 ar[d 1.3.4. A power-law distribution appesr
as a straight line in a double-logarithmic plot. In the gure, we show with red triangles the degree
distribution of an Erdys-Renyi (ER) random graph, while with black c ircle the degree distribution of
a scale-free graph is reported. Both graphs have the same number of naéN = 10%) and the same
average connectivity (ki = 8). One can easily notice that in the case of a scale-free graph, low degre
nodes are the most frequent ones, but there are also a few highly concted nodes, usually callechubs
not present in a ER random graph.

Conversely, in most of the real networks, despite their oftelarge size, any two nodes
are usually connected by a relatively short path. This feate is known as thesmall-
world property and is characterized by an average shortest pathnigth L, de ned as
the average length of the shortest paths between any two psiof nodes in the graph,
that depends at most logarithmically on the network sizeN [20]. Historically, the
small-world property was rst observed in social networks Yy Milgram [18, [21,[22],
who conducted a series of social experiments to estimate taetual number of links
in a chain of acquaintances. Milgram's surprising result vgathat the number of links
needed to connect two individuals taking part in his experients and sampled from
the USA population, had an average value of just six. The smalorld property has
been later observed in many other real networks, includingddogical and technological
ones, and is a fundamental mathematical property in some natrk models, as for
instance in random graphs. However, at variance with randomraphs, the small-
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1.2. Topological properties of real networks

world property in real networks is often associated to the psence of high values of the
clustering coe cient, de ned as in equation {1.9). For thisreason, Watts and Strogatz,

in their seminal paper, have proposed to de ne small-worldatworks as those networks
having both a small value ofL, like random graphs, and a high clustering coe cient

C, like regular lattices [20]. In another formulation, the srall-word properties can be

reformulated in terms of the so-calledocal and global e ciency [23,[24].

1.2.2 Scale-free degree distributions

Until a few years ago, before the extensive exploration of datibout real-world net-
works, it was common idea that networks were \homogeneousHomogeneity in the
interaction structure means that almost all nodes are topobically equivalent, like in
regular lattices or in random graphs. In these latter onespf instance, each of the
N(N 1)=2 possible links is present with equal probability, and thushe degree dis-
tribution is binomial or Poisson in the limit of large graph i&ze (see sec[ 1.3.1). Itis
not startling then that, when the scientists approached thetudy of real networks from
the available databases, it was considered reasonable tal degree distributions local-
ized around an average value, with a well-de ned average afiadratic uctuations. In
contrast with all the expectancies, it was found that most ofhe real networks display
power law shaped degree distributiof?(k) Ak , with exponents varying in the
range 2< < 3. The average degrekki in such networks is therefore well de ned and
bounded, while the variance 2 = hk?i h ki? is dominated by the second moment of
the distribution that diverges with the upper integration limit k.« as:

Z kmax
<k?>= K2P(k) k3., : (1.10)

Kmin

Such networks have been namestale-freenetworks [25,26], because power-laws have
the property of having the same functional form at all scaledn fact, power-laws are
the only functional form f (x) that remains unchanged, apart from a multiplicative
factor, under a rescaling of the independent variablg, being the only solution to
the equationf (x ) = f (x). Power-laws have a particular role in statistical physics
because of their connections to phase transitions and fratd. In the following, when
referring to scale-free networks, we will denote the clasg graphs with power-laws in
the degree distribution. Of course, this does not necessgrimplies that such graphs
are scale-free with respect to other measurable structurptoperties. These networks,
having a highly heterogenous degree distribution, resultithe simultaneous presence
of a few nodes (thehubg linked to many other nodes, and a large number of poorly
connected elements.
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1. The ABC of Complex Networks

1.2.3 Community structure

Real networks display large inhomogeneities, revealing &gh level of order and or-

ganization. The distribution of edges is not only globallynhomogeneous, as shown
by fat-tailed degree distributions, but also locally, withhigh concentrations of edges
within special groups of nodes, and low concentrations beten these groups. This
feature of real networks is calledcommunity structureE[Z?‘]. Communities, also called
clusters or modules, are groups of nodes which probably skatommon properties

and/or play similar roles within the graph. In Fig. a scheratic example of a graph

with communities is shown.

The aim of community detection in graphs is to identify the mdules and, possibly,
their hierarchical organization, by only using the inform#on encoded in the graph
topology. However, nding communities within an arbitrary network can be a di cult
task. The number of communities, if any, within the network $ typically unknown
and the communities are often of unequal size and/or densitjHowever, despite these
di culties, in the last years, tons of methods for community nding have been pro-
posed, and many of them have been proved to be successful aios levels. Below
we describe just two of the several methods to detect commtias, which will be re-
called and applied later on in this thesis: théVarkov Clustering (MCI) and modularity
optimization. A complete review on community structure in networks, togaer with a
detailed analysis of di erent algorithms to detect commuriies, is provided in [27].

MCI Algorithm

The Markov Clustering algorithm [28], shortened as MCI, is &sed on the behavior
of random walkers (see Sef. 4.1 for more information aboutettrtoncept of random
walk) moving on the network. For this reason, this algorithmcan be used also for
directed and weighted graphs. The algorithm works as foll@w (i) start constructing
the operatorB = A + |, whereA is the adjacency matrix of the network and is the
identity operator, and normalize each column oB to obtain a stochastic transition
matrix = f ;0 j = P%; (i) compute 2 (this operation is also called expansion);
(iii) take the ry power (with r > 1) of every single entryp; of (this operation is also
denoted as in ation), then normalize again to one each columof the new computed
matrix; and (iv) go back to step ii. After several iterations MCL converges to a matrix
MCl (r) which is invariant under expansion and in ation transformations. Only a
few rows of MC! (r) have some nonzero entries: the non-zero entries belongiig
the same row correspond to the nodes belonging to the same camity. The role of
the expansion operation is to let random walkers to exploréhé network, moving in
each expansion step from one node to its neightfir§ he in ation operation, instead,

1Sometimes, as an alternative to the expression community structurealso the term clustering is
used. However, we prefer not to use this term to avoid misundersinding with the concept of clustering
coe cient, introduced in Sec. E? which has nothing to do with the idea of community structure.
2Notice that the addition of the identity matrix in (i) makes a node neigh bor of itself.
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1.2. Topological properties of real networks

Figure 1.3: Example of a graph made up of 4 communities, indicated in the gue by dashed circles.
Nodes belonging to the same community have the same colour. The dengibf links between nodes
within the same community is larger than that of links between membes belonging to di erent
communities.

reinforces the high-probability walks at the expense of thiew-probability ones. The
parameterr tunes then the granularity of the clustering. Ifr is large, the e ect of
step becomes stronger and the random walks are likely to eng in small \basins of
attraction" of the network, resulting in several small clugers. On the other hand, a
small r produces larger clusters. In the limit of ! 1, only one cluster is detected.

Modularity and its optimization

One of the most widely used methods for community detectiors modularity maxi-
mization. The Modularity of a graph partition, i.e. the division of the graphs into
modules, is the fraction of the edges that fall within the gen modules minus the
expected fraction if edges were distributed at random. For given division of the net-
work's nodes into some modules, modularity re ects the coantration of nodes within
modules compared with random distribution of links betweemll nodes regardless of
modules. The modularity maximization method detects commmities by searching over
possible divisions of a network for one or more that have paularly high modularity.
There are di erent methods for calculating modularity. In the most common version
of the concept, the randomization of the edges is done so aspi@serve the degree of
each vertex. For an undirect graph, to detect communities bgnaximizing modularity
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1. The ABC of Complex Networks

Q, the usual functional form used is the following:

1 X kik; _
Q_Ru A e (G;G) (1.11)

where ¢ is the group or community to which nodei belongs in the graph partition
considered for the evaluation of the modularity and (m; n) is the Kronecker delta.

The value of the modularity lies in the range [ 1;1]. It is positive if the number of
edges within groups exceeds the number expected on the badishance.

Since exhaustive search of the value of modularity over albpsible divisions is usu-
ally intractable, practical algorithms are based on appramate optimization methods
such as greedy algorithms, simulated annealing, or spedtogtimization, with di erent
approaches o ering di erent balances between speed and acacy.

1.3 Network models

In the last twenty years, the analysis of many di erent kindsof real-world networks,
highlighting a number of di erent topological features, ha stimulated the introduction
and study of many models. Most of these models try to capturéé properties of real-
graphs, and helped to construct a series of methods and algoms to create \synthetic"
networks. In the following we describe some mathematical mels of networks which
are either milestones in the network science or which will besed later in this thesis.

1.3.1 Erdjs-Renyi random graphs

In 1959, Erdds and Renyi published a seminal article in wiuh they introduced the
concept of arandom graph[29]. The term random graph refersaetly to the disordered
nature of the arrangement of links between di erent nodes. s and Renyi proposed
a model to generate random graphs witN nodes andK links, henceforth calledErd)s
and Renyi (ER) random graphsand denote asGE,;RK . Starting with N disconnected
nodes, ER random graphs are generated by placing a number of edges randomly
between pairs of nodes, taking care to avoid multiple conrteans between the same
pair of nodes[[ZB]. With this procedure, one gets a graph whick only one of many
possible realizations. In other words, the generated grapé only one element of the
statistical ensemble of all possible combinations & connections in a graph ofN
nodes.

An alternative model for constructing ER random graphs consis in connecting
each of the™® 2 couples of nodes with a probability 0< p < 1. This de nes a
di erent ensemble, indicated asGy7, whose elements can have dierent number of
links, that is to say not exactly K links. It can be proved that the two modeIsGE,;RK
and GJf} coincide in the limit of largeN . In this limit, one can switch from one model

to the other using the relationp = %
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1.3. Network models

For largeN, and xed hki = 2K=N, it is easy to prove that the degree distribution
of ER graphs is well approximated by a Poisson distribution:

ik
P(k)= eh k‘rt—'l ; (1.12)

This also re ects the idea that all the nodes in a random graplare statistically
equivalent, as all nodes in the graph have \similar" degre@ the sense that a randomly
chosen node it is likely to have a degree close to the averagdue hki¥. Because of
their degree distribution, ER graphs are sometimes refedeto as Poisson random
graphs ER random graphs are, by de nition, uncorrelated graphs,isce the edges are
connected to nodes regardless of their degree. Consequerfl(kjk) and kn, (k) are
independent ofk.

ER random graphs, for their simplicity, are the most studiecamong graph models.
However, as a model of a real-world network, it has some sesa@hortcomings. Perhaps
the most serious is its degree distribution, which is quitenlike those seen in most real-
world networks.

1.3.2 Generalized Random Graphs: Con guration Model

The poissonian distribution of ER random graph is very di eent from most degree
distributions found in most real networks. Indeed, the dege distribution of many real
networks has been found to be fat-tailed, and, in many cases, follow a power-law
degree distribution (see Se.2). Therefore, if we wantmodel real-world networks
as random graphs, or if we want to extract interesting propées of real networks from
a comparison with an appropriate null model, one should extd ER models to consider
random graphs in which the degree of each node is arbitrardgsigned to take a precise
value. This model represents the generalization of the ER mel, and allow us to
generate graphs with a given arbitrary degree distributio® (k). In the mathematical
literature, this kind of model is known as thecon guration model, to describe ensembles
of random graphs withN nodes,K edges, and a given degree sequerice [12, 30]. The
con guration model is de ned as follows: assign a number obaesN , a number of links
K and a (r\},egree sequend2 = fki;ky;  ;Kkng, i.e. a sequence dll integer numbers
such that  k; = 2K ; the con guration model, denoted asGﬁ?Bf , then consists in the
ensemble of all graphs oN nodes andK edges, in which vertex has the specied
degreek;, with i =1;2; ;N; and where each graph has the same probability to be
generated.

To generate one graph of the ensemble de ned by a given degssguence D, one
can assign to each node with i =1; ;N a number of half-edges (also called stubs)
equal to its degreek;. Then, one matches randomly with uniform probability pairsof
stubs together, until all the K edges of the graph are created. Obtaining a graph with
a given degree distributionP (k) is very simple: it is su cient to extract the N integer
numbers forming the degree sequence with a probability digiution identical to the
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Y

Randomness

Figure 1.4: Small-world networks [20] have intermediate properties bveen regular lattices, rst
graph in gure, and random networks, third graph in gure. A regular lattice has high clustering but
also a large average path length, while a random graph is characterized by &art path length together
with a low clustering. A small-world network, middle graph in gure, borrows a high clustering
coe cient from the former and a short average path length from the latter.

desired degree distributiorP (k).

1.3.3 Watts and Strogatz model

The Watts and Strogatz (WS)model is a method to construct graphs having both the
small-world property and a high clustering coe cient [20]. The model is based on a
rewiring procedure of the edges implemented with a probaityl p. The starting point

is a N nodes ring, in which each node is symmetrically connected tis 2m nearest
neighbors for a total ofK = mN edges. Then, for every node, each link connected to
a clockwise neighbor is rewired to a randomly chosen node hwia probability p, and
preserved with a probability 1 p. Notice that for p = 0 we have a regular lattice,
while for p = 1 the model produces a random graph with the constraint thaeach node
has a minimum connectivity ki, = m. For intermediate values ofp the procedure
generates graphs with the small-world property and a nonitrial clustering coe cient.
The small-world property results from the immediate drop inL(p) as soon asp is
slightly larger than zero. This is because the rewiring ofrlks creates long-range edges
(shortcuts) that connects otherwise distant nodes. The ea of the rewiring procedure
is highly nonlinear onL, and not only a ects the nearest neighbors structure, but it
also opens new shortest paths to the next-nearest neighbarsd so on. Conversely, an
edge redirected from a clustered neighborhood to anotherdehas, at most, a linear
e ect on C. That is, the transition from a linear to a logarithmic behavor in L(p) is
faster than the one associated with the clustering coe ciegnC(p). This leads to the
appearance of a region of small (but nonzero) values @f where one has both small
path lengths and high clustering.
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1.3. Network models

Figure 1.5: lllustration of the BA algorithm for mg =3 and m =2. At t = 0 we start with a complete
graph of mg nodes. At every timestep a new nodg is added, which is connected tom = 2 vertices,
preferentially to the vertices with high connectivity, determined by the rule of Eq.[I.13. Thus, at time
t there aremg + t vertices and " + mt edges. At each time step, the new node is in cyan, and
the two new edges are drawn with dashed lines.

1.3.4 Baralasi-Albert model

The Baralasi-Albert (BA) model is a model of di erent kind in respect to those pre-
sented before. In fact, it is a model aiming at reproducing hoawnetwork grows, instead
of modelling a network in its nal, \equilibrium" state. The BA model was inspired to
the formation of the World Wide Web, a scale-free graph, and isased on two basic
ingredients: growth and preferential attachment[[26]. Theébasic idea is that in the
World Wide Web, sites with high connectivity obtain new linksat higher rates than

low-degree nodes. More precisely, a BA undirected graphMfnodes and with average
degreehk = 2mi is constructed, starting with a complete graph with a small amber

N(t =0) = mO of nodes andK (t =0) = "° links. The graph grows according to
the following two steps:

At each time stept (t =1; 2; 3;:::) a new nodej is added. The new node has
m  mg edges, that linkj to m di erent nodes, already present in the system;

When choosing the nodes to which the new nogeconnects, it is assumed that
the probability ;, ; that n will be connected to node is linearly proportional
to the degreek; of nodei, i.e.:

k.
=P (1.13)

After t time steps, the algorithm results in a graph withN (t) = N(t = 0) + t nodes
and K (t) = K(t = 0) + mt edges, which for very large values df corresponds to a
graph with an average degre&ki = 2m (see also FigS). The procedure is iterated
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1. The ABC of Complex Networks

until the desired nal number of nodes N is reached. Inthe limht! 1 , the model
produces a degree distributioP (k) Kk , with an exponent = 3.

32



Chapter 2

Elements of information theory

An absolute can only be given in an intuition,
while all the rest has to do with analysis.

Henri Bergson

In this chapter we provide the basics of information theory.In particular we in-
troduce the notion of stochastic process and the de nitionsf joint, conditional and
relative entropy. We then illustrate the concepts of Markowhain and of high-order
Markov chain and focus on their properties. In particular, W explain the key-concept
of ergodicity and show how this impacts on the growth of entpy, as expressed by the
so-called entropy rate.

2.1 Stochastic processes

bility distribution p;  Prob[X = s;]; i =1;:::;N. In other words, p; is the probability
that the random variable X assumes the values;, i.e. that the system is in states;.
Unless otherwise speci ed, we shall assume that the numbidr of states is nite.

integer n is the length of the stochastic process. Since there can be arbitrary
dependence among the random variables, the stochastic peses is characterized by the
joint probability distribution:

Bijioin  Prob[(X1; Xo;:::5X0) =(Siy;Siys it Si)] (2.1)
or by the conditional probability distribution:

Pinasjiviin = PrOB[Xner = Si, J(Xg 005 Xn) = (Sigsii0sin)] (2.2)
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2. Elements of information theory

Prps iy = L (23)

""" " Pissiziin
in terms of the joint probabilities.

A stochastic process can be viewed asdgnamical systemi.e. as a system whose
state changes in time:
X! X! Xs! (2.4)

The subscript on the random variables here represents a tinmedex: by X; we mean
the state of the system at timet, with t = 1;2;:::. At each time t the system can

trajectory of time length n. This means that the dynamical system is in states;,
at time t = 1, then it moves to state s;, at time t = 2 and so on. In principle, we
have N" di erent sequences of lengtm. Not all of them are in general possible, and
some of them happens with a probability higher than others. Abf this is described in
terms of the joint probability distributions in Eq. (2.1) or by the conditional probability
distributions in Eq. @ The joint probability pi, i, represent how frequent is the

2.1.1 Markov chains

A discrete stochastic processXy; X ; X3;:::) is said to be aMarkov processor equiv-
alently a Markov chainif, for n = 1;2;:::, the conditional probability distribution has
the form:

Pinstjiviia = Pinajin(N)  ProbXna = s, jXn = si,] (2.5)

variable depends only on the previous one, namely the ( 1)th, and not on the entire
previous sequence. Such a process is said to be a short menpocess, since the
\history" of the rst n 2 steps has no in uence on thath state. Eq.[2.5 implies that
the joint probability distribution p;,.,.i, of a Markov chain has the form:

----- n

Pisiiziin = PiuPiois(1)  Pigjin (N 1) (2.6)

The conditional probability p;;(t) is called the transition probability of the Markov
chain at time t.

From now on we shall consider only Markov chains with time-i@mriant transition
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2.1. Stochastic processes

probabilities, i.e., Markov chains whose transition prohailities
pij (1) = (sisy) (2.7)

do not depend explicitly on time. Such Markov chains are catldime-invariant Markov
chains The probabilities (sys) satisfy the relation

(sis) =1 (2.8)
s®2s

because from a given state at timé¢ 1, the system goes to one of the possible states
at the next time with probability one.

The transition probabilities (sYs) can be written in the form of aN N transition
matrix:

(31]: S1) (31]: S2) (Slj: Sn)
SjS SjS AR
_ % (o) (ods) (Z:JN); 29)
(snjs1)  (sns2) (Snjsn)
With such a de nition we have that ; = (sjjsj), i.e. that the matrix entry

represents the probability to go from statgl to state i. Because of condition 8),

is a stochastic matrix, i.e. a matrix each of whose columnsansist of nonnegative
real numbers, with each column summing to 1. By writing the mbability p;(t) =
Prob[X; = si],t =1;2;:::;n, as a vectorp(t):

0 1
pa(t)
P2(t)
p(t) % : § ; (2.10)
pn (1)
the dynamical evolution of the Markov chain is ruled by the egation
p(t+1)=p(t): (2.11)
The solution of the equation is given by
p(t) = it p0) = 'p(0):

A time-invariant Markov chain is therefore characterized ¥ the transition matrix ,
and by the initial distribution p(0).
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2. Elements of information theory

2.1.2 High-order Markov chain

Markov chains are short-memory processes. Not all stochasprocesses are Markov
chains, since in general the probability of moving to statg,.; depends on the whole
history, and equations [(2.,2]6) are not valid. The simplesase of a non-Markov
stochastic process is when the state at time+ 1 depends on both the states of the
system at timet and attimet 1. In this case we have to work with the conditional
probabilities pi,ji,i,. Markov processes are also calledst order Markov processes
while processes determined by conditional probabilitigs.;, ., are calledsecond order
Markov processes Note that a second order Markov process can be representedaas
rst order Markov process by extending the state vectors to q@ir of states.

A particular example of Markov process is theandom walkon a graph. As we will
see in details in chapte[ 4, a random walk on a network is a dymécal process where
particles or walkers move from node to node. The random walk a sequencéX,g,
where X, 2 fig;ip;  ;ing with iy representing thek-th node in the graph. Given
Xm = i, the next node in the sequence is chosen with uniform probéty from the
neighbors of noda. Such a random walk is known as aplain random walk (see also
Sec[4.1]1). In a more general random walk, namééhsed random walka neighbor of
the nodei, sayj, is chosen with a probability which depends on a (time-indemdent)
property of j. These dynamical rules yield processes which can be deseditby an
equation like[2.11 with a transition matrix which is a function of the adjacency
matrix A of the graph and of the node properties biasing the walkers rements.

Examples of stochastic processes that have long memory, berbeing high-order
Markov chains, are provided by written texts or by sequencesf DNA. In fact, in a
text, the probability of nding a letter at a given point depends usually not only on
the previous letter in the sequence, but also on a number ofhar previous letters.
Similarly, in the DNA information is encoded in strings of nuteotides, which can be
represented by four letterA, C, G, T, and an analysis equivalent to the one performed
on written texts can be done. In chaptef5 we will discuss abbthe application of
high-order Markov chains to extract meaning from linguist and biological sequences.

2.2 Characterization of Markov Chains

From now on we shall restrict to rst order Markov chains.

2.2.1 Classi cation of states

The states of a Markov chain fall into distinct types accordig to their limiting be-
haviour and are characterized by the following de nitions.
Suppose that the chain is initially in states;.

1. states; is saidrecurrent if the chain returns to s; with probability 1. In this case
the time of rst return will be a random variable called therecurrence time and
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2.3. Finite size Markov chains

the state is calledpositive-recurrent or null-recurrent according to whether the
mean recurrence time is nite or in nite.

2. states; is saidtransient if it is not recurrent (i.e. if the probability that the chain
returns to s; is less than one).

States can be distinguished also in periodic and aperiodiBuppose that the chain
is initially in the state s;. A state s; has periodT if any return to state i must occur
in multiples of T time steps. Formally, the period of a state is de ned as

T=gcdfn>0: > 0g
where gcd denotes the greatest common divisor. Tf = 1, state s; is said to be

aperiodic. If T > 1, states; is said to beperiodic with period T. A state s; is said to
be ergodicif it is aperiodic and positive recurrent.

2.2.2 Accessibility and communicating states

Having de ned the basic types of states, it is possible to shothat only states of the
same type are \accessible" to each other and can hence \commuate". A state s; is
said to beaccessiblefrom s; if it is possible to reachs; from s; in a nite number of

transitions, i.e. if there is an integerk such that i(j") > 0. If state s; is accessible from
s; and s; is accessible frons; then statess; and s; are said tocommunicate Hence if
si and s; are communicating, they must be both transient or both null ecurrent, or

both positive recurrent, and furthermore, they must have te same period [31].

2.2.3 Classi cation of chains

From the de nitions of the states, it is possible to introdue di erent classes of Markov
chains. A Markov chain is saidirreducible i all pairs of states communicate, i.e. if
it is possible to go from any state of the Markov chain to any tker state in a nite
number of steps. Note that an irreducible chain has the proptgrthat all its states are
of the same type, and therefore it is possible to speak of ameiducible Markov chain
as being transient, recurrent, and so on.

2.3 Finite size Markov chains

The de nitions given in Sec[2.R are in general valid for everkind of Markov chains,
therefore also for in nite ones, i.e. when the number of stasN is in nite. Here our
main interest is in nite Markov chain, described by a nite transition matrix. In such
a case the Markov chain is irreducible if and only its transibn matrix is an irreducible
matrix [B2].
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2. Elements of information theory

The probability distribution p such that
p = p: (2.12)

is said thestationary or invariant distribution. That is to say, p is an eigenvector of

with eigenvalue 1. By means of the Perron-Frobenius theoma [3Z] it is possible to
prove that for irreducible non negative matrices there is dy one eigenvalue equal to
1, and therefore that the stationary distribution p is unique.

A su cient condition for a vector p to be a stationary distribution is the detailed
balance condition
i = gib: (2.13)
Indeed, summing ovelj on both sides of this condition and keeping in mind the nor-
malization condition for , we obtain

X X
i B = ik =B (2.14)

2.3.1 Ergodic Markov chains

If all states in an irreducible Markov chain are ergodic, the the chain is said to be
ergodic. In this case, one is assured that

Illlm Pn = Ii'rln "Po=p ; (2.15)

for any initial distribution po.

Note that in a nite Markov chain, we cannot have null recurren states, therefore
states can be either transient of positive-recurrent. Moower, it is obvious that not
all states can be transient. Therefore in an irreducible ne Markov chain, the states
have to be all positive-recurrent (because they have to bel aif the same type, and
not all transient). We can conclude that a nite irreducible Markov chain is ergodic if
and only if it is aperiodic. A Markov chain having a symmetridransition matrix is
ergodic. Its stationary distribution is the uniform distribution.

2.4 Joint entropy and conditional entropy

Entropy is a key concept in physics[[33] and in information #ory [34]. In general
words, the entropy of a system is a measure of its disorder aquivalently, of the
amount of information needed to describe it. In the case of amdom variable, the
entropy is a measure of the uncertainty of the random variaél The entropy of a
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2.4. Joint entropy and conditional entropy

discrete random variableX is usually de ned as:

X
H(X) = p(x) In p(x) (2.16)

X

wherep(x) is the probability distribution of the random variable X [34].

The concept of entropy can be introduced also for two randonasiablesX and Y,
if they can be described by a joint probability distribution p(x;y). In this case the
joint entropy H (X;Y ) of the two random variablesX and Y is de ned as:

X X
H(XY)= p(x;y)Inp(x;y) (2.17)
X oy

It is also possible to de ne theconditional entropy of a random variable given
another as the expected values of the entropies of the condital distributions, averaged
over the conditioning random variable. IfX and Y are two random variables, and
p(x;y) their joint probability distribution, the conditional en tropy H (YjX) is de ned
as: X X
H (YjX) = p(x;y)In p(yijx) (2.18)

X y
p (yjx) is the probability of y if x occurs, and is referred to as the conditional probability
of y givenx. It can be proven thatp(x;y) = p(x)+ p(yjx) and that in generalp(yjx) 6
P (Xjy).

The naturalness of the de nition of joint entropy and conditonal entropy is exhib-
ited by the fact that the entropy of a pair of random variablesis the entropy of one
plus the conditional entropy of the other:

H(XY)=H(X)+ H(Y]jX) (2.19)

This can be simply proven remembering thap(x;y) = p(x) + p(yjx) and using the
properties of the logarithms
In general, it is possible to generalize the concept of joiahd conditional entropy to

the case ofN random variablesX 1; X 5; ; Xn whose probability distribution function
IS p(X1;X2;  ;Xn). The joint entropy reads:
X
H (X1 X2, 5 Xp)= P(X1;X2; i Xa)INp(X1;X2; 3 Xa);  (2.20)

X1:X2;  Xn

while the conditional entropy reads:

X
H (XnjX1; X2, 1 Xa 1) = P(X1;X2; X)) INP(XnjX1i X2, jXn 1)
X1;X2;  Xn
(2.22)
In the case ofN random variables, it can be proven that the following chainule
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2. Elements of information theory

holds:
X

H(Xy; X2 5 Xp)= H (XijX1; X2, Xi 1) (2.22)

i=1

2.5 Relative entropy

The relative entropy Dk, (PjQ) of the random variable P with respect to random
variable Q, also known asKullback-Leibler distancebetweenP and Q, is a measure
of the amount of extra information required to represenP by using only information

about Q. It is de ned as the average of the logarithmic distance be®enP and Q,

weighted by the probability P, i.e.:

X
D (PIQ) = p()In % (2.23)

X
wherep (x) and q(x) are the probability distributions characterizingP and Qrespectively.
Dk. (PjQ) represents the number of extra bits of information requii to reconstruct
P starting from Q [34], and it can be considered as a measure of the inaccura¢y o
assuming that the distribution isq(x) when the true distribution is p(x). The relative
entropy is always non negative and is zero if and only f(x) = q(x). However, it is
not a true distance since it not symmetric and does not satisthe triangle inequality.

2.6 Entropy rate

When one has a sequence nfrandom variables, it is useful to de ne a measure that
guanti es how the entropy of the sequence grows with. A measure of this growth is
given by the entropy rate h, de ned as:

H(X"M)

h= lim
n'l

; (2.24)

provided this limit exists. The entropy rate h is a measure of the average description
length for the stochastic process. This means that we can ptecally represent the typ-
ical sequences of length generated by the stochastic process by using approximately
n h bits. For example, one can consider the case of a typewritgmping on a keyboard
with m letters, each of them equally likely to appear, and calculatthe entropy rate of
the sequences of symbols the typewriter generates. Since tigpewriter can produce
m" sequences of length, all of them being equally likely, the entropy of sequences o
length n is H(X1; X%, ; Xyn) = In m", while the entropy rate ish = In m. This is
also the bits of information per symbol in the sequence.
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2.6. Entropy rate

2.6.1 Entropy rate of Markov chains

The entropy rate is very easy to calculate for Markov chainsnoreover if the they are
ergodic and time invariant. In fact, it can be proven[|34] thathe entropy rate h of an
ergodic Markov chain with stationary distribution p (x) and time invariant transition
probability (x9x) is given by:

X
h= (x§x)p (x)In  (x§x): (2.25)

x0x

Notice that, while for a general stochastic process the enpy rate might not be
de ned because the limit in Eq[2.24 might not exist, the enwpy rate for an ergodic
Markov chain with a nite number of states is always de ned, a the sum in Eq[2.2p
contains always a nite number of terms.

All the de nitions and concepts we have presented in this andnithe previous
chapters will be used in the following parts of the thesis todalress di erent theoretical
problems, like the issue of the maximization of the entropyate for a biased random
walk, or to study dierent kinds of real-world datasets, sub as patterns of human
mobility or the statistical properties of aminoacid sequeres.
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Chapter 3

Three-body degree correlations In
complex networks

Not everything that can be counted counts,
and not everything that counts can be counted.

Albent Einstein

Many physical phenomena can be fully understood only by cadering the e ects
of high order correlations(|35]. Up to now, the connectivity focomplex networks has
been described and modeled solely on the basis of node degesel of two-body degree
correlations, as mentioned in the rst chapter of this thes. In this chapter we describe
a formalism based on second-order Markov chains to study adétect genuine three-
body degree correlations. By comparing a network to the emable of graphs with the
same degree-degree correlations, we give empirical eviethat non-trivial three-body
degree correlations do occur in a number of real-world systs.

The presented analysis reveals that three-body correlatie have marked e ects on
some network properties, such as the average connectivity second neighbors of a
node or the rich-club ordering[[36{38], which will be introdced below, and can play a
role in network dynamical processes, such as random walk} [Be topic of the next
chapter. As a consequence, a consistent theory of complexvmatks should properly
take three-body correlations into account.

3.1 More on degree-degree correlations

Before introducing the formalism for the study of three-bog degree correlations, we
recall the de nitions introduced in Sec[ 1.1]7, we provide ore details on how to derive
the relations shown in that section, and we deepen some copiseregarding the degree-
degree correlations in graphs.
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3. Three-body degree correlations in complex networks

Figure 3.1: Wedges are objects embedded in the structure of networks. We show here an example of
a wedge (k, k', k") with k = 3, ¥ = 6 and k" = 2, whose nodes have been coloured red and the links
drawn with bold black.

Let us consider an undirected graph of N nodes, K links and with degree distri-
bution P. In order to study the degree-degree correlations, sometimes also called
two-body degree correlations, we need to evaluate the probability that, starting from
a node of degree k and following one of its link, we end up on a node of degree k’. We
evaluate this probability in terms of the number of the number of links Ej between
nodes of degree k and k’. More specifically, we define [39):

oo — if k £k, # of edges connecting a node of degree k and a node of degree k';
T itk =K, 2 - # edges between k and k.

Notice that each link of the graph with the definition above is counted two times. For
example, a link connecting a node of degree 2 and of degree 3, will contribute to the
term Fs3 and to the term Fso. This is also the reason of the factor 2 in the case
k = K. a link between two nodes of the same degree, for example 3, will contribute
twice to the term FEs 3.

The following properties hold:

Zk’ Ekk’ :k'Nk:k'NPk
> L = (k)N = 2K

where Ny, is the number of nodes of degree k, (k) the average degree and K the total
number of edges in the graph. To derive first property, it is sufficient to notice that
the sum of Ej over all possible k&’ returns the total number of edges that are incident
on a node of degree k. This number than amounts to the number of nodes N, with
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3.1. More on degree-degree correlations

degreek times the connectivity k. The second property is obtained simply by noticing
that the sum of all possible degreek and k° returns twice the total number of links.

According to the previous de nitions, the probability Pyo of having a node of degree
k connected to a node of degree is given by:

Pkko: D Ekko — Ekko
Kk O EkkO 2K

(3.1)

Similarly, once selected a node of degrke the probability to nd a neighbor of degree
ko, Pkojk1 is:

Ekko EkkO
KK Ewe kN (3:2)
By equating the expression oE . of 3.1 and[3.R, we obtain:
kN kP
Piko = Z—KkPkOjk = Wikpkojk = OkPxak (3.3)

where g is the probability of taking a link which is connected to a nod of degreek.

If a network is uncorrelated, the probability[3.2 does not deend on the degre of
the starting node. In fact, the conditional probability Pﬁaﬁg in an uncorrelated network
can be derived simply by counting the number of possibiliteeto connect to a node of
degreek®, since connections between two nodes are random. Since ia tietwork there
are Nyo nodes with degreek® and in each of these nodes we can arrive frokS links,
the probability that P,gy reads:

Pl:jq?( — P koNko — P kq:)ko — kOP-ko
KO k(N kO KO kq:)ko H(l

:q<0

In this case the joint probability function of an uncorrelaed network P& factorizes
into two functions of k and k% PYS = gcgo.

3.1.1 Average degree of nearest neighbors

The probability Pygx, ask and k° change, is represented by a matrix which in general
is not easy to visualize. In order to detect the presence ofgtee-degree correlations
in a graph, it is useful to study other topological propertie which are related to the
conditional probability Pyqx. A useful quantity in this sense istkn,i (k), the average
degree of the neighbours of nodes with degrkealready introduced in Eq[1.5, which
we report again here: X
hknni (k) = kq:)kojk (3.4)

kO

45
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Figure 3.2: The tendency of low degree nodes to be connected to lowglee nodes, and of high degree
nodes to be connected to high degree nodes is called assortativity.his non-trivial correlation often
leads to a relationk™ k with < 0 and is typically observed in collaboration networks [40], see
panel (a). On the other hand, the tendency of low degree nodes to be corcted to high degree nodes
and vice versa is disassortativity, with an exponent > 0. Panel (b) shows one example of such a
disassortative network, the autonomous system of the internet[]16].

Using the equality[3.2, the previous equation turns to be:

. 1 X
I’knnl(k) = k_l\lk k%kko
kO

If the graph has no degree-degree correlations, i.€xg« = Pygj, from the previous
equation we get:
H =i (k) = ix k®Pyo = H<_2| (3.5)
n ki, 0 T K '
which turns out to be a constant, as expected, sind&,,i (k) will not depend onk if
the graph is uncorrelated.

On the other hand, if the graph has degree-degree correlat® then bk, i (k) will
show depend ork. In particular, it has been shown that a wide range of graphsi
characterized by degree-degree correlations which are lvekdscribed by the expression
i (k) = k , where can be positive or negative. When< 0 ( > 0), networks are
said to beassortative (disassortativg. As example of assortative network and one of
disassortative network are shown in Fig. 3]2. Although the chacterization of two-body
degree correlations has already provided valuable insighih the study of the structure
and dynamics of complex networks, most real networks, as wdlwhow below, exhibit
also higher order correlations, more speci cally three-ldy degree correlations. Our
aim in the following sections is to provide the tools to measa exactly correlations of
the third order.
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3.2. How to quantify three-body degree correlations

3.2 How to quantify three-body degree correlations

3.2.1 De nition of wedge

In order to nd out whether a network has higher order degreearelations, namely
three-body correlations, we need to study the statistical rpperties of triples of con-
nected nodes, namely pairs of edges having a node in common iorother words,
paths of length 2. Recalling the symbol of the vector product , we hame such objects
wedges In Fig. B.1], we show an example of a wedge, embedded in a netwoilhe
nodes of the wedge are coloured in red and its links are boldé&the wedge has a central
node with degreek®= 6 and two external nodes respectively witrk = 3 and k%= 2
links. We can classify this wedge as & 3; k%= 6; k%= 2) wedge, meaning that it
has a central node of degrek® = 6 to which a node of degre&k = 3 and a node of
degreek®= 2 are connected. Notice that such an object can be de ned onlfk® 2.
Therefore, in the following, we implicitly assume that we a looking at (; k% k° with
k® 2 and all the sums ovek® should be interpreted as sums ovek® 2. We now
need to count how many wedges are present in a graph. More falig we de ne:

; if k 8 k% # of wedges k; k% k% with a node of degreek® as centre,
and nodes of degrek and kas branches;

2 if k= k% 2 # of wedges with a node of degre&®as centre,
and two nodes of degre& as branches.

Wkkokoo =

The following normalizations properties hold:

X
kYk® 1)Nwo Nw (3.6)

Wkkokoo
Kk 9k 00 KO
Wkkokoo = Ekko(ko 1) (3.7)

K00

The quantity Ny = i ©oKAK® 1)Nyo is nothing else that the total number of wedges
in the graph. This is easily derived by noticing that, ifNyo is the number of nodes
of degreex® then there will be kYk® 1)Nyo di erent wedges whose central node has
degreek® Finally, by summing over alli, possiblek® the total number of wedges in the
graph Ny is obtained. The quantity | oWiocoo Of Eq. amounts to the number
of wedges in the graph whose rst and second node have respesy degreek and k°,
and whose third node can have any degree. Propefty 3.7 can lixained by observing
that, once the rst two nodes are Xed, the rst one with degreek and the second with
degreek’ one can createK° 1) di erent wedges. Then, ,Wikxw is equal to the
total number of edges connecting two nodes of degle@nd k° i.e. E o, times (k° 1).
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3. Three-body degree correlations in complex networks

3.2.2 Joint and conditional probability

Given the above de nitions and the relative normalization poperties, the probability
Pwooo of nding a wedge ; k% k% can be de ned as:

Wkk 0K 00 _ b Wkk 0K 00

kkOkDOWkkOkoo o KO ko(ko 1) NkO

Pikokoo = P

(3.8)

Similarly, the conditional probability Pyogo, i.€. the probability that given an edge
(k; k9, this is part of a wedge k; k% k%, can be de ned as:

Wi ox00 _ Wi ox00

p =
koowkkokoo Ekko(ko 1)

Pk°‘]kk° = (39)

By equating the term Wyyo0 from Egs.[3.8 and 3.9, we obtain:

Ekko(ko 1)
w0kO(k® 1) Nyo

Pikakoo= P

Pkoqkko

Then, by using the two-body joint and conditional probabilty, 8.1 and[3.2 respectively,
from previous equation we can get:

(k° 1)2K
oKO(KO  1)Nyo
o KN (K0 1)
" 0kO(KO  1)Nyo

P

Pkkokoo = PkkOPkOf]kkO =

Pkoj k Pkoq kkO

Notice that, since in undirected graphs we havByo = Eyo, Eq.[3.2 yields the equality
KNk Pyak = kNyoPyjko. Plugging this in the previous relations Py can be expressed
as:

L KO(KO 1) Nio

Pikocoo = KO(KO 1)NkOijk0Pk0qkk0: ! koPxjkoPkogiko (3.10)
where! o = P ':jﬁg(ok(g"l)lN)ko = kONkhj’(v‘v‘o Y is the probability that, selecting randomly a

wedge, it will have a central node of degrel.

Furthermore, sinceWeoxo = Wyookox, from de nition 8.8] Pgocoo = Pyogoc. Hence,
Eq.[3.10 can be also written as:

Pkkokoo: ! koPkoqkopkjkocko
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3.2. How to quantify three-body degree correlations

Figure 3.3: Schematic example to visualize the second neighbors of a node of degree k = 3, red-
colored in the figure. This node is connected to three other nodes, its first neighbors, that are in turn
connected to other nodes, that are then the second neighbors of the red node. The second neighbors
of the red node, encircled in figure with a red dashed curve, made up together with the red node the
branches of wedges the first neighbors of the red node are centers of. It is the clear that the average
connectivity of the second neighbors of a node is governed by the three-body degree correlations in
the graph.

3.2.3 Markovian networks

A network which is completely described by the Py, meaning that is only characterized
by two-body correlations and is otherwise random, with no higher order correlations, is
usually referred to as a markovian network [39]. The expressions derived up to Eq.
characterize the three-body degree correlations in a general network. However, we can
obtain simpler expressions if we assume that the network is markovian. In this case the
conditional probability Py does not depend on k. Thus, denoting the three-body

joint probability of markovian networks as P,E,?k,,, we have:
2
P = P P

In the equation above, all the terms on the right side depend only on two degree
classes, indicating that there are no correlations between the degrees of the nodes at
the extremes of a wedge. However, the joint probability P,Ezzk,, still depends on three
variables, namely the degrees k, £ and k", indicating that degree-degree correlations
induce spurious three-body degree correlations. To detect the real three-body corre-
lations, i.e. the correlations not induced by those of lower order, we have to compare
particular topological properties of real-world networks to those of null models having
the same degree-degree correlations and otherwise random.
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3. Three-body degree correlations in complex networks

3.3 Average connectivity of the second neighbors

In section[3.1.1 we have mentioned the di culty to get information about two-body de-
gree correlations from the simple visualization of the maitt Pyq. Visualizing the con-
ditional probability Pyoeqio is even harder since we have to deal with a three-dimensional
hyper-matrix. Analogously to the case of two-body degree cefations, for which the
average degree of the neighbors of nodes with degkeek,, (k)i, is studied, we in-
troduce the quantity hk,nn i (k), de ned as the average degree of the second-nearest-
neighbors of nodes of degrde and we study its behavior to check the existence of
three-body degree correlations. We can get a better idea lyoking at Fig.[3.3. In the
gure a node with degreek, shown in red, is directly connected to some nodes, that
are hence its rst neighbors. Its rst neighbors are in turn onnected to others nodes,
surrounded by a red dashed curve in the gure, which are the @end neighbors of the
red node. The average of their degrees then represent thg, of the red node. To
get hknnn 1 (K), one has to average over all the nodes having the same degteéMore
formally, hknnn i (k) can be written in terms of conditional probabilities as:

X X

onn i (K) = Pk K*Proguko : (3.12)
kO k00

To derive this formula, one has to think of a node of degrdeas being the branching
node of a certain number of wedges. Its second neighb0|§ void all the nodes on
the other branch of those wedges. Therefore, with the sum kOOkOTDkoqkko one takes
the average degree of all nodes forming a wedge with ed@gg.. Then, to get the
average connectivity of the second neighbors of a node witkgteek, one has to sum
over all the possible degreds® weighting each of term of the sum with the probability
that a node of degreek is connected to a node of degrde. In the case of markovian
networks hknnn i (k) of Eq. has a simpler form. In fact, the the three-body jot
probability @ turns into a two-body one, i.e. Pxogko = Pyogeo. This means that the
probability of forming a wedge k; k% k% starting from an edge k; k9, only depends
on the correlations between the degreds and k° In this (null) case, formula[3.1]
reduces to: X X

henni (K) = Prge KOPyogpo : (3.12)

KO K00

where the superscript®? indicates the expected value ofkn,,i (k) if there are no
correlations of order higher than two. Notice that, whilehk,,i (k) is constant when
there are no degree-degree correlatiortgih i (k) is in general a function ofk even if
there are not three-body degree correlations. Such a depende is indeeed induced by
the two-body correlations.
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3.4. Three-body correlations in real-world networks

N hKki k? r
E-Mail in URV [41] 1133 9.62 179.82 0.073

Scienti ¢ collaboration network (cond-mat)[42Z] 12722  6.28 80.39 0.147
Scienti ¢ collaboration network (HepPh) [40] 12008 19.74 2564.78 0.63

Patents [40] 230686 4.81 59.04 0.146
Internet AS [16] 11174 4,19 1112.82 -0.194
WWW [43] 325729 6.69 1878.69 -0.054
PGP [44] 10680 4.55 85.98 0.232
Neural network C. Elegans[45] 297 1446 376.78 -0.241
Protein interactions S. Cerevisiae [46] 4626 6.40 155.15 -0.142
Protein interactions S. Pombe [47] 2361 6.08 102.27 -0.084
Private messages in Pardus[48] 5877 36.57 4997.58 -0.058
Friendship in Pardus [48] 4313 9.79 281.08 -0.002
Enmity in Pardus [48] 2906  13.77 1129.66 -0.240
Attacks in Pardus [48] 7992 13.41 1027.74 -0.163
Jazz musicians collaboration[[49] 198 27.60 1070.24 0.066

Table 3.1: Basic features of the networks used in this chapter to invaiate the presence of three-body
degree correlations. The number of nodedl, the average connectivity Fki, the second moment of the
degree distribution Hk?i, and the assortativity coe cient r (see Eq. and[[17]) are reported.

3.4 Three-body correlations in real-world networks

At this point we can tackle the question about the existencefamon-trivial three-body
degree correlations in real complex networks. As for the casktwo-body degree cor-
relations, in which the observed value of the average contigity of the rst neighbors
of a nodek, which we indicate now agk®i (k) is compared to the null-case of a net-
work with the same degree distributionPy, hk&i (k) = hk?i=rki, we will compare the
observed patterns forrkets i (k), with the null case prediction k&< i (k). In Fig. @We
report the comparisons of these quantities for the Internatetwork at the Autonomous
System (AS) levell[15]. As it can be observed from the left pandhis network presents
non-trivial two-body degree correlations of disassortate nature, i.e.,ikn,i (k) is a de-
creasing function ofk. However, the right panel show that three-body correlation do
also exist as the observed patternik?®s i (k) di ers from what expected if solely two-
body correlations were at work. Morever, the three-body dege correlations show an
assortative character, agkes i (k) increases withk, at variance with the nature of the
two-body degree correlations. A number of previous studiésve shed light on the na-
ture of two-body degree correlations in real-world netwogkyielding a classi cation be-
tween assortative and disassortative network that unveila stricking dependence on the
nature of the network. On one hand, technological and biolagl networks are seen to
usually found to display disassortative correlations, wha social networks are mainly as-
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3. Three-body degree correlations in complex networks
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Figure 3.4: We show the average connectivity of the rst neighbors and of he second neighbors of a
node, as a function of its degred, for the Internet network at the level of autonomous system[[16]. In
(a) the measured average connectivity of the rst neighbors, k32 (k), is compared to k&¥Pi (k), the
value of the rst neighbors' average degree expected in a random uncori@ed network with the same

degree sequence, which is equal to the consta k| , as proven in Sec| 3.1J1. In (b), the measured

average connectivity of the second neighborsk32s (k) is compared torkSX® i (k), the value calculated
for the corresponding markovian networks, i.e. for networks having he same degree sequence and the
same degree-degree correlations as measured by the joint probability stribution Py o.

sortative. Such a classi cation points out to a possible fustional origin of correlations.

We have further investigated correlations, by looking alsat the presence of non-trivial
degree correlation in a number of networks of social, tecHngical and biological na-
ture. In Fig. B.5, this typical behavior of the two-body degre correlations is shown for
four networks of di erent nature (black symbols). In addition to this, we report in the

same gure the ratio hkebs (k)i =rke® (k)i, which indicates the nature of the three-body
correlations (red symbols). Looking at both two- and thred&ody correlations, three
main behaviors for the networks can be distinguished: astative-assortative, null-null

and dissasortative-assortative. By assortative-assottee we intend a situation where
both the ratios hk3S(k)i =Hk&P (k)i and ks (k)i =HkP (k)i increase withk. In the null-

null case, both the ratios are constant withk, while in the dissasortative-assortative
case hkoPS(k)i =hk&P (k)i increases withk while hkos (k)i=hk®P (k)i decreases. How-
ever, despite the presence of these three main trends, it igrtl to make an association
between each trend and a speci ¢ network nature, e.g. sociachnological, biologi-
cal. Therefore, looking at three-body correlations in ters1of average connectivity of
second neighbors reveals not only that real networks are finom being markovian,

but also that the usual classi cation based on degree-degreorrelations probably fails
to capture fundamental organizing principles of networkshat are encoded in their

topology.
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3.4. Three-body correlations in real-world networks
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Figure 3.5: We compare the ratio between the observed average connedti and the expected
average connectivity of the rst neighbors of a node, k% (k)=hk&®i (k) (black circles), with the
ratio between the observed average connectivity and the expectedvarage connectivity of the second
neighbors of the same node, k2  (k)=Hk&P i (k) (red triangles), as a function of the degreek of the
node in the following networks: (a) e-mail exchange at URV[[41], (b) scieti c collaboration (cond-
mat)[42], (c) scienti c collaboration (HepPh) [40], (d) Patents [40], (e) I nternet AS [1§], (f) WWW
[43], (g) PGP [44], (h) Neural network C. Elegans [45], (i) Protein interactions S. Cerevisiae[4€], (j)
Protein interactions S. Pombe[41], (k) Private messages in Pardus 48], (I) Friendship in Pardus[48],
(m) Enmity in Pardus [48], (n) Attacks in Pardus [48], (0) jazz musicians collaboration [49].
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3. Three-body degree correlations in complex networks

Figure 3.6: A schematic example to understand the rich-club phenomenon at the level of (a) two-body
degree correlations and (b) three-body correlations. In the figure, we consider nodes that have degree
k' higher than 4 to be rich. These nodes have been colored red in figure. Then, in the case we want
to calculate the rich-club coefficient p(®) at the level of two-body correlations, we need to count the
number of edges connecting rich nodes. In panel (a) these edges are bolded in red and amount to
3. Instead, to calculate the rich-club coefficient p(3) at the level of three-body correlations, we have
to count the number of wedges connecting triplets of rich nodes. In panel (b) the edges forming the
only “rich wedge” of this toy network are red bolded. Finally, to normalize properly p) and p®),
the number of rich edges and of rich wedges need to be counted in the corresponding uncorrelated
network and markovian network respectively.

3.5 Reuvisiting the rich-club phenomenon

Another quantity where correlations have been found to play an important role is the
so-called rich-club ordering. The rich-club phenomenon, a concept introduced first by
Zhou and Mondragon [36] and then fully investigated by Colizza et al. [37], is the
tendency of nodes with high degree, usually dominant elements of the system, to form
tightly interconnected subgraphs. Actually, up to now the proposed measurements
for this feature have been based only on the presence of particular connected pairs of
nodes, hence being indirectly related to the presence of two-body correlations. However,
as we will see below, the rich-club phenomenon can also manifest in the patterns of
connectivity between triplets of nodes and then be associated to the presence of three-
body correlations.

3.5.1 Rich-club and degree-degree correlations

The quantitative measurement of the rich-club phenomenon proposed by Colizza et al.
[37] aims first at defining a rich-club coefficient ¢(k), based on the presence of the “rich
edges”, and then compares it to ¢*“(k), the same coefficient measured in a network
with the same degree distribution but with randomized connections. The rich-club
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3.5. Revisiting the rich-club phenomenon

coe cient is de ned as:
P P
(k)= —P ek piovic Exaer (3.13)
kosk Nko kosk Nko 1=2

P P
where o, sk Ekxooare all the \rich edges”, being the richness determined by &

presence of connected couples of nodes both with a degreadighan a thresholdk; the
denominator accounts for the maximum possible number of eslgbetween nodes with
degree higher thark (see also FigG, panel (a) to understand how to individuatéch
edges in a network). “¢(k), the rich-club coe cient for an uncorrelated network, can
be derived analitically. Given the degree distributiorPy or, equivalently, the number
of nodesNy with the same degre&, “¢(k) reads:

P
k% ch kO 2

kosk NKko kosk Nie 1=2

wei(ky = P (3.14)

Finally a normalized function proposed by Colizza et al_[37p highlight the presence
of the rich-club phenomenon can be the following:
P
K) hki 2 oay Pkoxoo
@gy = K _ ook K0k Tk, 3.15
( ) u:c:(k) ( KOSk qukO)z ( )

Here we have used the superscrif? to indicate that here the rich-club e ect is con-
nected to the presence of two-body degree correlations, andlistinguish this function
from the one we will de ne in the next session using three-bgddegree correlations.
Notice that the second term of Eq[ 3.15 is easily obtained fr and 3.Ij using the
relations P, = Ni=N and Pyo = Eo=2K . A ratio @ (k) (Eq. ) larger than 1 is
the actual evidence of a rich-club phenomenon at the level mfo-body relations as it
is due to a larger number of edges between high-degree nodesitin the random case.
In contrast, a ratio @ (k) < 1 is a signature of an opposite organizing principle that
leads to a lack of links among high-degree nodes in respect be tuncorrelated model.

3.5.2 Rich-club and three-body degree correlations

In order to investigate the role of three-body degree coradlons in the emergence of the
rich-club phenomenon, we de ne a quantity, ® (k), in the same spirit of Eq[3.15. The
de nition of ©® (k) is based on comparing the number of \rich" wedges, i.e. of dges
where all the nodes have degree higher than the threshdid between a network and
its markovian null model (see also Fi6, panel (b) to undstand how to individuate
rich wedges in a network). The normalized rich-club coe ciet @ (k) at the level of
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Figure 3.7: Study for the presence of the rich-club e ect in (a) the patents collaboration network
[40], (b) the protein interaction network of the yeast Saccharomices Cerevisiad46], (¢) the e-mail
network at URV [41], and in the (d) Internet network at the level of autonomous system [[16]. We
plot the normalized rich-club coe cient based on two-body correlations, @ (k) (black circles), and
our extension to three-body degree correlations, @ (k) (red triangles).

three-body correlations can be formally de ned as follows:

P P P
(3)(k) = Pp k% p k%k p k%%k (Pkokockom) _

' Pexp -
kOTix kow ko?ﬁk ( kokoq(OO()
= p ki s (Poae) (3.16)

KOk KOk K908k !ko‘PkOJ'k“Pkoo%Oo

where the superscript® indicates that the formula accounts for three-body corretins
and whereP,5/5q00 Must be intended as the joint probability in markovian netwaoks.
The rich-club phenomenon can appear also at the level of tledoody correlations. In
fact, © (k) (Eq.[.16) larger than 1 indicates that there is a tendencyfmodes of high-
degree to be connected to each other in the form of wedges imgared to networks
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3.5. Revisiting the rich-club phenomenon

with the same pattern of degree-degree correlations. Comsely, © (k) < 1 indicates
that there is a sort of \anti rich-club" e ect, in the sense that nodes of high degree
avoid to be connected in wedge structures altogether in resg to the markovian null
model. Notice that the presence of rich-club or anti rich-cluat the level of three-body
cannot be due to @ (k) being di erent from 1, since the markovian network used as
null model encloses already the rich-club induced by degrdegree correlations. s

3.5.3 Rich-club phenomenon in real-world networks

We have investigated the presence of the rich-club phenonoenboth at the level of
two- and three-body degree correlations in a number of netvks, the same networks
where the average connectivity of rst and second neighboos nodes of degre& were
analyzed. In Fig[3.7 we report the plots of @ (k) and @ (k), as de ned in Eqs[3.1p
and [3.16 respectively, for four representative networks afi erent nature. Clearly
di erent scenarios emerge: there are cases where the ridhbcappears at both at the
level of two- and three-body correlations (panel (a)), in dter situations there is a sort
of anti rich-club at the level of degree-degree correlatisrwhile rich-club appears at
the level of three-body correlations (panel (b)). Finally, here are cases where rich-club
or anti rich-club appear at the level of two-body correlatios while there is no e ect at
the level of three-body (panel (c) and (d)).

A strong presence of rich-club at the level of both two- and tiee-body degree corre-
lations has been found in many social networks, especialtydollaboration networks like
the patents [40] and the scienti c[[42] collaboration netwds. This provides support to
the idea that the elite formed of in uential people, for exarple prominent scientists in
the scienti ¢ collaboration network, tends to form collabeoative groups within specic
domains. Surprisingly instead we nd that protein interacton networks, like the one
of the Saccharomices Cerevisiae [46], exhibits rich-clubthe level of three-body. In
fact, the decreasing behavior of the rich-club spectrum ahe level of two-body corre-
lations in the protein interaction networks in the past has ben explained to be due to
speci ¢ biological mechanismd[37, 50]: it seems that higionnected proteins preside
over di erent functions and thus coordinate speci ¢ functonal modules. However, the
emergence of a clear rich-club phenomenon at the level of éerbody provides new
insights in the role of high-connected proteins in these netrks, and requires further
investigation of the biological mechanisms that are at workOther kind of networks
instead, like the technological ones, do not appear to be ated by the rich-club phe-
nomenon at the level of three-body correlations, while theris a strong rich-club e ect
when considering two-body correlations.

In this chapter we have provided some novel tools to quantifihree-body degree
correlations in graphs and we have investigated their presee in a number of complex
networks. We have been able to show that in most of the casesalravorld networks have
non-negligible three-body degree correlations. This came bundamental in the study of
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3. Three-body degree correlations in complex networks

many dynamical process taking place of networks, such as imetcase of random walks
on graphs, which will studied in details in the following chpter. Also, the extension

of the concept of rich-club ordering in terms of three-body efjyree correlations we
have provided in this chapter will allow to uncover new unddying mechanisms in the

organization of complex networks.
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Chapter 4

Entropy rate of random walks on
graphs

Scientist can't prove their theories;
they can only disprove, or improve, them.

John Harte

In the last decade an increasing attention has been devotedl the study of random
walks on complex topologie$ [18, 51,152]. Random walks aredgample of fundamental
importance for all searching processes. When googling a keysly or searching a le
in a peer-to-peer network, or even when looking for a hotel ancity we do not have a
map of, the underlying process is a random walk on a graph.

Various features of random walks on networks, such as passdgnes |52{54] and
spectral properties([55b, 56] have been investigated, anchdlom walks have also been
used to detect communities’ [57, 58], to evaluate centralityf nodes([52, 5¢, 60] and to
coarse{grain graphs[]55]. Another quantity recently consated is the entropy rate, a
measure to characterize the mixing properties of a stochasprocess[34]. In particular,
attention has been focused on designing random walks withaximal entropy rateon
a given graph [[61{65], i.e. choosing the transition probaliies of the random walk in
such a way that the random walkers are maximally dispersing ithe graph, exploring
every possible walk with equal probability.

In this chapter, we introduce the concept of random walk andidsed random walk
on a graph. We formulate the random walk processes in terms efgodic Markov
chains, already introduced in chaptef]2. We address the prigin of the maximization
of the entropy rate for biased random walks on a graph and we @k how almost
maximal-entropy random walks can be obtained with a limitec&nd local knowledge of
the network, a result reported in the publication([3]. In thelast part of the chapter,
we show an alternative formalism which allows to rephrase ¢hproblem of a biased
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4. Entropy rate of random walks on graphs

a) Lot

Figure 4.1: We report a schematic representation of (a) a plain random walk and (b) a biased random
walk. In panel a) a walker, placed on node i decides to move to a neighbor node j with a probability
1/4, i.e. with a probability which is equal for all neighbors of node i. In panel (b) different probabilities
to be chosen are associated to the neighbors of i, expressed by different thickness of the links between
1 and its neighbors. In this case a walker performs a biased random walk, meaning that the walker
will consider the neighbors of ¢ with different probability to decide where to move. In (b) for example,
the neighbor [ has an higher probability to be the next node visited by the walker currently on node
i.

random walk on graph as a plain random walk on a graph having the same topology
but different weights. This latter study has been published in [].

4.1 Random walks

A random walk, sometimes denoted as RW, is a mathematical formalisation of a tra-
jectory that consists of taking successive random steps. One can define a random walk
on a graph. Let us consider a connected, undirected and unweighted graph with N
nodes and K links, described by the adjacency matrix A = {a;;}. A random walk on
a graph is a process where at each time step a walker moves producing a sequence of
graph nodes: {ig,i1,12,...,4;}. If the walker at time ¢ is at node 7, at time ¢ + 1 it
moves to one of its neighbors, say j, with a transition probability 7(j|i) (see Fig. 4.1
for a visual representation of a random walk). All the 7 (j|i) are the entries of the
probability transition matrix II, having dimension N as the number of nodes in the
graph. The generic element 7(j|7) is usually a function of the entry a;; of the adjacency
matrix and of a time-independent property of the node j. In this case, a random walk
on a graph is a stochastic process which belongs to the special class of the invariant
ergodic Markov chain, hence all the properties shown for the invariant ergodic Markov
chain in Sec. also hold for random walks on a graph.
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4.1. Random walks

4.1.1 Plain random walk

Given a graph, one can de ne di erent kinds of random walks,hte simplest being the
unbiased (or plain) random walk. We consider in this sectiothis simplest version of
the random walk and we illustrate some properties of the trasition matrix, which also
hold for other kinds of random walks as it will be remarked inhe following paragraphs.

In a unbiased random walk, a walker currently on nodé chooses to move to a
neighbor nodej with a probability (jji) which is the same for all neighbor$. The
probability (jji) reads: L

(i) = |a« "k (4.1)

Even if the adjacency matrix A is symmetric, the transition matrix is not in
general symmetric, unless in the special case in which theagh is regular. We can
write. = ATD * whereD is the diagonal matrix with (D)i = ki. Since the walker
must move from a node to somewhere, the normalization condit  ; ; = 1 must
hold. We say that matrix is stochastic In fact, it satis es the following properties
of stochastic matrices. A real square matrixs of order N is said stochastici :

1. all entries are numbers from the interval [(1],

2. the sum of each column is 1.

Property 2 can be written as: 1 = 1 T, indicating that 1 is an eigenvalue of
the transition matrix with left eigenvector 1 T. This proves that stochastic matrices
have always 1 as eigenvalue. In addition to this, stochastinatrices does not admit
eigenvalues with absolute value greater than 1. This is immiately shown by the
general property that the spectral radius of a matrix [1] is less or equal all natural
norms of the matrix. The L! norm of a stochastic matrix is given by:

X X
k ky=max | jj=max j =1
j j

and therefore () 1. Note that 1 is an eigenvalue of with multiplicity one, becawse
matrices A and are irreducible (the graph is connected)[|32].

For an unbiased random walk, the trajectories are de ned inerms of transition
probabilites, and also the node,; occupied by the walker at timet, is given in proba-
bilistic terms, as we have seen also in S-l 1. Let us dertay p; (t) the probability
that at time t the walker is at nodej (with j =1;2;:::;N):

P (t) = Prob(ic = J) (4.2)

We can imagine to calculate such probabilities by successiy repeating various real-
izations of the walker motion, each realization starting athe same initial node. This

1The spectral radius (A) ofaN N matrix A with eigenvalues ;, with i =1;:::;N, is de ned
as: (A)=maxi i nj i
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4. Entropy rate of random walks on graphs

is equivalent to consider an ensemble & independently moving walkers. If byM; (t)
we indicate the number of walkers at nod¢ at time t, the probability p;(t) can be
approximated asp; (t) Mig,):M, when M is very large. Probabilitiesp; (t) satisfy
the normalization condition: sz1 pi (t) =1 at each time t. Beingp; (t) the probability
that our random walker is at nodgj at time t, then the probability p;(t+1) of its being
at i one step later is: X
pi(t+1)= i Py (1) (4.3)

j
This equation is equivalent to the evolution equation Eqm written for a time-
invariant Markov chain in chapter 2. It is easy to verify that if ~; pj(t) = 1, then we
also have ; pj(t +1)=1. Writing the probabilities p; (t) as a N-dimensional column
vector p(t): 0 1

Pa(t)

p2(t)

p(t) (4.4)

P .(t)

the rule of the walk can be expressed in matricial form as a tsorder di erence
equation:

p(t+1)= p(t): (4.5)

The solution of the equation is given by
p(t) = r p0)= 'p(0): (4.6)

or, in components, X
p® = p); (4.7)

where j(it) = (Y5 gives the probability P;, j(t) that a walker starting from node i

reaches nodg in t steps.
A xed point solution of Equation f.5|is a probability distribution p such that:

p = p: (4.8)

Vector p is the right eigenvector of with eigenvalue 1, and is calledhe stationary
or invariant distribution, because it corresponds to a probability distribution thatis
mapped into itself by the time evolution.

Since the graph is connected (matrix is irreducible[[32])then the eigenvalue 1 is
a simple root of the characteristic equation of and the statonary distribution p is
unique In this case, the equilibrium distribution for un unbiasedrandom walk is given
by:

P = 5 (4.9)
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4.1. Random walks

which is easily proved by plugging it in Eq[ 4J8 and seeing théhe equality is veri ed.
The meaning of Eq.[ 4.0 is that if we explore through a random Waa connected undi-
rected graph, the walker visits nodes with a probability prportional to their degree.
An alternative statement of the same result is that the randonwalk visits the edges
of the graph uniformly.

4.1.2 Biased random walk

A more general class of random walks are the so-calleidsed random walk§BRWS).
In this process, at each time step, a walker currently at node chooses to move to
one of the rst neighbors ofi, sayj, with a probability f; f (x;) depending on the
node propertyx;. The node propertyx can be topological (like degree, betweenness,
clustering coe cient, etc.) or any other quantity relevant to a diusion dynamics
(for example node congestion, healthy state, etc.). Suchndom walks can also be
described with a transition probability matrix which is al so a stochastic matrix as in
plain random walk (see previous section). The entries of foa biased random walk
of the kind described above read:
a f;
g = Pi (4.10)
pauf
Since a BRW is also an ergodic Markov chain, there is a uniqueasonary dis-
tribution p , expressing the probability of nodes to be occupied at eqgbilium by
the walkers. This distribution is in general di erent from the one found for unbiased
random walks in, and reads [65]:
o =pSi_ (4.11)
i Gfj

P
wherec = | & f).

Degree biased random walk

A special and interesting case of biased random walk is thathere f; has a power
law dependence on the propertx; and where the bias is represented by the degree of
neighbor nodes [65]. In this case, we will havg = k; and the entries of the transition
probability matrix will read:

(i) = 4& (4.12)

&k,
is a real number. In the case> 0, a walker has a bias to move to nodes with higher

degree, while when < 0 a walker avoids high degree nodes preferring low degree
ones. For = 0 the unbiased random walk is recovered. In this case, theastonary
distribution p is immediately derived from Eq. |7I_TI|1 plugging in the bia§; = k; .
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4. Entropy rate of random walks on graphs

We obtain: P
P = Pki Fi’aij y
ko agk

(4.13)

4.2 Maximal-entropy random walk

In the last decade, particular attention has been focused afesigning random walks
with maximal entropy rateon a given graph(l61{65], i.e. choosing the transition prob-
abilities of the random walk in such a way that the random wakkrs are maximally
dispersing in the graph, exploring every possible walk withqual probability and hence
maximizing the entropy rateh de ned in Sec[2.6.L. Practical examples where the max-
imization of entropy rate is important are di usion procesgs which aim at well-mixing,
such as spreading information about a node's state (its héa or infected condition,
its availability or congestion, etc.) [65], mixing in metapopulations models([66], or
global synchronization of moving agents by local entrainme [67].

4.2.1 Entropy rate and random walks

The optimal random walk on a given graph can be rigorously detmined on mathemat-
ical grounds by considering the properties of entropy rate of the stochastic processes,
introduced in Sec associated to di erent random walk84]. A trajectory oft steps
generated by a random walk starting at a xed node is described by the sequence of

between 1 andN. This means that the walker rst moves fromi to nodeiq, then it
jumps to nodei, and so on. In practice, there is a maximum d¥1 (t) di erent allowed
sequences of length, corresponding to all possible walks of length (and starting at
nodei) on the graph under study. Depending on the rules of the randowalk, not all
possible sequences will appear, while some of them will ocaith a probability higher

i: H = ivig, PATa i rsig) Inp(isiasiioyiy). The value of the entropy rate in

Eq.[4.14 can be calculated directly from matrix , as for any ergodic Markov chain

(see Sed. 2.3/1), from:
X
h= (i) pMIn[ (NI (4.15)

]
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4.3. Exact solution for the maximal-entropy random walk

wherep (i) is the i"" component of the stationary distribution.

4.2.2 Maximum entropy rate

The minimum possible value of the entropy rateh.,, = 0, is obtained when, for large
time t, only one trajectory dominates. On the other hand, the maxionm possible
value is obtained when, for large time, all the M (t) allowed trajectories have equal

probability to occur, i.e. p(i;iq; ;i) = 1=M(t) if i;iq;:::;1; is a walk on the graph
originating in i, and p(i;iq;:::;i;) = 0 otherwise. The maximum value of the entropy
is equal to: hypay = lim 411 MT“) The number of trajectories of lengtht between a given

pair of nodes {;j ) is simply given by theij entry of the ty, power of the adjacency
matrix A of the graph. Therefore, the number of all possible trajecties of given length
t on a graph, between any pair of nodes, is obtained by summinty the entries of the
matrix A': X
M (t) = Al
i
Therefore, the maximum entropy rate on a given graph, can begressed as:
", (A
1) ]
t
Now, due the diagonalization properties of the adjacency mat A, the limitfor t ! 1
of ATt will converge to ,, the largest eigenvalue oA. This implies that the maximum
value of the entropy rate one can obtain is:

ij

e = f1

hmax = IN 1 (4.16)

4.3 Exact solution for the maximal-entropy random walk

In principle, the optimization of entropy rate could requie the de nition of transition
probabilities relying on the history of the walker's posions. However, it has been
proven that allowing a long-term memory of the past is not neked in order to construct
maximal-entropy random walks, since it turns out that therealways exists an optimal
set of transition probabilities that is Markovian [61{64].

Namely, the maximum entropy rate Eq[ 4.1 can be obtained with Markov random
walk in which the probability to step from nodei to nodej is equal to:

(i) = a“'—l‘j' (4.17)

whereu is the eigenvector of the adjacency matriR associated to the largest eigenvalue
1, Or in other words: Au = ;u. By using the formula for the entropy rate of an
ergodic Markov chain Eq[4.1p, it is immediate to prove that aandom walk with
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4. Entropy rate of random walks on graphs

transition matrix yields a process with maximum entroprate equal to In ; [64].
This random walk process has the interesting property to beidsed, in the sense that
a walker follows a link ;] ) with a probability proportional to the importance of its
endj, as measured by its eigenvector centrality; [6€].

4.4 Maximal-entropy random walk with local informa-
tion

The main problem with a real implementation of the random w& described by Eq[ 4.1]7
is that, at each time step, the walker needs to have a global &wledge of the network:
it needs to know the adjacency matrix of the entire graph. Sucglobal information
is very oftenunavailable. A walker at a node usually has only a local information,
in the sense that it knows the rst neighbors of node, and possibly some of their
topological properties, such as their degree 165]. We wilh@wv that it is possible to
construct random walks that have almost maximal entropy ra¢ and that make use
only of local information or of information which is locallyavailable.

In the previous sections we have mentioned that, in order toalre a process with
maximum entropy rate, one needs to sample with the same prdiity all the M (t)

In the most general case, the probability of having a sequenoft nodes originating
at a given nodei can be written (for anyt > 1) in terms of conditional probabilities
as:

p(iqji) = p(isiasziiyiy) (4.18)

I2;i3 ..... It

This means that, no matter how long is the memory in the randomvalker, we can
always describe it as a Markov random walker, provided thatevde ne the transition

be written in terms of the adjacency matrix as:M (t) = iy Qi Qigip D11 i

2By de nition, : g P (BjA). In fact given that we are on a node A, the probability that we move
to node B, summed over all possibilitiesB must be 1, i.e. the certain event.
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4.4, Maximal-entropy random walk with local information

Qi 1 Qigip - - Sy iy

: (4.19)
[FHEREHE Qi Qigip -+t Qi iy

pisia; i) = P

and the transition matrix of the Markov random walker with the maximal entropy is
nally given by:
P - w P
(|1]|): [im Paﬂl .baillz"' pait 1it

: (4.20)
t i1 Qi , io Qiip - - it Ay i

From Eq.[4.20 it is clear that, in the most general case, in oed for a walker at a
nodei to select one of its rst neighbors to step on, the walker needo know not only
which node is inN;, but also the neighborhood of rst neighbors, the neighbodod
of second neighbors, and so on. In practice, the local chomemoving fromi to one
particular neighbori,, depends on the whole adjacency matrix of the graph. However,
as we demonstrate below, this global information is not neggary in most of the cases.

4.4.1 Maximal-entropy random walk on uncorrelated networks

Uncorrelated graphs can be described only by means of the dsgsequence of the nodes

a node does not depend on the degree of its rst neighbors (s@so Sec[ 1.3]2). In
mathematical terms, this means that the conditional probaitity Pyq does not depend
onk, and can be written in terms of the degree distribution asPi = kPyo=tki where
the right hand side is the probability to end up in a node of dege k® by choosing an
edge at random with uniform probaigility. Consequently, theaverage degree of the
neighbors of nodg, knn(j) = 1=k(j) & k(l), does not depend on the degree ¢f
Kin(J) = knn 8j, andighe last two qymmations in the numgrator and in the denomator

Of Eq1 namely Fpt zait 3it 2 it 1ait 2it 1k(it 1) = it zait 3it zk(it Z)knn(it 2)
can be written asky, i, i iy ,K(i¢ 2). The constantk,, at the numerator and at

the denominator cancels out, so that the same argument can bepeated again and
again. Finally, the formula factorizes into:

1(i,ji) = Rk (4.21)
iy i 1k(| 1)
where, by the symbol ! we mean the rst order approximation to the transition matrix
in Eq. [4.20. This formula tells us that the best di usion proess on a uncorrelated
graph is a random walk whose motion is linearly biased on nodegrees. Thus, a walker
at a given node, only needs to have information on its rst nghbors and their degree.
Since the degrees of di erent nodes are not correlated, ldaaformation of the degree of

rst neighbors is, in this case su cient to construct the di usion process with maximal
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4. Entropy rate of random walks on graphs

entropy. Such information is \locally available" to the wakers, meaning that a walker
at nodei has complete information on the degree of each node in its gigborhoodN;.

Now, it is intuitive that a random walk choosing a nodg proportionally to k(j), so
that all the trajectories of length 2 starting ini will occur with the same probability,

will be more random than a walker selecting uniformly the rgneighbors ofi. Formula

4.21 is a special case of the more general degre-biased rend@lk of Eq.[4.12, which
becomes Eq. 4.21 for =1 .

Of course, if all nodes have the same degree, as in a regulapdy, the transition

matrix reduces to that of an unbiased walker:
Oiyji) = P (4.22)
i1 ai 1

This is the lowest possible approximation for in Eq. [4.20: in the case of no avail-
able information, each neighbor has the same probability tbe selected. The values
of h obtained numerically with transition matrices ° and ! in di erent models of
uncorrelated networks are reported in Tablg 4.1. In agreemewith our predictions, in
regular lattices and in random regular graphsh( °) is equal to the maximal possible
entropy hpmax =In . In Erdds-Renyi (ER) random graphs not all nodes have the ame
degree, so that a random walk linearly biased on degree hasemtropy h( 1) that is
much closer to the maximum, tharh( °). This e ect is even more evident in scale-free
graphs, i.e. in graphs with a very heterogeneous degree distition. This is the case
of Barabasi-Albert graphs (see Sef. 1.3.4) and of con gurati graphs (see Sef. 1.3.2)
constructed starting from a power-law degree distributionBoth these graphs have an
heterogenous degree distribution since there are many ngdeith low degree and just
a few very highly connected nodes.

4.4.2 Maximal-entropy random walk on networks with degree-degree
correlations

Graphs with degree-degree correlations are described imns of their degree distribu-

tion Py, and of a non-trivial Pgy. This is because the probability that a link from a

node of degreé arrives at a node of degrek®does not simply factorize in terms of the
degree distribution. In such graphs the average degree ogthrst neighbors of a node

I, Knn(j), does depend ork(j). Therefore, in analogy with Eq. we can de ne a
second order approximation of Ed. 4.20:

P
pdin 8o K(i2)
. ilaiill izaili2k(i2)
_ i, K(i)knn (11) .
= F ia a5, K(i1)knn (i1) , (429

2(iaji)
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4.4, Maximal-entropy random walk with local information

| ey L5 [ [ e = 0() |
Regular lattice 1.000 | 1.000 | 1.000 1.79
Random regular graph 1.000 | 1.000 | 1.000 1.79
ER random graph 0.954 | 0.993 | 0.998 1.98
Uncorr. scale-free =1:5 0.886 | 0.992 | 0.996 2.36
BA model 0.825| 0.976 | 0.996 2.52
Assort. scale-free =1:5 0.876 | 0.991 | 0.999 2.44
Disassort. scale-free =1:5 | 0.937 | 0.990 | 0.997 2.18
Internet AS [16] 0.744 | 0.900 | 0.980 4.10
US Airports [66] 0.879| 0.990 | 0.997 3.88
E-Mail [41] 0.881 | 0.983 | 0.997 3.03
SCN (cond-mat)|42] 0.694 | 0.867 | 0.946 3.17
SCN (astro-ph) [42] 0.784| 0.941 | 0.973 441
PGP [44] 0.597| 0.92 | 0.976 3.75

Table 4.1: The entropies of random walks with no information, h( ©), and with local information
respectively on nearest,h( 1), and next-nearest neighbors,h( 2), are compared to the maximal
possible entropyhmax = h( ) = In on dierent graph models with N = 500 and average degree
hki = 6 and on various real networks.

describing a Markov walker that, at each time step, selects ast neighbor, i, of
the current node, with a probability proportional to the sum of the degrees of the
rst neighbors of i;. This is equivalent to make equiprobale all the walks of letiy 3
originating in i. In conclusion, to construct high-entropy random walks onarrelated
graphs, a walker at a given node needs to know the degree oft asd second neighbors
of the current node, which is still local information.

In Table we reporth( 2) for various models and for real networks. In models of
uncorrelated graphsh( 2) is not very di erent from h( 1), while in models of correlated
graphs, in lattices with defects and in most of the networkgdm the real world h( ?)
is a much better approximation ofh( ) than h( ). As we have seen in Se.7
and [3.1.1, in most real-world networks degree-degree cdat®ns are such that the
average degree of the rst neighbors of a node exhibits a algzower-law dependence
on degree: ko (j) [k(j)] , with > 0 ( < O0) for disassortative (assortative)
networks [13]. For instance, as shown in the inset of Fig. 4.2 0:4 for the Internet
at the autonomous systems level [16]. Plugging this depemde in Eq., we get an
approximate form for the maximal-entropy random walk in a coelated random graph
in terms of degree-biased random walks:

o i k()] .
2(iji) Pilaiil[k(il)]l : (4.24)

In practice, on a correlated network, an approximation fortte maximal-entropy random
walk can be obtained by considering a random walk whose matics biased as a power
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Figure 4.2: Entropy rate of power-law biased random walks as a function of th degree exponent

for network Internet AS [L6]. Horizontal lines correspond to, from bottom to top, h( °), h( 1), h( ?)
and hpnax = h( ). (Inset) Average degreek,, of the rst neighbors of nodes of degreek, as a function
of k, with t k %4

of the target node degree, with an exponent = 1 . Hence, the optimal bias
is larger (smaller) than 1 for assortative (disassortatiyenetworks, meaning that we
have to prefer a super-linear (sub-linear) bias on the nodeegree. As an example,
in Fig. .2 we report the entropy rate of a biased random walk as function of the
exponent on a disassortative real-world network. We found ., = 0:6 for Internet
AS, which is perfectly in agreement with the value = 0:4 in the inset, through the
relation . We have also checked that this relation holds for the otheeal
networks in Table[4.].

opt:1

4.4.3 Maximal-entropy random walk on networks with higher-order
degree-correlations

Similar arguments can be repeated for networks with higherder correlations. This
procedure generates a class of biased random walks de nedthg transition matrices

0 1 2 etc, incorporating more and more information about the sysm structure.
In Sec.[4.4.4 we studied how this sequence of transition miags converges to in
di erent networks. In the limit case in which a graph has corelations at all orders,
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4.4, Maximal-entropy random walk with local information

we have to rely on the full transition matrix of Eq.[4.20, whib can be also expressed
by means of the eigenvalues and eigenvectors of the adjagentatrix of the graph.
In fact, the numerator and the denominator of E 0 can beswritten in terms of
owers of the adjacency matrix, respectively a&, ; (A" D, = &, (A" ' 1);, and
i (A, = (A" 1);, where A"); indicate the entryi;j of matrix A', and 1 is a vector
of ones. By making use of the power method forl 1, we nally get:

&i Ui, _ iy Uiy
Ui i &y

(iaji) =

(4.25)

where and vectoru are respectively the largest eigenvalue and its associateigen-
vector of the adjacency matrix’ Eq. represents a Markov walk whose transition
probability is linearly biased by the components of eigeng®r u, also known as the
eigenvector centrality of the node[]€8], and it is indeed theame transition matrix
proposed in[[64] as the process with the maximum possible ey rate hya = In
[61{64].

4.4.4 Kullback{Leibler divergence

In order to test the quality of the approximations of di erent orders we considered
the Kullback-Leibler divergence between the transition nteix  in Eq. [4.17 and the
transition matrices which use only local information. As expined in Sec[2.p, given
two discrete distributions P = fpg and Q = fqg, the Kullback{Leibler divergence
Dk (PjQ), measures the amount of extra information required to repsent P by us-
ing only information about Q. It is calculated by averaging he logarithmic distance
betweenP and Q with a weight given by the probability P:
- X Pi
Dk (PjQ) = piln q (4.26)

®For uncorrelated graphs,u;  k(j) [69], and Eq.[4.2% reduces to Eqf 4.31.

| Dk () LCPIDTCIDIGIIGIHICEY]
Internet AS 0.784 | 0.163 | 0.089 | 0.032 | 0.031
US airports 0.928 | 0.176 | 0.072 | 0.011 | 0.001
E-mail 0.724 | 0.137 | 0.045| 0.019 | 0.009
SCN (cond-mat) || 1.796 | 0.900 | 0.737 | 0.576 | 0.471
SCN (astro) 2.499 | 1.167 | 0.805| 0.570 | 0.417
PGP 1.529 | 0.729 | 0.529 | 0.387 | 0.282

Table 4.2: Kullback{Leibler divergence between and successive approximations * for di erent real
and synthetic networks.
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4. Entropy rate of random walks on graphs

In a sense,Dyx. measures how muctP and Q are dierent. The Kullback{Leibler
divergence can be calculated also in the caBeand Q represent two matrices. Indeed,
if P = fp;gandQ = fq; g, the Kullback{Leibler divergence in this can be written as:
- X Pi;
Dk (PjQ) =y lnq%

We have computed the Kullback{Leibler divergence betweerhé transition matrix
in Eq. and the transition matrices °, 1, 2, 3 4 corresponding to local

approximations of increasing order. The expressions fof, !, 2 are respectively

given in Eq.[4.22, Eq[4.21 and Eq. 4.23, while’* and * are de ned as follows:

P . .
Paiil I'Dailizk(|2)knn(|2)
i1 aiij is ailizk(iZ)knn(iZ)
Paiil bis i1, 55 K(13)Knn (i3)
i1 &, i2i3 ailizaizigk(iB)knn(i3)

A(iji) (4.28)
Notice that the choice of transition matrix * guarantees that all the walks of length
k + 1 are equiprobable. Therefore, the values ddy, ( j ) measure the inaccuracy
in using the process ¥, which makes equiprobable walks of lengtk + 1, with respect
to using process , which makes equiprobable walks of in nite length. In Tablé4.2
we report the values oDk, ( j ¥);k = 0;1;2;3;4, obtained for the six real networks
considered in Table | of the main text.

In the rst three networks in the table, Dy, ( j ?) is lower than 0.1 bits. For
these networks, the entropy rateh( 2) is about 99% of the maximal entropy rate
h( ). Conversely, for the last three networks, the divergencBg, ( j ?) is always
approximately 1 bit, and in fact the entropy rate h( 2) is around 96% ofh( ). As
expected the divergence rapidly decreases as we includekwadf higher length.

In order to perform a maximal-entropy Markov walk on a graphat each time step,
a walker needs a global knowledge of the whole network and hascompute u, which
hasO(K ) computational complexity. However, global information isn practice always
unavailable in real systems. As we have shown in this chapténjs global knowledge is
not necessary since in many real-world networks long-ranggeractions are weak and
can be neglected. It is therefore possible to construct alstanaximal-entropy random
walks with only local information on the graph structure. Ths can be done withO(hki)
complexity, a dramatic improvement which opens up to practial applications in social,
biological and technological systems.

4.5 Flow graphs

Dynamical processes on a graph, in particular the unbiasedndom walk, have been
used to propose ow-based metrics to characterize compleetwork properties. As
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mentioned in the introduction to this chapter, unbiased radom walk have been used
to detect communities [[27], to evaluate centrality of nodef$2,59,60], to coarse{grain
graphs [55], just to make some examples. However, the unbdsandom walk most
of the times might not represent a good description for the press taking place on
the graph under scrutiny. We propose here a mathematical freework which allows
to analyze the structure of complex networks using wider da of dynamical processes.
We introduce the concept ofow graphs, namely weighted networks where dynamical
ows, like the one represented by random walks, are embeddedo the link weights.
Flow graphs provide an integrated representation of the stature and dynamics of the
system, which can then been analyzed with standard tools fronetwork theory. In
other words, given a graph where a certain process, say a kidsandom walk, has a
crucial role, one can de ne another graph with the same link$ut di erent weights
associated to them so that an unbiased random walk on the latt graph is equivalent
to a biased random walk on the original graph

4.5.1 Unbiased random walk in weighted graphs

Let G be an undirected graph withN nodes andK links. In addition to this, each
link (i;] ) has associated a weightv; , which can be a real positive number. Then, the
generalization of the adjacency matrixA for this graph is a matrix W whose entry
(i;J ) is equal to the weightw; of the link betweeni andj, and is zero if between and

j no link is present . We assume that a walker at nodechooses one of the nearest
neighbors ofi with a probability proportional to the weight of the corresponding edge.
The transition probability from node i to its neighborj is then:

Gi= e _=

ST (4.29)

P
wheres; = | w; is the strength of nodei. The stationary distribution is given in this
case by: N
p = P~ — (4.30)
i S
namely, the larger strength a node has, the more often it wible visited by a random
walker.

4.5.2 Biased random walks and ow graphs

Consider onG a BRW as the one introduced in Sed. 4.1.2, de ned by the trangn
matrix ‘
. w; i
(jji)erw = P (4.31)
< Wy f-
It is possible to interpret this process as an unbiased ranaiowalk on an opportunely
de ned graph G°. In order to prove this, let us de ne a non negative symmetrienatrix
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W©° whose entrieswi? are
Wﬁ) = fiWij fj . (432)

WZCis the weighted adjacency matrix of the graplG®, whose edges are the same as in
G but with di erent weights. An unbiased random walk onG’is then characterized by

the transition matrix o

.. Wij
qji) = PT: (4.33)
WP
By substituting the expression for the entriesv? , we get ¥jji) = PW'% which yields
Aji)= (jji)erw - An unbiased random walk onG’is driven by the same transition
matrix of a biased random walk onG, which implies that the stationary distribution

for both process is the same and is given by applying Hg. 4.30:

S £ i wi f
o p —p i,
B 0 Fw (4.34)

This result also shows thalvvﬁ’ is proportional to the ow of probability from | to i at
equilibrium. Similar results can be proven also for other dyamical processes, such as
continuos time random walks or consensus processes [4].

In general, the equivalence between trajectories of a bidseandom walker onG
and those of an unbiased random walker o@” has important implications as it makes
possible to use theoretical results known for unbiased ramah walks for the analysis
of BRWs. An important context where for example this formalismproves useful is
in community detection. In fact, many community detection nethods are based on
plain random walk processes. The notion of ow graph allowsif detection of modules
taking in consideration dynamical processes that are morelapt to the graph under
scrutiny.
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Chapter 5

Networks of motifs from sequences of
symbols

Prediction is very di cult,
especially of the future.

Niels Bohr

There are many examples in biology, in linguistics and in théheory of dynamical
systems, where information resides and has to be extractedrh corpora of raw data
consisting of sequences of symbols. For instance, a writtext in English or in another
language is a collection of sentences, each sentence beiagcuence of the letters from
a given alphabet. Not all sequences of letters are possibl@ce the sentences are
organized on a lexicon of a certain number of words. In addit to this, di erent
words are used together in a structured and conventional wdyQ{73]. Similarly, in
biology, DNA nucleotides or aminoacid sequence data can beses corpora of strings
[74{77]. For example, it is well known that proteomes are fairom being a random
assembly of peptides, since clustering of aminoacidsl|[78flatrong correlations among
proteomic segments [49] have been clearly demonstrated.€Bl results give meaning to
the metaphor of protein sequences regarded as texts writtama still unknown language
[74,180]. Sequences of symbols can also be found in time segenerated by dynamical
systems. In fact, a trajectory in the phase space can be trdoamed into sequence
of symbols, by the so-called \symbolic dynamic" approach I3. The basic idea is to
partition phase space into a nite number of regions, each afhich is labelled with a
di erent symbol. In this way, each initial condition gives lise to a sequence of symbols
representing the initial cell, the cell occupied at the rstiterate, the cell occupied at
the second iterate, and so forth.

In all the examples mentioned above, the main challenge isdecipher the message
contained in the corpora of data sequences, and to infer thaderlying rules that gov-
ern their production. In order to do this, one needsi) to detect the fundamental units
carrying information, like words do in language, andi) to study their combination
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5. Networks of motifs from sequences of symbols

syntax in the ensemble of sequences. In fact, information its general meaning is
located not only at the level of strings, but also in their caelation patterns [82,[83].
In this chapter, we introduce a method to transform a genericorpus of strings, such
as written texts, protein sequence data, sheet music, a aation of dance movement
sequences [84], into a network representing the signi caahd fundamental units of the
original message together with their relationships. The nifeod relies on a statistical
procedure to detect patterns carrying relevant informatin, and works as follows. We
rst construct a dictionary of the recurrent strings of k letters, called k-motifs. Re-
current strings play, in this more general context, the sammle as words in written or
spoken languages. We then construct lemotif network, a graph in which each node
is one entry of the dictionary, and a directed arc between twoodes is drawn when the
ordered co-occurence of the two maotifs is statistically sigcant in the dataset ana-
lyzed. We will show how the analysis of topological propeds of networks ok-motifs,
such as the detection of community structures [13, 27], allevto extract important in-
formation encoded in the original data. In particular, we wi consider the application
of the method to datasets in three di erent domains, namelybiological sequences of
proteins, messages from online social networks, and seqresnof symbols generated by
the trajectories of a dynamical system.

5.1 High-order Markov chains and motifs in ensembles
of sequences

Let us consider an ensembl& of S sequences of symbols. Each sequersés =
1,2;:::;S) is a string of letters from an alphabetA of A letters, A f 1; 2 AQ.
In general, the strings ca have dierent lengths. We indida by |5 the length of
sequences, and by L = le Is the total length of the ensemble. An example is
provided by proteomes. A proteome is a collection & 10* proteins of a species.
Each protein is a sequence of lengil, ranging from 1G to 10°, made of symbols from
an alphabetA with A =20 letters, A f 1; ;5 2009, where each labels one of the
aminoacids a protein can be made of. We de ne &sstring a segment ok contiguous
letters x1X» : :: Xk, Wherex; 2 A 8i. The number of all possiblek-strings is A¥, while
from the ensemble of sequenc&swe can selectonly. S (k 1) overlappingk-strings,
so that some of the possibl&-strings do not occurr, some of them occur once, others
more than once, either in the same or in di erent sequences ®fmbols. We de ne as:

C(X1X2  Xk)

pObs(Xlxz Xk) = P (5.1)

(x1:x2; XK)2A K c(X1X2  Xk)

the observed probabilityf a string X1X, : : : Xk. This probability is obtained by counting
the total number of times, c(x1X5 : : : Xk), the string actually occurs in the sequences of
the ensemble. To assess for the statistical signi cance dfe string, the probability in
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5.1. High-order Markov chains and motifs in ensembles of sequences

Eq. has to be compared with thexpected probabilityp®P(x1x,  Xy) of the string
occurrence. The latter can be evaluated under di erent assptions. In fact, the joint
probability p(x;x,  Xx) can be written as:

P(X1X2  Xk) = p(X1Xz2 Xk 1)P(XkjX1Xz2 Xk 1);

and di erent approximations for the conditional probabilities p(xxjxi1X, Xk 1) lead
to di erent values of the expected probability p®P(x:x,  Xx). Namely, if we assume
that the occurrence of a letter does not depend on any of the guwious letters, i.e.
p(XkjX1X2 Xk 1) = p(xx), the expected probability is simply given by the prod-
uct of the relative frequencies of the string's componenttters: p®P(xix, Xy) =
P°S(x1)  p°PS(xk) [88, [86]. By using instead a rst order Markov approximatio,
i.e. p(XkjX1X2 Xk 1) = p(XkjXk 1), the expected probability can be expressed in the
form: p™P(xixz  xk) = pP(x2)PX(X2ix1)  PP0pdxk 1), where p°(x;jx;) is ex-
tracted from the countings as:p°*S(x;jxi) = c(xiX;)= 5, C(XiXj) = POPS(Xi X ) =PPS(X; ).
This latter assumption is based on the fact that there is a mimal amount of memory
in the sequence: a symbol of the sequence is correlated to ginevious one only. Here,
we go beyond the approximation of Markov chains of order 1, kyetaining as much
memory as possible [75]. We assume:

PPP(XiX2  Xk) = PP(XaX2 Xk 1)
PP(XkiX2 Xk 1) (5.2)

where the conditional probabilities can be evaluated fromoaintings as:

- p C(X2X3  Xk)
% C(X2X3  Xk)

PP (XkjX2 Xk 1) (5.3)

or can be expressed in terms of the observed probability fdi@ter sequences as:

PS(X2  Xk)

PoPS(X2 Xk 1) (-4)

P (XkjX2 Xk 1) =

By using the latter expression, we can nally write the expded probabilities in a more
compact form:

p¥P(x1) = IOObS(Xl)
pPP(Xx1X2) = pObs(Xlxz)
X _ P°P(X2X3)
pPP(X1X2X3) = pObs(Xlxz) DOT(Xz)

= oo (5.5)
PP(X2  Xi)
PPS(X2 Xk 1)

PPP(X1X2  Xk) pObS(Xl Xk 1)
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5. Networks of motifs from sequences of symbols

This way, the expected probability of a giverk-string is evaluated based on obser-
vations for strings of up to k 1) symbols. Therefore, by predicting the probability
of appearance with a high order Markov model, our method alks to highlight the
true k-body correlations subtracting from them the e ects due toK 1) and lower
order correlations. Based on observed and expected probigis, a test of statistical
signi cance, for instance aZ-scor] is then performed for eacrk-string. We de ne
k-motifs or recurrent k-strings, the statistically-relevant strings whose observed and
expected number of occurrences are such as to validate thatstical test adopted,
and we indicate asZ the dictionary composed by all the selected-motifs H

5.2 Networks of motifs

Once we have constructed a lexicon of fundamental units, thmext goal is to represent
in a graph the way they are combined together. Recurreft-strings can be distributed
di erently along the sequences: they can appear in a singlecience or in more than
one sequence, alone or in clusters. To extract the non trivipatterns of correlated ap-
pearance ok-motifs, we need to evaluate the probability for the randomaoccurrence
of two motifs, when these are uncorrelated. We estimate rdhe expected probability
that motif X is followed by motif Y within a generic sequence of the ensemlile then
we sum over all the sequences 8. We denote asp(X ) and p(Y) the probabilities of
nding the two motifs in S. In sequences, motif X can occupy positions ranging from
the rstto the (Is 2Kk)th site, wherels is the length of s, and k is the length of the
motif. We have assumed that the two motifs cannot overlap. Feeach xed positioni
of X ons,withi =1;::;(ls 2k), thereare (s 2k+1 i) possibilities forY to appear
in the seggence. Hence, the number of expected co-occurerafés and Y within s is
given by: 12, %(Is  2k+1 i)p(X)p(Y). In order to obtain the expected number
of co-occurrences, we have to sum over all the sequence in¢hsembleS. We nally
get:

X 1K 2 1 X3
N®PYjX) = p(X)p(Y) (Is 2k+1 )= Sp(X)p(Y)  (Is 2k+1)(ls 2k+2)
s=1 i=1 s=1

(5.6)
For each value ofk, we are now able to construct th&k-motif network of the ensemble
S, i.e. a directed network whose nodes are motifs in the dictiary Z,, and an arc
point from node X to nodeY if the number of timesY follows X in the ensemble of
sequences is statistically signi cant. Furthermore, a wght can be associated to the

1The Z-score indicates how many standard deviations an observation or datum is atve or below
the mean. Itis a dimensionless quantity derived by subtracting he population mean from an individual
raw score and then dividing the di erence by the population standard deviation.

2The term motif is chosen in analogy with the concept of networkmotifs, i.e. recurrent patterns
of nodes and links in a graph[[87]
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arc from X to Y, based on the extent to which the co-occurrence of the two mist
deviates from expectation.

This approach is able to represent the correlation patterrencrypted in the ensemble
of sequences into a single object, themotif network. Then, graph theory allows to
extract information from the structural properties of the retwork, and to retrieve the
main message encoded in the original sequences. In parteult is interesting to study
the components of thek-motif network or, if the graph is connected, its community
structures, i.e. those groups of nodes tightly connected amg themselves and weakly
linked to the rest of the graph [27].

5.3 Applications

In the following, we will consider the application of the métod to three dierent
datasets, belonging to three contexts as diverse as biolpggcial dialogs and dynamical
systems. We will show how the community analysis of the reked k-motif networks
enables to extract functional domains in proteomes, sociehscades and hot topics in
Twitter, and the increase of chaoticity in deterministic mas.

5.3.1 Biological sequences

Methods to study over- or under-representation of particar motifs in a complete
genomel[75, 88, 89] or in a proteomle [90], have already beeopmsed, and the results
have been used to make functional deductions. Although theformation contained in
strings deviating from expectancy is useful for the analysiof many biological mecha-
nisms [86], it turns out to be not su cient for a complete and &haustive interpretation
of the genomic and proteomic message. A fundamental key t@ itcomprehension is in
fact hidden in the correlations among recurrent patterns aftrings. The spatial struc-
ture of proteins provides an example: when a protein foldsegments distant on the
sequence come to be close to each others in the space. Thistagpen because two (or
more) segments need to physically interact in order to perim the biological function
the protein is supposed to go through. Such a mechanism trda®s into a statistical
correlation between short motifs of aminoacids, which is Weaptured by an analysis
in terms of k-motif networks.

Human proteome

In our application, we have considered the ensemble of segoes relative to the human
proteomefy It consists of 34180 aminoacidic sequences of variableesizith an average
length of 481 letters. For this dataset, we have computed th@obabilities p°s and p®*®
for each of the 28 = 8000 possible strings of three aminoacids, and we have stdel

3Data downloaded from [91]
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5. Networks of motifs from sequences of symbols

Figure 5.1: The 3-motifs network of the human proteome. Nodes belonging tolte same community
are labeled by the same number and share the same colour. Most of the commitias can be associated
to a functional domain as described in tablg 5.]L.

E

as 3-motifs the strings satisfyingSZTb; > Sebp +2 , hence creating the dictionaryZs

Fl The entries of the dictionary are the nodes of the 3-motif me&ork. The node X

is then linked to Y with a directed arc if the number of times that motif Y follows
motif X witRjn the sgme protein is statistically signi cant, accoding to the relation:

PO (Y jX) ps (Y jX ) o P pos(YjX) :
) ey T 2 . The statistical signi cance 05T (Vjx) 1S also the weight

4With the notation hp(x)i, we denote the average op(x) over all the possible con gurations of x
and with  the standard deviation of the distribution
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5.3. Applications

Table 5.1: List of communities in the 3-motif network of the human proteome. Community labels as
in Fig. 5.1, number of nodes, total internal weight, associated domain, andhe domain speci city are
reported.

# nodes Internal Domain Domain
weight recognition
1 6 83,30% Olfactory 171/175
receptor
2 25 74,91% |
3 43 94,13% Zinc Finger  1345/1364
4 6 55,42%  G-protein and 9/11
CUB-Sushi
5 3 100% Cadherin 330/347
6 4 100% Lipoproteins 16/19
7 2 100% Homeobox 65/84
8 4 100% |
9 4 100% Collagen 271/482
10 2 100% Serine 22/51
protease
11 2 100% |
12 3 60,30% C-type 3/4
proteins
13 5 100% |
14 2 100% |
15 2 100% |

of the arc. In this way we obtain the 3-motif graph of 199 nodeand 1302 directed
links, shown in Fig. 5.1. The graph has 86 isolated nodes (noisgdlayed in Figure),
while the remaining 113 nodes are organized into 10 weak campnts. The largest
component of the graph contains 5 clusters, detected by meaaf the MCI algorithm
[28]. Therefore, 15 di erent communities are present in thgraph. In Table 5.1 we
report, for each community, the number of nodes and its totahternal weight, de ned
as the sum of the weights of links between nodes of the comnties normalized by the
sum of the weights of links incident in nodes of the communityBy submitting a query
to the Prosite database[[92] we have obtained, for each coepdf connected motifs
belonging to the same community, the list of all proteins, aeksi ed by domain, where
the two motifs co-occur. The results show that linked couptéeof motifs belonging to
the same community, all co-occur in the same kind of domains addition to this, one
can associate 9 of these 15 communities just to one proteimain, since the majority
of co-occurrences emerge in proteins matching a well-dech&unction. In Table 5.1 we
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5. Networks of motifs from sequences of symbols

report, when possible, the association to a single proteiromhain, together with the
ratio between the number of times the couple of motifs with & highest weight occurred
in that speci ¢ domain, and the total number of co{occurrenes in the database.

Analogous results were also found for the 4-motif graph, wailt is not possible to
derive the same kind of information by using lower order Madv models to construct
dictionaries. For example, the 3-motif network construci with a dictionary based
on a lower order approximation rather than on a 2-bodies Mady chain, exhibits a
community structure with just four communities, none of wheh could be identi ed
with a functional protein domain.

5.3.2 Social networks and microblogging

By means ofk-motif networks, information can also be retrieved from datsets of social
dialogs and microblogging websites. Although in these casesprinciple, a dictionary
is a-priori known, not all terms used in the Internet languag are always listed in a
dictionary: abbreviations, puns, leet language wordEJ93james of websites or names
of public gures, are just some examples. Moreover, some e&gsions or combinations
of terms appear more frequently in some periods or contextsi@ to the interest to
some hot topics. In addition to this, the method ok-motif networks turns to be very
useful in all those contexts where it is necessary to procemsd compact information
from large amount of symbolic data. This is the case of Inteet, where the amount
of text data provided by blogs, dialogs in social networkspfums, etc. is growing and
growing.

In the following, we provide details on how network of motifare able to deduce
information about hot topics and cascade§ [PE, B5] in a dattsextracted from Twitter,
a well-know platform for social networking and microblogog.

Twitter and the case of the 2010 UK election

Twitter [@8] is a social networking and microblogging service whidllows users to
send short messages known &seets Tweets are composed only of text, with a strict
limit of 140 characters: they are displayed on the author'srp le page and delivered
to the author's subscribers, who are also known as \followgr The dataset we have
analyzed is a collection of 28143 tweets, crawled on two daym the 23rd to 24th
April 2010, and selected through the Twitter Streaming APIJif they contained the
string #leadersdebate The choice of such a keyword, called in Twitter alsbashtag
was aimed to select all those tweets concerning electorahgaaign in UK, where general
election to elect the members of the House of Commons would bawaken place two
weeks later. We have analyzed the dataset removing all blasipaces between words
and all symbols that where not numbers or letters (punctuatin, symbols like $, @,
* etc.) and not distinguishing between lower- and upper-casletters. From these
sequences, dictionaries of motitd; and Z, have been extracted, selecting respectively
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5.4. Symbolic dynamics

Figure 5.2: Components of the 4-motifs network of the twitter dataset. Eachcomponent and its
associated topic are described in table 5.3.

the 10% and 1% of most signi cant strings of 3 and 4 letters. Asedcribed in the main
text, we have constructed networks whose nodes represenetantries of a dictionary,
and an arc is drawn from the node representing string X to theade standing for
string Y, if p°S(YjX)=**(YjX) is greater than a certain threshold. In Fig. 5.2, we
show the 4-motifs network when the threshold is set equal td®@ (isolated nodes not
reported). Such a high threshold is chosen to have a small nerk that can be easily
visualized and studied. More information can be obtained bgetting the threshold to
lower values or analyzing networks made up of motifs of di ent length k. Searching in
the original dataset the connected motifs, it is possible tassociate each component to
a particular tweet which generated a cascade or with a speciexpression, related to a
speci ¢ hot topic discussed by users of the microblogginggtform. For all components
of Fig. 5.2, we report in Table 5.3 the tweet or expression agsated and its meaning.
For example, component 1 and 4 can be associated to two exitlisalisclosed on those
days by two di erent journals, or component 6 to the name \Gilian Du y", a 65-years
old pensioner involved in a political scandal with British M Gordon Brown during the
election tour (Brown's remarks of her as a \bigoted woman" we accidentally recorded
and broadcast).

5.4 Symbolic dynamics
Symbolic dynamics is a general method to transform trajeaties of dynamical systems

into sequences of symbols. The distinct feature in symboltynamics is that time is
measured in discrete intervals. So at each time interval th&ystem is in a particular
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5. Networks of motifs from sequences of symbols

Table 5.2: The rst ten most signi cant links between motifs, belonging to 7 di erent communities
in the Twitter dataset. Each community corresponds to a speci ¢ tweet or expression that generated
a topic cascade.

motif | motif | & Expression or Tweet Topic

1 2
Ocle gg27 | 955.3| GUARDIAN ICM POLL
5bro | wn29 | 894.8| Cameron 35% Brown 29%
Clegg 27%

poll results from
various websites,
Brown wins on 44%, Clegg| journals, tv channels,
is second on 42%, Cameron etc

13% None of them 1%

son4 4cle | 924.3
don4 2cam | 881.7

lapo mete | 892.3| www.slapometer.com A funny website on
the election
swed | nesd | 864.7 Proposal for a 4th

hey Dave, Gordon and Nick
: how about a 4th debate o
Channel 4 this wednesday

night without the rules?!

nesd ayni | 826.1 debate among leaders,
made by a journalist

on his twitter page

=)

jami ncoh | 842.0| Benjamin Cohen Journalist of Channel
minc ohen | 764.9 4 News
isob eymu | 831.4| #disobeymurdoch hashtag

state. Each state is associated with a symbol and the evolati of the system is then
described by a sequence of symbols. The method turns to bewesseful in all those
cases where system states and time are inherently discreta. case the time scale of
the system or its states are not discrete, one has to set a ceagrained description
of the system. Di erent initial conditions usually generaé di erent trajectories in the
phase space, which map onto di erent sequences of symbolslafge number of initial
conditions produces an ensemble of sequences whose arsalyan be addressed with
the method based on networks of motifs.

In the following, we will describe the application of the mdtod to the standard
map, and we will show how the related networks of motifs shapeccording to its
chaotic behavior.

Standard Map

The standard map, also known as Chirikov map, is a bidimengial area-preserving
chaotic map. It maps a square with side 2 onto itself [I02]. It is described by the
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Table 5.3:

In relation to Fig. 5.2, we report the number of nodes, links, he tweet or the expression

containing the motifs and the topic associated to each of the 13 communiéis

Comm. Nodes | Links Expression or Tweet Topic

1 25 33 Brown wins on 44%, Clegg is secq{ poll results from vari-
ond on 42%, Cameron 13% None ous websites, journals, tv
of them 1% channels, etc

2 12 14 Benjamin Cohen Journalist of Channel 4
News [93]

3 10 11 hey Dave, Gordon and Nick :| Proposal for a 4th debate
how about a 4th debate on Chan; among leaders, made by a
nel 4 this wednesday night with-| journalist on his Twitter
out the rules?! page

4 9 13 GUARDIAN ICM POLL poll results from vari-
Cameron 35% Brown 29% Clegg ous websites, journals, tv
27% channels, etc

5 6 5 Very funny screengrab from the| About a funny picture of
LeadersDebate the leaders debate on BBC

9]

6 3 2 Gillian Duy Woman branded a ‘'bigot’
by Gordon Brown in
general election campaign
[100]

7 6 5 Cameron: | believe that if you've | Electoral campaign from

inherited hard all your life you | David Cameron
should pass it on to your children

8 6 3 #disobeymurdoch Twitter hashtag

9 4 2 #citizensuk Twitter hashtag

10 2 1 http:// ... .ly Format of shortened we-
blinks in twitter

11 2 1 Tactical voting Strategy that when a voter
misrepresents his or her
sincere preferences in or-
der to gain a more favor-
able outcome [[10M1]

12 2 1 Henry Macrory Head of press for the Con-
servatives, owner of a twit-
ter account

13 2 1 www.slapometer.com A funny website on the
election

equations:

Xi+1 = Py + asinxg
Pr+1 =

mod 2

Pt + Xt+1 mod 2

(5.7)
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Figure 5.3: Standard map: number of components in the 3-motifs networks (rain gure), and the
Lyapunov exponent (inset), as a function of the non-linearity paramete a.

wheret represents time iteration anda is a parameter assuming real values. The
map is increasingly chaotic as increases (see inset of Fig. 5.3 to see a plot of the
Lyapunov exponent as a function of the parametex). For a = 0, the map is linear and
only periodic and quasiperiodic orbits are allowed. When elution of trajectories are
plotted in the phase space (thep plane), periodic orbits appear as closed curves, and
quasiperiodic orbits as necklaces of closed curves whosetars lie in another larger
closed curve. Which type of orbit is observed depends on the psinitial conditions.
When the nonlinearity of the map increases, for appropriatenitial conditions it is
possible to observe chaotic dynamics.

In order to obtain sequences from the standard map (5.7) by raes of the symbolic
dynamic approach [[I03], one needs to make a coarse grainirigth® phase space,
de ning a discrete and nite number of possible states the a@jectory can occupy.
This way it is possible to associate a symbol to each of the pdde states and derive
a sequence according to the trajectory originating from amitial condition. We have
coarse-grained the phase space into 25 (%) squares of equal size and we have derived
for di erent values of the parametera, 10* sequences of £0symbols. In other words,
this means to follow for 18 time steps the trajectories originating from 10 di erent
initial conditions.

The idea is that closed orbits or quasi periodic-ones corpesd to correlations
between motifs and therefore in links of the graph of motifsWhen the map becomes
more and more chaotic, closed orbits disappear and, corresgingly, the networks
break in many components, see Fig. 5.4. In the extreme limit efiap highly chaotic
(a > 3), the network of motifs are completly disconnected, with lanodes isolated.
Nevertheless, this scenario is di erent from the one genegrat by stochastic sequences,
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opens up a wide range of applications from the study of writtetext, to the analysis
of sheet music or sequences of dance movements. Moreoveg,ittethod does not use
parameters on the position of motifs in order to correlate #m, since co-occurrences
are computed within sequences, which represent natural ertuptions of a corpora of
data (proteins in a proteome, posts in a blog, di erent inital conditions in a symbolic
dynamics, etc.).
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Chapter 6

A high-order Markov model for the
study of mobility

Simplicity is the ultimate
sophistication.

Leonardo Da Vinci

6.1 Studying human mobility

Understanding the statistical patterns of human mobility, pedicting trajectories and
uncovering the mechanisms behind human movemeriisJIL04] iscasiderable challenge
with important practical applications to tra c management [I03,[I06], planning of
urban spaces[[I071_108], epidemids TIO9L12], informatispreading [ITIB[114], and
geo-marketing[[1IH,116]. In the last years, advanced dajitechnologies have provided
huge amounts of data on human activities, allowing to extragnformation on human
movements. For instance, observations of banknote circtilan [L14,[118], mobile phone
records [IIP], online location-based social networks TLAX]], GPS location data of
vehicles [I2P], or radio frequency identi cation traced (8, [108,12B], have all been
used as proxies for human movements. These studies have pfed valuable insights
into several aspects of human mobility, uncovering distindeatures of human travel
behavior such as scaling lawETIN7,124], predictability wéjectories [I2%], and impact
of motion on disease spreadin@ [IM0{T12, 126]. However, francomparative analysis
of the di erent works it emerges clearly that a \uni ed theory" of human mobility is
still outstanding, since results, even on some very basiafares of the motion, often
appear to be contrasting[[I304]. One example is the measuredtdbution of human
trip lengths in various types of transportation: some studis agree that mobility is
generally characterized by fat-tailed distributions of tip lengths [I1Y[12K], while others
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Figure 6.1: The universe map of the massive multiplayer online game Pardus . The universe

of Pardus can be represented as a network witiN = 400 nodes, called sectors (playing the role of
cities), and K = 1160 links. Sectors are organized into 20 di erent regions, called clugrs, shown in

the gure as di erent color-shaded areas. There is no explicit set of goa in the game. Players are free
to interact in a number of ways to e.g. increase their virtual wealth or status. Players move between
sectors to interact with other players, e.g. to trade, attack, wage war,or to explore the virtual world.

report exponential or binomial forms [I04[_108, IP2]. The dtirepancies arise due to
the di erent mobility data sets used, where mobility is indirectly inferred from some
speci ¢ human activity in a particular context. For instance, mobile phone records
typically provide location information only when a person ses the phone[124], while
radio frequency identi cation traces like the ones of Oystecards in the London subway
[I08] only log movements based on public transportation ggsns. Analyses of these
data sets can then result in a possibly biased view of the untieng mobility processes.
Furthermore, most of the analyzed data sets have poor infoation on how socio-
economic factors in uence human mobility patterns. More geerally, the lack of an
all-encompassing record set with positional raw data inaliing complete information
on the socio-economic context and on the behavior of all meetis of a human society,
has so far limited the possibilities for a comprehensive dgpation of human mobility.

6.2 A new approach to the study of mobility

In this chapter and in [3], we address the issue of mobilitydm a novel point of view by
analyzing, with unprecedented precision, the movements aflarge number of individ-
uals, the players of a self-developed massive multiplayenlime game (MMOG). Such
online platforms provide a fascinating new way of observingundreds of thousands of
interacting individuals who are simultaneously engaged isocial and economic activ-
ities. The potential of online worlds as large-scale \soceconomic laboratories" has
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6.3. A social arena: the online game Pardus

been demonstrated in a number of previous studids J48, 12Z9]. For the MMOG at
hand [130], we have access to practically all actioi$ [7]cinding movements, accumu-
lated over several years. This MMOG can therefore be considd as a \socio-economic
petri dish" to study mobility in a completely controlled way. We can in fact observe
the long-time evolution of a social system at the scale of amtge human society,
having a perfect knowledge of all the spatio-temporal and si@-economic details. In
contrast to traditional studies in social science which argpically biased by well-known
\interviewer-e ects"”, in MMOGs the socio-economic meas@ments are objective and
unobtrusive, since subjects are not consciously aware ofifeobserved.

Using positional data of the players in the game universk in combination with
other socio-economic information from the game, we uncovwarious fundamental fea-
tures of mobility, and we provide a complete description ohie mechanisms causing the
observed anomalous di usion. Two are the main results we Wwghow in this chapter.
First, we nd the emergence of di erent spatial scales, due tthe strong tendency of the
players to limit their economic activities to some speci ¢ gas over long time periods
and to avoid crossing the borders between di erent areas. Miamg use of this obser-
vation, we propose an e cient method to identify socio-ecoomic regions by means of
community detection algorithms based solely on the measarenovement dynamics.
Our second result unveils the driving mechanism behind the awement patterns of
players: Locations are visited in a speci c order, leadingotstrong long-term memory
e ects which are essential to understand and reproduce thdgerved trajectories. Fi-
nally, we provide large-scale evidence that neglecting legr of these spatial or temporal
constraints may obstruct the possibility of understandinghe processes behind human
mobility.

6.3 A social arena: the online game Pardus

Pardus is a massive multiplayer online game running since 2004, tvien worldwide
player base of more than 350,000 individuals. It is an openged game whose players
live in a virtual, futuristic universe and interact with each other in a multitude of ways.
The topology of the universe can be represented as a networkhn400 nodes, called
sectors embedded in a two-dimensional space, the so-calladiverse mapshown in
Fig. 6.1. Each sector is like a city where players can have sacielations (establish
new friendships, make enemies and wage wars), and entertagonomic activities (trade
and production of commodities). Typically, sectors adjacg on the universe map, as
well as a few far-apart sectors, are interconnected by linkehich allow players to move
from sector to sector. At any point in time, each sector is tyjgally attended by a large

lWhenever we address the position or the movement of “a player' in t game universe, this is
meant as a short form for referring to the virtual avatar which is uniquely associated to and controlled
by the player. This abbreviation is consistent with the tendency of players to identify themselves with
their avatars.
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N | 400
K | 1160
k | 29
C |0.089

C=G | 12.33
L |11.89

L=L, | 2.11

Ee | 0.80

Egoo | 0.03

D | 27
D. | 18

Table 6.1: Network properties of the Pardus universe: number of nodedl, number of (undirected)
links K, average degred, clustering coe cient C, clustering coe cient to corresponding coe cient of
random graph C=C;, average geodesit, average geodesic to corresponding average geodesic of random
graph L=L,, local e ciency E., global e ciency Egqp, diameter D, e ective diameter (0:9-quantile)

De .

number of players. The network is sparse and, similarly to ber spatial networks, is not
a small world. It has a characteristic path lengthL = 11:89 and a diamete,x = 27,
which means that, on average, players have to move through amnegligible number
of sectors to traverse the universe. See tahle 6.1 for a détdicharacterization of the
universe network structure.

The sectors have been originally organized by the developesf the game into 20
di erent clusters which are perceived by the players as dierent political oisocio-
economic regions such as countries. For example, a playerowt member of a political
faction in the game is provided some game-relevant proteati in all clusters which are
controlled by the faction, and has the opportunity of sociapromotion when accom-
plishing certain tasks within these clusters. Each clustas shown in Fig. 6.1 with a
di erent background color. All clusters contain about 20 sdors each, with the ex-
ception of the central cluster, consisting of just one secgtoand its surrounding three
clusters having only 6-7 sectors. Sectors belonging to thense cluster are geograph-
ically close on the map, meaning that the distance between yatwo sectors in the
same cluster is small, with an average distance around 3. s typically have a
\home cluster" where they focus their socio-economic actfies over long time periods.
Occasionally, they also move to sectors belonging to othdusters in order to explore
the universe, to relocate their home (migrate), or during éseeme game events such as
wars.

In Pardus, players are free to pursue whichever role they éko take. Many of them
focus on expanding their social relations or political in ence, some play the role of
\scientists" exploring the universe, while others chooseheir main goal in trade and
optimizing the amount of virtual money earned[[418]. The langvariety of complex socio-
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P(Dx)

Figure 6.2: Distribution of jump distances and of waiting times. To eachplayer a time series consisting
of the sector positions over 1000 days is associated. jamp is said to occur when the sector position in
the time series changes from one day to the following. The lengtld of a jump is measured in terms of
graph distance and can take an integer value between 1 and,,x = 27, the diameter of the network.
(a) The probability distribution of jump distances is reported in a semi-log plot. For d 15, the

distribution follows an exponential P(d) e ¢ with a characteristic length 3. Players can also
remain in the same sector for more days, without moving to other sect®. We de ne as waiting time

t the number of consecutive days a player spends in only one sectorb)(We show the probability
distribution of waiting times  t in a log-log plot, which is well tted by a power-law P( t) t o,
with 2:2.

economic behaviors emerging in this online society, resuih high heterogeneity in the
mobility patterns, such as observed in real human motion. Haver, di erently from
other empirical studies on human movements, mobility in Pargs can be investigated in
a controlled way, since complete information on actions ofgyers is available[[4d,127].
Here we consider a data set consisting of movements in the netk universe of all
players who were active over a period of 1,000 days, as well gfssocio-economic
information about their environment. This opens the possilty of investigating motion
in relation to other social and economic factors. Note that wdo not have to address
the common issues of relying on incomplete data, on data thare only a proxy of
mobility, or on data that are aggregates of di erent types otransportation [I13].

6.4 Basic features of the motion

The position of each player in the universe, namely the ID nuber of the sector where
the player is currently situated, is logged once a day. In thiway the motion of each
player becomes a time series of 1,000 sector positionsjufkp occurs when a player's
sector position changes from one day to the following. The saxciated lengthd of a
jump is measured in terms of graph distance, an integer valbetween 1 andd.x = 27.
The probability distribution of jump distances, computed br all players over the whole
observation period, is reported in Figure 6.2 (a). Fod 15, the distribution is
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6. A high-order Markov model for the study of mobility

well- tted by an exponential:
Pd) e "; (6.1)

with a characteristic jump length 3. The existence of a typical travel distance,
as also recently found in other mobility data[[I08[_122], isetated to the use of a
single transportation mode inPardus [I31]. This allows to disentangle the intrinsic
heterogeneity of the players from the e ects due to the presee of di erent means of
transportation [I12], which might be the cause of the scafeee distributions found in
mobile phone or other mobility data sets[[I17, 119]. It has ifact been suggested that
power laws in distance distributions of movement data may eenge from the coexistence
of di erent scales [T0#[132].

In some cases, players stay in the same sector for a numberaisecutive days. For
instance, 11 of the 1458 considered players, although beiagfive in the game, never
jump within the entire observation period. On average, a plger does not change sector
in approximately 75% of the days. To better characterize theotion, we computed the
waiting times t (measured in terms of number of days) between all pairs of g@tutive
jumps, over all players. The distribution of these waiting itnes, shown in Fig. 6.2 (b)
follows a power-law distribution:

P( 1)t (6.2)

with an exponent 2:2, in agreement with other recent measurements on human
dynamics [I3B]. In addition, we found that the average waitg times of individual
players are distributed as a power-law. This implies a strgnheterogeneity in the
motion of di erent players, which is related to the heterogeeity in their general activity.

6.5 Mobility reveals socio-economic clusters

Mobility patterns are in uenced by the presence of the socieconomic regions in the
network, highlighted in colors in Fig. 6.1. The typical situgion is illustrated in
Fig. 6.2 (a), with jumps within the same cluster being prefeed to jumps between
sectors in di erent clusters. In order to quantify this e ed, we report in Fig. 6.2 (b),
blue circles, the observed number of jumps of lengthwithin the same cluster, divided
by the total number of jumps of lengthd. This ratio is a decreasing function of the
distanced, and reaches zero atl = 12, since no sectors at such distance do belong to
the same cluster. As a null model we report the fraction of semtpairs at distanced
which belong to the same cluster, see red squares in the sangeire. The signi cant
discrepancy between the two curves indicates that playenmsdeed tend to avoid crossing
the borders between clusters. For example, a jump of length= 8 from one sector
to another sector in the same cluster is expected only in 3% tbfe cases, while it is
observed in about 20% of the cases.

Now, the propensity of a player to spend long time periods with the same cluster
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Figure 6.3: In uence of socio-economic clusters on mobility. (a) Skete of jump patterns from a sector
i to sectors within the same cluster,j and |, and to sectors in a dierent cluster, j° 1° Although
sectorsj %and |° have the same graph distance from sectar as sectorg and | respectively, transitions
across cluster border have smaller probabilities. (b) Quantitativeevidence of the tendency of players
to avoid crossing borders. Red squares show the null model, i.eh¢ fraction of all pairs of sectors at
a given distanced being in the same cluster. Blue circles show the fraction of measad jumps leading
into the same cluster, per distance. Coincidence of the two cunsgwould indicate that clusters have
no e ect on mobility. Clearly this is not the case { there is a strong tendency of players to avoid
crossing the borders between clusters.

might be simply related to the topology of the network, as inhe case of random walk-
ers whose motions are constrained on graphs with strong commmity structures [24].
Nodes belonging to the same cluster are in fact either diregttonnected or are at short
distance from one another. This proximity is re ected in theblock-diagonal structure of
the adjacency matrixA and of the distance matrixD, respectively shown in Fig. 6.4 (a)
and (b). We have therefore checked whether the presence oéthocio-economic clus-
ters originally introduced by the developers of the game cdre derived solely from the
structure of the network. For this reason we adopted standdrcommunity detection
methods based on the adjacency and on the distance matix ] 883]. The results,
reported respectively in Fig. 6.4 (d) and (e), show that detéed communities deviate
signi cantly from the clusters, implying that in our online world the socio-economic
regions cannot be recovered merely from topological feagst In comparison we con-
sidered the player transition count matrixM , shown in Fig. 6.4 (c), which displays a
similar block-diagonal structure asA and D, but with the qualitative di erence that
it contains dynamic information on the system. The entrym; of the transition count
matrix M is equal to the number of times a player's position was on sect and then,
on the following day, on sectoj. This number is cumulated for all players. The entry
j of the transition probability matrix corresponds to the pr obability that a player
moves to a sectof given that on the previous day the player's location was semti. It
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Figure 6.4: Extracting communities from network topology and from mobility patterns. (a) The

adjacency matrix A of the universe network, (b) the matrix D of shortest path distances, and (c)
the matrix M of transition counts of player jumps. Each of the three matrices contairs 400 400
entries, whose values are color-coded. Sector IDs are ordered by dieis resulting in the block-diagonal
form of the three matrices. We have used modularity-optimization algoithms to extract community

structures from the information encoded in the three matrices. Dierent node colors represent the
di erent communities found, while the 20 di erent color-shaded areas indicate the prede ned socio-
economic clusters as in Fig. 6.1. The displayed Fowlkes and Mallows dex F 2 [0; 1] quanti es the

overlap of the detected communities with the prede ned clustes. The closerF is to 1, the better the
match. (d) Although information contained in the adjacency matrix A allows to nd 18 communities,

a number close to the real number of clusters, the communities exacted do not correspond to the
underlying color-shades areasK = 0:66). (e) Extracting communities from the distance matrix D

only results in 6 dierent groups (F = 0:49). (f) The 23 communities detected using the transition
count matrix M reproduce almost perfectly the real socio-economic clusterd=(= 0:96), with only a
few mismatched nodes detected as additional clusters.

reads: j = Prln—;n” wherem; is the number of observed player movements from sector
i to sectorj, and the sum overl is over all sectors of the universe. The matrix is a
stochastic matrix, i.e. it has the property that the entriesof each row sum to one, as
it is the Markov approximation of the process underlying mabty.

Figure 6.4 (f) shows that community detection methods appléeto the transition
count matrix M reveal almost perfectly all the socio-economic areas of theiverse.
This nding demonstrates that mobility patterns contain fundamental information on

the socio-economic constraints present in a social systeritherefore, a community
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detection algorithm applied to raw mobility information, asthe one proposed here, is
able to extract the underlying socio-economic features, weh are instead invisible to
methods based solely on topology.

In the rest of this section, we give a detailed treatment of agbted community
detection methods and measures. Since the Pardus universalivided in a number of
clusters de ning political, independent units in the game universewe have shown that
the mobility patterns of players are in uenced by such bords. At the same time, the
topology of the Pardus universe itself might a ect the mobity patterns. In order to
investigate the importance of these two elements, one neegdsompare the topological
modules that can be extracted from the adjacency matriA or distance matrix D,
with the dynamical communities emerging from the collectex movement behaviour of
players.

At the sector level, the Pardus universe is a directed weigdd network with L =
1160 links andN =400 nodes. The majority of links arewormholes( 95%), mutual
links that connect nearby nodes (see Fig. 6.1) and have a smatveling cost (in
terms of APs). The long-range links in Fig. 6.1 instead reprease X-holes and Y-
holes Players moving along such links incur signi cantly highetraveling costs than
in the case of wormholes. Since X/Y-holes may be only scarcelged in-game, in
addition to studying the complete directed weighted adjacey matrix, A, we also
study the adjacency matrixA"" where X/Y-holes were removed, yielding a symmetric
and unweighted network. Finally, we consider the weighted heork D™, de ned
element-wise aslj = d(i;j) *8i 6 j andd; =0 8i, whered(i;]j ) is the shortest path
distance on the Pardus network.

The player dynamics was studied at the aggregate level thrgh the transition count
matrix M and the normalized transition matrix . Each elementm; of M corresponds
to the total number of times a player was found at positiom at a time t and at position
j attime t+ 1. The transition matrix 1—3( j ) is obtained by row-normalizingM so
that j = P”l“—r'nl Hence, for all rowsi, ; j =1 and is a well-de ned probability
matrix for the transitions between pair of nodes in the netwdk. Notice that for both M
and the diagonal elements can be signi cantly di erent from zero and therefore the
resulting networks display self-loops. Moreover, both matesM and correspond to
directed, weighted networks, and therefore can be thoughsaepresenting ows across
the networks. For completeness, we also de ne the symmeti versions of the ma-
trices above, namely the symmetrized jump matriM ™ = (M + M T)=2, and the
symmetrized transition matrix Y™ = ( + T)=2. The corresponding weighted net-
works are undirected and represent a rst coarse-graining the information contained
in the dynamical ows. It is thus interesting to compare thes two to understand how
much information is lost in the coarse-graining.

We performed community detection algorithms by optimizingnodularity [L34,[13%].
To ensure consistency, we checked the results under di etemeuristics and repeated
detections [13B[137]. Figure 6.5 shows the communities exdted from theM , M Y™™

and Y™™ matrices. The coloured hulls are included for comparison dnndicate
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the Pardus cluster to which each sector belongs. For compson, in gure 6.6 we
plot the communities obtained from the topological quanties, namely the directed
weighted adjacency matrixA, the undirected unweighted matrixA*" and the inverse
distance matrix D™'. One can easily see that the communities extracted from the
transition matrices appear to reproduce much better the chier structure as opposed
to the topological communities.

Notice also that the partitions obtained for the dynamical tansition matrices con-
tain communities composed of a single node. Although unusua community de-
tection, this result is consistent with the mobility patterns. In fact, we measure the
positions of players at the same time every day. Then, the @ence of non zero values
on the diagonal ofM, MMM and Y™™ simply means that there is a positive
probability for a player to be found again on the same node &ft 24 hours, implying
that the player either stayed still on the node or traveled buicame back to its original
position within 24 hours. These self-loops are responsilitea the presence of single-
node communities in the dynamical matrices and for their albsice in the topological
ones, where there are no self-loops.

We nd a di erent number of communities for di erent matrice s, making it hard to
come to a conclusion regarding which one is the closest to thardus cluster structure.
To quantify the relative goodness of the partitions obtaing from the various matrices,
we calculate three measures of clustering similarity: theowlkes and Mallows index
F [138], the Rand's criterionR [139] and the normalized information variation (NVI)
[1Z0]. Consider a set of node§ of cardinality n and two partitions C and C° of T,
then the set of all unordered pairs of elements df is the union of the sets[[I41142]:

t11 is the set of pairs the same community unde€ and C*

to; is the set of pairs not in the same community undeC but under the same
community in C°

tio is the set of pairs in the same community unde€ but not under the same
community in C%

too is the set of pairs not in the same community unde€ and C°

and nyq, Ng1, N1g, Ngo are their respective cardinalities (andny; + Ngy + Ny + Ngg =
n(n 1)=2). The F and R indices are then given by:

_ N1y _ 2(n11 + Ngo)
F=p R = ST Moo/
(n12 + N10)(N11 + No1) n(n 1)

(6.3)

which are essentially two ways of quantifying how well the pttions match pairs of
nodes. Therefore a perfect match between two partitions wihave F;R = 1. The
Variation of Information (VI) is a measure based on information theoretical concepts

98



6.5. Mobility reveals socio-economic clusters

!
O—00 o,ogq(o‘go f

="

f
)

¥ I

=N

A n'ﬁ'i’ i

2 R L X9
sz 2 AR 3§ %
7= O—J0

¢ (e]e]

QG

Figure 6.5: Extracting communities from mobility patterns. Communit ies found for (a) the jump
matrix M, (b) the symmetrized jump matrix M Y™ = (M + M T)=2, (c) the transition matrix

and (d) the symmetrized transition matrix

symm- = (4

T)=2. Dierent node colours represent

the di erent communities found, while the 20 di erent colour-shad ed areas indicate the prede ned
socio-economic clusters as in Fic. 6.1. The communities found through #hinformation of motions
reproduces well the bulk of the Pardus cluster structure, witha few exceptions along borders where
some nodes are assigned to wrong clusters. The Fowlkes and Mallowsdex F is close to 1 for all
detected partitions, re ecting the good match. For more measures, se Table 6.2.

and represents the informational distance between two pdtibns. Therefore, if the
VI is large, the two partitions are very dissimilar. The VI of a @rtition is bounded
by log, n, hence it is possible to normalize it, obtaining théNormalized Variation of

Information (NVI 2 (0;1)):

NVI (CC) =

VI(CO)

oo (6.4)
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where

VI(CC)= H(OQ+ H(C) 2(CC) (6.5)

The terms in equation (6.5) are the entropyH (C) of partition C and the mutual
information between two partitions C and C° [143]:

X . o X P(ij)
H(O) = P(i)log,P(i) 1(CQ)= P (] )10g; 5 5

i=1 i=1 j=1

(6.6)

whereP (i) = ’CT’ is the probability thqxt an element of T chosen at random belongs to

community C; 2 C, and P(i;j ) = JCTC'OJ the probability that an element belongs to
Ci2CandtoC’2C"

Table 6.2 reports the values obtained for the studied matmgs. The values of the
Fowlkes-Mallows and Rand indices for the dynamical commuig@s are much closer to 1
than the ones for the topological communities. The result ison rmed also by the NVI
values, where we measured very small values for the dynantipartitions, indicating
that player mobility follows closely the Pardus cluster stucture. It could be argued
that this similarity emerges from the topological structue of the network. However, we
also found a di erence of almost one order of magnitude betes the dynamical and
topological partitions and thus such hypothesis is not sumpted, that is the topological
properties (e.g. adjacency matrix, distance matrix) prodee partitions that are very
di erent from the dynamical ones and the Pardus cluster onera cannot therefore be
considered as the underlying mechanism of the mobility patns. Moreover, this result
is robust under di erent measures of player movement, as sho by the remarkable
stability of the values of the clustering similarity measues for the other dynamical
casesM ™M and Y™™ which stay close to the ones obtained fdvl . Therefore,
our conclusions cannot be considered an artifact of the patilar measure we adopted.

6.6 Anomalous di usion and a long-term memory model

In order to characterize the di usion of players over the netork, we have computed
the mean square displacement (MSD) of their positions,?(t), as a function of time.
The MSDisdened as 2(t)= hr (T +t) r(T))%, wherer (T)andr (T + t) are the
sectors a player occupies at timeb and T + t respectively, and wherer((T + t) r (T))
denotes the distance between the two sectors. The averdgeis performed over all
windows of sizet, with their left boundaries going from T=0 to T=1000-t, and over
all the 1458 players in the data set. If 2 has the form 2(t) t with an exponent

< 1, the di usion process is subdi usive, in the case > 1 it is super-di usive. An
exponent of =1 corresponds to classical brownian motiol [I#B,T44].

Results reported in Fig. 6.7 (a) indicate that, for long timesthe MSD increases as
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Figure 6.6: Extracting communities from topological information. Communities found for (a) the
adjacency matrix A, (b) the adjacency matrix A" in which the X/Y-holes were removed yielding an
undirected unweighted network, and (c) the distance matrix D'"V. Di erent node colours represent
the di erent communities found, while the 20 di erent colour-shad ed areas indicate the prede ned
socio-economic clusters as in Fig. 6.1. The partitions obtained from the gdcency matrices produce
communities that cross over the borders between clusters and thefore do not recover the clusters
well. This is particularly evident in the case of D™ where only 6 communities are found. The Fowlkes

and Mallows index F is not close to 1 for all detected partitions, re ecting the bad match. For more
measures, see Table 6.2.

a power-law:

2(t) t (6.7)
with an exponent 0:26. This anomalous subdi usive behavior is not a simple
e ect of the topology of the Pardus universe. In fact, as shawin Fig. 6.7 (b), gray

stars, the simulation of plain random walks on the same netwoproduces a standard
di usion with an exponent luptot 100 days, and then a rapid saturation
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Matrix Network Properties Neomm | F R NVI
Clusters | 20 1 1 0
A directed, unw. 18 0.678 | 0.963| 0.179
AW undirected, unw. 17 0.655| 0.957 | 0.180
Dinv directed, weight. 6 0.489 | 0.864 | 0.271
M directed, weight. 23 0.963 | 0.996 | 0.025
M symm symmetrized, weight. | 22 0.957 | 0.995| 0.026
directed, weight. 14 0.812 | 0.973 | 0.075
symm symmetrized, weight. | 19 0.999| 0.993 | 0.036

Table 6.2: Overview of community detection results for the studied natrices. From left to right, the
columns correspond to: the studied matrix, the properties of the coresponding network, the number
of communities found n¢omm , the scores for the Fowlkes-Mallows indeX= [I3d], the adjusted Rand's
criterion R [I39] and, nally, the normalized information variation (NVI) [140]] For referen ce, the
rst row contains the values for the Pardus cluster structure. The closer the indicesF and R are to 1,
and the closer the NVI is to 0, the better a found partition matches the clusters. The values reported
clearly indicate that the Pardus cluster structure is faithfully reproduced by the player mobility. On
the other hand, the topological, non-dynamic properties (e.g. adjacency mtrix, distance matrix)
produce partitions that are very di erent from the Pardus cluster structure.

e ect which is not present in the case of the human players. $ights from the previous
section suggest that the anomalous di usion behavior mighie related to the tendency
of players to avoid crossing borders. We have therefore catesed a Markov model in
which eactbwalker moves from a current nodeto a nodej with a transition probability

i = m;= , m;, wherem; is the number of jumps between sectarand sectorj, as
expressed by the transition count matrixM of Fig. 6.4 (c). The probabilities j; are
the entries of the transition probability matrix , which con tains all the information
on the day-to-day movement of real players, such as the predace to move within
clusters, the length distribution of jumps, as well as the t&dency to remain in the same
sector. Despite this detailed amount of information used lfe matrix has 160,000
elements), the Markov model fails to reproduce the asymptiotbehavior of the MSD,
see magenta diamonds in Fig. €.7 (b). Since the model consgl@enly the position
of the individual at its current time to determine its position at the following time,
deviations from empirical data appear presumably due to thpresence of higher-order
memory e ects. For this reason we have considered the recgnproposed preferential
return model [I24] which incorporates a strong memory featr The model is based on
a reinforcement mechanism which takes into account the prepsity of individuals to
return to locations they visited frequently before. This mehanism is able to reproduce
the observed tendency of individuals to spend most of theimbe in a small number of
locations, a tendency which is also prevalent in the mobiitoehavior of Pardus players.
However, the implementation of the preferential return modeon the Pardus universe
network is not able to capture the scaling patterns of the MSas shown in Fig. 6.7 (b).
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s2(t)

s2(®)

0 3 —+H&— Time Order Memory
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- Markov
—~/— Preferential Return
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Figure 6.7: Diusion scaling in empirical data and simulated models. @) The mean square dis-
placement (MSD) of the positions of players follows a power relation ?(t) t with a subdi usive
exponent 0:26. The inset shows the average probabilityP _( ) for a player to return after
jumps to a sector previously visited. The curve follows a powerdw P .( ) with an exponent
of 1:3 and an exponential cuto. We report, for comparison, (b) the MSD for various mod-
els of mob'ty'ty. For random walkers and in the case of a Markov model with tansition probability

j = mj=; mj we observe an initial di usion with an exponent 1 and then a rapid saturation
of 2(t), due to the nite size of the network. A preferential return mod el also shows saturation and
does not t the empirical observed scaling exponent . Conversely, a model with long-time memory
(Time Order Memory) reproduces the exponent almost perfectly. &ich a model makes use of the em-
pirically observed P _( ) while the Markov model and the preferential return model overemphasize
preferences to locations visited long ago and does not recreate the eirical curve well. Curves are
shifted vertically for visual clarity.

The reason is that in the model the probability for an individial to move to a given
location does not depend on the current location, nor on theder of previously visited
locations. Instead, we observe that in reality individualgend to return with higher
probability to sectors they have visited recently and with dwer probability to sectors
visited a long time before. Consequently a sector that has & visited many times but
with the most recent visit dating back one year has a lower pbability to be visited
again than a sector that has been visited just a few times butith the last visit dating

103



6. A high-order Markov model for the study of mobility

back only one week.

To highlight this mechanism we measured the return time disifoution in the jump-
time series, which is the transformation of the time-seriesf daily sector IDs occupied
by the players from real-time to jump-time, in order to be al# to compare time-series
of di erent length and to focus on the movements between sexs. An example of this
conversion is provided: a time series

[5;5;5;32 32,104 5;5; 104 104 104 32, 337, 337.32 : 1]
becomes in jump-time
[5;32 104 5;104 32, 337,32 ::1]:

We denote jump-time by the greek letter , that is, at jump-time a player has
performed exactly jumps. We use in the computation of the rst return time dis-
tribution. In the hypothetical time series of sectors [532, 104 5; 104 32, 337, 32] a rst
return to a sector lying =1 jumps back happens 2 times (10%; 104 and 32337, 32),
for = 2 this happens once (532 104 5), for = 3 also once (32104 5; 104 32).
Hence, in this exampleP (1) =0:5,P (2) = P (3) = 0:25, where the sum over all
P _( )isequalto 1. In particular, we extracted the probabilityP _( ) for an individual
to return again (for the rst time) to the currently occupied sector after jumps. As
shown in the inset of Fig. 6.7 (a), we found that the return timedistribution reads

P () (6.8)

with an exponent 1:3. We used this information for constructing a model which
takes into account the higher re-visiting probability of reently explored locations. In
this way we can capture the long-term scaling properties ofauements. Exactly these
asymptotic properties are fundamentally relevant for isses of epidemics spreading or
tra c management.

This \Time Order Memory" (TOM) model incorporates a power-bw distribution
of rstreturn times, together with a power-law distribution of waiting times and an ex-
ponential distribution of jump distances, as those obserdeempirically in Fig. 6.2. We
show below that these ingredients are su cient to reproducéhe subdi usive behavior
reported in Fig. 6.7 (a). The model works as follows: an indidual stands still in a
given sector for a number of days drawn from the waiting timeistribution, Eq. (5.2).
Then, the individual jumps. There are two possibilities: (i with a probability v she
returns to an already visited sector, (ii) with the probabiity 1 v she jumps to a
so far unexplored sector. In case (i), one of the previouslysited sectors is chosen
according to Eqg. (6.8). In the exploration case (ii), the intvidual draws a distance
d from the distance distribution, Eq. (6.1.), and jumps to a randmly selected, unex-
plored sector at that distance. The model has four parameter The parameters ,
and of equations (6.1), (6.2) and (6.8) respectively, are xedybthe data. Further,
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6.6. Anomalous di usion and a long-term memory model

averaging over all jumps and players, the probability of refrning to an already visited
location isv  0:83. Similarly to the measured data, the MSD of the TOM model,
black squares in Fig 6.7 (b), exhibits no saturation e ectsrad displays an exponent
Tom =0:23 0:02 in full agreement with the exponent observed for the playe

The at slope of = 0:26 and the lack of saturation of the MSD of the players
over the whole observation period exposes the signi cantviel of subdi usivity in the
motions of individuals, consistent with previous ndings[[4, 124 [T43{145]. However,
the mere tendency of individuals to return to already visitd locations is not su cient
to capture these subdi usive properties of the MSD, but it ifFundamental to consider a
mechanism that takes into account the temporal order of vigd locations, as achieved
by the TOM model. Moreover, the TOM model is realistic in the snse that, in contrast
to Markov models, it takes into account the tendency of indiduals to develop a pref-
erence for visiting certain locations. At the same time it &ws for the possibility that
a previously preferred location becomes not frequented angre. This view provides
an alternative to recently suggested reinforcement mechams in preferential return
models [I2¥]. The possibility for individuals to \change hoe" is relevant when the
model should be able to account for migration, which is an ingptant feature in the
long-time mobility behavior of humans.

Finally, we discuss to which extent the ndings from our \soal petri dish" are
valid also for human populations unrelated to the game. Préws analyses of human
social behavior in Pardus[[49,127] have shown agreementhwitell-known sociological
theories and with properties on comparable behavioral datd&xamining the preference
of players to movewithin socio-economic regions is of obvious importance for cleayi
up the role of political or socio-economic borders on the mawent and migration of
humans, where the presence of borders has a strong in uencenaobility [L18, [ 146{148].
Online societies as the one of Pardus have the evident potahtto serve as \socio-
economic laboratories", where the complete knowledge oftigities, social relations,
and positions of all individuals can signi cantly advance or understanding of large-
scale human behavior, in particular of mobility.
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Chapter 7

Understanding cooperative behavior
with functional brain networks

Reason has always existed,
but not always in a reasonable form.

Karl Marx

7.1 Neuroscience and Game Theory

Game theory provides a mathematical framework to study desibn-making processes
in groups of individuals. In a game, the players adopt one amg@ a set of possible
actions (strategies), and the reward or penalty for each plar crucially depends on the
actions taken by all players[[149]. Game theory has proveneisl in the investigation
of the neural basis of social interactions and social deaisimaking. In particular,
researchers have investigated what happens in the brain afigects involved in games
where each player can choose between cooperative and noopevative behaviors, or
between altruistic and sel sh behaviors, with the aim of undrstanding the modi cation
of brain activity related to the selected strategy[[130].

In this chapter we discuss an experiment to investigate the@onection between brain
activity, as measured by EEG recordings, and social interign, modelled using the
framework of game theory. We rst introduce some notions alub classical game theory,
focusing on the Prisoner's Dilemma game, which is played bid participants of the
experiment. Then, we describe the experimental setup and wescuss the methodology
used to analyze the data from the experiment. This methodajy relies on a complex
networks approach: from the correlations between signal§ @i erent brain areas, one
can construct what is called a functional brain network. Thege networks can thus be
analyzed using tools of complex network theory. As a major ngg we show that it is
possible to predict the cooperative behavior of individualby looking at the topological
properties of their functional brain networks.
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7. Understanding cooperative behavior with functional braigtwiorks

7.2 Classical Game Theory

Game theory is a unifying paradigm behind many scienti ¢ digplines. It is a set of
analytical tools and solution concepts, which provide exahatory and predicting power
in situations involving interactive decisions, when the ans, goals and preferences of
the participating players are potentially in conict. Classical (rational) game theory
is based upon a number of assumptions about the structure ofgame. It assumes
that agents (players) have well de ned goals and preferers@vhich can be described
by a utility function. The utility is the measure of satisfadion the player derives from
a certain outcome of the game, and the player's goal is to maxize his/her utility.
Another key assumption in the classical theory is that playerare perfectly rational
and that this fact is common knowledge of all players. \Perfa rationality” means
that the players have well de ned payo functions, and they ae fully aware of their
own and the opponents' strategy options and payo values. Téy have no cognitive
limitations in deducing the best possible way of playing whaver the complexity of the
game is. In this sense computation is costless and istantas. \Common knowledge™
implies that beyond the fact that all players are rational, hey all know that all players
are rational.

The intriguing predicted outcome, based on these hypothesand using the mathe-
matical formulations of di erent games that model con ict (see for example Sec. 7.2.1
for a description of the Prisoner's Dilemma), is that the saltions to the game consist
in each player defecting with each other, meaning that eachayer tries to get his/her
maximum bene t regardless what happens to the other playerHowever, this is in
contrast with many empirical observations from the world avund us, where it is clear
that defection is not the common scenario. Quite the oppositin many contexts indi-
viduals tend to cooperate. A pletora of mechanisms have beproposed to explain the
emergence of cooperation, some of these stating that indiuals that play iteratively
the same game can turn to cooperation in the long terri [1151].

Here we do not want to go into the details of game theory, but japresent the main
characteristics of a game extensively used for the study adrcict and for modelling
social interaction: the Prisoner's Dilemma.

7.2.1 The Prisoner's Dilemma

The Prisoner's Dilemma is a strategic game used as the stamdanetaphor to concep-
tualise the con ict between mutual support and sel sh expl@ation among interacting

non-relatives in biological communities. Its hame comesofn a thought experiment
involving suspects in a crime, and this is also the rst formkation we want to provide

before giving the rigorous mathematical one. The dilemmasaold by Osborne [1419],
is the following:

Two suspects in a major crime are held in separate cells. Tlkes enough
evidence to convict each of them of a minor o ense, but not engh evidence
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than if each chose to diminish the sentence of his accompliaethe cost of spending
more time in jail himself. This solution to the Dilemma correponds to the so-called
Nash Equilibrium of the game (see also below in this section).

The game can be summarized in a visual form as shown in Fig. 7.lh general,
games like the Prisoner's Dilemma can be formulated in a rigius way by using a
matrix representation. In the case of the Prisoner's Dilemay where a player can
choose between two possible strategies, either to cooper#t) with the other player
or to defect (D), the outcomes of the game are summarized in the following ma:

PCC P (RiR) (SiT) 7.1)
pbc pbb. T (T;S) (P;P) '
where rows correspond to the strategies player A can adogE for rst row, D for the
second), and columns correspond to the strategies of playgr(C for rst column, D
for the second). Each entry of the matrix contains two valueshe rst being the payo
of player A, the second the payo of player B. These values aresually denoted by the
capital letters R for Reward (for mutual cooperation),S for Sucker, T for Temptation
(to defect), and P for Punishment (for mutual defection). In such a matrix form the
Prisoner's Dilemma is a game where the following relation tveeen the values of the
payo holds:

T>R>P>S

In particular, the temptation to defect is higher than the revard to cooperate. In the
experiment we describe in Sec. 7.3, we adopt the followingypamatrix:

pcc pcb (2,2) (0;3) (7.2)
PDC PDD - (3, 0) (l, 1) .

A Nash equilibriumis de ned as a set of strategies for which no player can do bettby
unilaterally changing his or her strategy. Thus, each stragy in a Nash equilibrium is
a best response to all other strategies in that equilibriumin the case of the Prisoner's
Dilemma, both players defecting is a Nash Equilibrium sincenino situation can a
player can gain a higher benet if he/she switches to cooperan, provided that the
strategy of the other player remains xed. This set of stratgies is also the only Nash
Equilibrium of the game.

7.2.2 The lterated Prisoner's Dilemma

When the Prisoner's Dilemma is played iteratively the situabn becomes more com-
plicated, since a player remembers previous actions of thppmnent and can change
the strategy accordingly [I5P]. This is the actual situatio in the experimental setting
studied in this chapter. In the case of an Iterated Prisones'Dilemma, we are interested
in the iterative strategy of the player. If a player plays iteatively N games, his/her
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t+1
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Figure 7.2: A schematic representation of the classi cation of the iteratd prisoner's dilemma strate-
gies for a player A. The classi cation of the iterated strategies is basen the pair of strategies adopted
by the players in the simple Prisoner's Dilemma at trial t and on the strategy player A adopts in the
game in the following trial t + 1. In the rst column in the table, all the possible outcomes of the
game at trial t are shown, where the rst symbol, C or D, refers to the strategy player A adopted,
while the second symbol refers to the strategy player B chose. In t rst row, the possible strategies
of player A in the trial t+ 1 are shown. In this way, it is possible to classify the iterated srategy of
player A as cooperation (C), Defection (D) or Tit-for-Tat (T).

iterative strategy can be classi ed by looking at the entiresequence composed of the
total of the N single game outcomes. For our experiment, we simplify theaski cation
of possible strategies taking place. We base the classi @at of the iterative strategy
of a player just by looking at the outcome of a single game (whaoth players do)
and at the strategy the player adopts in the following singlggame (see also Fig. 7.2).
The strategy a player adopts can be of three di erent kinds:)icooperative strategy
(C), when a player who is playing defectiorD, starts to cooperateC as soon as the
other player defects, or when a player who is playing coopémm C, continues to do
so for all the possible actions of the opponent; ii) defectstrategy (D), when a player
who is playing cooperation, starts to defecD as soon as the other player cooperates
C, or when a player who is playing defectiod, continues to do so for all the possible
actions of the opponent; iii) tit-for-tat strategy (T), when a player who is cooperating
C switches to defectiorD if the opponent defectsD, or when a player who is defecting
D switches to cooperatiorC if the opponent cooperate<.

Considering the pair of iterative strategies of two playersthe outcome of each
round, or trial, of the game can be one of the six possible comations of the individual
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actions. Three of them, namely the cases in which players plhoth either cooperation
(indicated as CC), or defection (indicated as DD) or tit-fortat (indicated as TT), are

called here \pure" strategies because the two players adojpte same action, while the
other cases, indicated as CD, CT, and DT or equivalently DC, T, and TD, are called
\mixed" strategies since the players adopt di erent iteratve strategies.

7.3 Design of the experiment

Fifty-two voluntary and healthy subjects (age ranging from 3 to 33 years) participated
in our experiment. These volunteers were combined in 26 cdepand played an iterated
Prisoner's Dilemma game of at least 200 rounds. In every rodinor trial, one single
game, described in Sec. 7.2.1, is played. Each of the two @y were asked to choose
either to cooperate (C) or to defect (D) and to enter their desion through a special
keyboard. Their \reward" in each single game was assignedcacding to the payo
matrix Eq. 7.2. A trial (t) consists of two distinct time intervals. During the rst
interval, players have to communicate their strategies orhe base of the outcome at
the previous trial (t 1). Typically, this interval ranged from 0.5 seconds to 2 sends.
After communicating their choice, a report summarizing thetsategy and the score at
the trial (t) is displayed for 4 seconds. At the beginning ofltis second interval, the two
subjects make a new decision to be communicated in the nexiatr(t + 1). A scheme
of the experimental setup is provided in Fig. 7 3.

7.3.1 EEG recordings and cortical activity

During all the trials, both the players wore an electrode cagomposed of 64 sen-
sors, registering the cortical activity of the players. Cdical activity from scalp EEG
recordings was estimated by using an average realistic heasbdel (MNI template,
http://www.loni.ucla.edu/ICBM/) consisting of four conc entric surfaces: scalp, inner
skull, outer skull and cortex. Each surface is composed of @mpximately 3000 uni-
formly disposed vertices, each corresponding to one curreélipole. By means of stan-
dard methods[[I5B{I56] in neuroscience for the solution d¢fe so-called electromagnetic
linear inverse problem, from the 3000 dipoles the activityfa total of six regions of
interest (ROIs) of the scalp of each subject was estimated.h& ROIs used are stan-
dard regions according to the Brodmann classi catio [Ib&ind are: 10L for the left
hemisphere and 1(R for the right hemisphere, the Anterior Cingulate Cortex (ACC),
the Cingulate Motor Area (CMA), the Brodmann area 7L for the left hemisphere and
7_R for the right one.

After all the trials were played, all the cortical signals of he single players in each
trial were classi ed as Cooperation (C), Defection (D), or & Tit-for-Tat (T) according
to the rules speci ed in the Sec. 7.2.2. Thus, three di erensubsets of trials C, D and
T were collected for each subject.
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the PDC. In order to consider only functional links between RIs that are not due to
chance, we used a statistical signi cance threshold on theaasure associated to each
pair of nodes. All the (ordered) pairs of nodes whose PDC valisesabove the threshold
are then connected by a directed weight link, with weight bag equal to the estimated
statistical signi cance. This weight also indicates the dgree of interaction between the
two ROls.

Concerning the spectral properties of the EEG signals, welseted four frequency
bands of interest (Theta 4-7 Hz, Alpha 8-12 Hz, Beta 13-29 Hz and Gaa 30-40 Hz)
and we gathered the corresponding cortical networks by aesing the values within
the respective range. Finally, for each band, di erent funébnal brain networks were
constructed. More speci cally, for each band six di erent gaphs were produced, cor-
responding to the six di erent possible pairs of strategie€C, DD, TT, CD, CT, DT
(see Sec. 7.2.2). The rst six nodes of the graph corresporm ROIs of the rst player,
while the remaining 6 nodes correspond to the ROIs of the secbplayer. In practice,
we represented the functional connectivity of the two bram altogether in the same
graph: a link in the graph can be either an intra-brain or an iter-brain connection,
according to the fact that it expresses the relationship beteen two ROIs belonging
to the same brain, or between a region of one brain and a regiohthe other brain.
We call these graphsyper-brain networks since they represent at the same time the
correlations between ROIs in the same brain and correlatieracross the two brains.

Fig. 7.4 illustrates, for a representative couple of subjesitthe hyper-brain networks
associated to the pure strategies CC, DD, and TT, in the Alpha8-13 Hz) frequency
band. Each network consists of twelve nodes representingetkix speci ¢ ROIs consid-
ered in this study for each subjects' brain. Note that the set¢ed ROIs are the same
for each player. To highlight the inter-brain connectivity only links between the two
brains are illustrated in the gure.

7.5 Is it possible to predict social behavior?

We show here the results obtained from the analysis of the hgpbrain networks for the
26 couples of subjects studied. First, we report a series oagh indexes, some of them
already introduced in chapter 1, that have been used to charterize the hyper-brain
graphs. With these measures, we prove that the structure of meorks corresponding
to situations in which individuals play cooperatively is gini cantly di erent from cases
of couples playing in a \sel sh" way. Moreover, we test the pssibility to predict the
outcome of a game from the structural analysis of the hypenrdin network obtained
from the signals recorded during the decision-making praage This also suggests that
EEG hyper-scanning and hyper-brain networks allow the dic® observation of neural
signatures of human social interactions.
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In weighted networks one can also de ne thetrength which is the extension of the
concept of degree. The strength of a node is equal to the sumtbé& weights of the
links incident in the node. In the case of directed weightedetworks, we can de ne for
each node the in- and out-strength. More rigorously, the otgtrength st of nodei is

de ned as:

= Wi,

while the in-strength si" is: X
S = Wi
j

As already mentioned in Sec. 1.2.1, the performance of a netwean be measured
by assuming that information ows along shortest paths andHhat the e ciency in the
communication between two nodes and j is inversely proportional to their shortest
distanced;, i.e. the smallest sum of arc weights of all possible pathom i to j in
the case of weighted networks. Namely, the e ciency indek of a graph, is de ned as
[23]: «

1 1
E= ——— — (7.4)
N(N 1) o)1 d;
If there is no path fromi to j, d; = 1 and the couple (;j) does not contribute to
the graph e ciency. Large distances imply small e ciency, while short distances imply
high e ciency, with the e ciency being maximal in a fully con nected graph.

We have also implemented two measures to quantify how wellghgraph G can
be divided into two sets of node®3; and B,, corresponding to the brains of the two
players. The divisibility D is de ned as:

_ w
b=P wi (1 (C;G))+ (7:5)

where C; indicates the community to which the node belongs (in our case there are
only two communities: C; = B; or C, = B5); the function yields 1 if verticesi and

j are in the same community (i.e. in the same brain), and 0 otherse; is a positive
constant (here set equal to/V) to avoid possible divergence dD. The divisibility D
is actually the inverse of the cut size[][1%9] extended to weigd graphs. Modularity
Q, originally de ned for unweighted graphs (see Sec. 1.2.3neasures the di erence
between the fraction of arcs connecting nodes belonging teetsame community in the
actual graph and its expected value in a random graph. Moduity Q in the case of
directed weighted graphs read$ T1b0]:

1 X Sioutsjin
Q= — e (CH &) (7.6)
W i W
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where the function has the same meaning as for the divisibilitp . As a result, in the
expression ofQ, the only contributions come from couples of nodes belongitio the
same brain. Hence, the higher is the value of modularity, theeltter is the partition
of the networks into the two communitiesB; and B,. In order to compare network
measures for di erent strategies ( = CC, DD, TT, CD, CT, DT) of the same couple

being the e ciency E, the divisibility D, or the modularity Q) as:
xk  xk

Z¥(x) = -

(7.7)

The averagex* and the standard deviations ¥ are evaluated, for each value df, over
all strategies . Finally, the averageZ-score,hiZ (x)i, is evaluated, for each strategy
, by averaging theZ -scoresZ*(x), over all couplesk:

k k;
Rz (x)i = wik (7.8)

7.5.2 Inter-brain connectivity discovers sel sh behaviors

The novelty of the study we present in this chapter consistqiclassifying di erent
social behaviors by comparing, for each pair of individualthe six hyper-brain networks
relative to CC, DD, TT, CD, CT, DT strategies. For each of the & couples involved,
we have considered the graph e ciency E, and computed two meares, the divisibility
D and the modularity Q, which give a quantitative estimationof how well the hyper-
brain network can be separated into two subsets of nodes, msponding respectively
to the network of cortical regions of the two players. A comp&on of the six values of
E, D and Q, obtained for each couple of players and for eachdreency band, allowed
successful discrimination of sel sh behavior from other Ibaviors, as reported in the
pie diagrams of Fig. 7.5 for the Theta band. The rst pie diagren shows that 50%
of the cases (13 couples) display the minimal value of e ciey in the DD hyper-
brain networks, 11.6% (3 couples) in the CC hyper-brain netwks, and 19.2% (5
couples) in the TT hyper-brain networks. The remaining 19% (5 couples) exhibits
the lowest e ciency in mixed-strategies (CD, CT and DT) hype-brain networks. For
any frequency band, the DD connectivity pattern has the lowee ciency with respect
to the other ve networks in approximately 50% of the couplesSimilarly, modularity
and divisibility are maximal for DD strategies in about 75% ad 62% of the couples,
respectively. These results indicate that hyper-brain neiorks corresponding to DD have
longer paths between ROIs (lower global e ciency) and a smiahumber of links between
the two brains (high divisibility). this number being much lower than expected in a
random graph with the same number of nodes and links (high moldrity). Conversely,
as shown in the bottom panels of Fig. 7.5, the e ciency is maxi@ for TT (resp. CC)
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7.5.3 On-line classi cation

Hyper-brain networks corresponding to a given couple's DD rsitegy have peculiar
topological features, such as lower e ciency, higher divikility and higher modularity
with respect to hyper-brains corresponding to the other séitegies of the same couple.
Such di erences can be exploited in order to make predictisron the strategy that a
player is going to adopt, based on the on-line analysis of hgpbrain networks con-
structed from data recorded in the decision-making procesBor each frequency band,
we have implemented a non-linear classi er, more speci dgla Multi-Layer Percep-
tron, using 21 couples for training (6 networks per coupleaeh graph corresponding to
one of the 6 di erent strategies, for a total number of 126 natorks), and the remaining
5 couples (30 networks in total) for validation. The classcation is based on the values
of the Z-scores of e ciency, divisibility and modularity, and not on the actual values
of the measures themselves. In fact, for each couple, the cbi® of a graph measure
provides its deviation from the average value computed ovell hyper-brains of the
same couple. The accuracies obtained by the classi ers cgithe validation process,
i.e. the number of hyper-brain networks classi ed corregtlas DD or non-DD out of
the 30 validation patterns, are respectively: 27, 22, 26, dr the Theta, Alpha, Beta
and Gamma frequency band.

Since EEG recordings provide high temporal resolution, tigecan be used in real-
time for the construction of the hyper-brain networks, the elative computation of
graph measures, and the on-line prediction of the outcome fach trial of the game. In
particular, all the parameters needed for source reconstition, signal ROI estimation
and PDC computing can be obtained before the actual EEG sessi For instance,
they could be obtained in a training session during which thelayers learn how to play
the game, or during a rest condition where the two players amxposed to the same
environment that they will experience later. In such a way, lathe computations can
be reduced basically to a sequence of matrix multiplicatien The results presented
here indicate that a non-linear classi er is able to discrimate the DD strategy with
up to 90% of accuracy. Therefore, the proposed classi catigprocess is able to predict
the defection strategy of the two players before they pres®ié keyboard buttons to
communicate their choices. In principle, a similar appro&iccan be used to train non-
linear classiers to predict CC and TT strategies as well. Sth an extension would
probably require only a larger dataset, i.e. more than 26 cples.

7.6 Conclusion

Neuroimaging techniques have recently provided strong eeidce of a close link between
mind and brain. It is well known that the action of concentraing on a speci c object or
performing a given sensory, cognitive or motor task is re éed in di erent patterns of
brain activity. However, it is not clear whether the decodingf mental states, or brain
reading [I61[16P], i.e. inferring what an individual is timking from his brain activity,
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can be practically achieved with current neuroimaging metids. The task becomes even
harder if one wants to identify neural patterns correspondqg to social interactions, such
as the choice to cooperate or to defect in the Iterated Priseris Dilemma. Results
reported in this chapter show quantitatively that the non-ooperative behavior of a
pair of players is usually associated with peculiar brain ooectivity patterns, and in
general with a much lower interaction between the activiti® of the cortical areas of the
two players. The DD hyper-brain network is radically di erent from the other pure
strategies (CC and TT), in which the selected cortical regits of the two players are
highly interconnected. In fact, there are only a few inter4ain links in the DD case,
giving simultaneously a \picture" and a physical interpreation of the sel sh behavior
of the subjects. Each player in the couple tends to maximizeishown outcome and
to minimize at the same time the opponent's outcome. This ed¢nce is coded in the
hyper-brain network: cooperation requires areas corregpiing to the two brains to be
intermingled, while cortical areas of sel sh players are most uncoupled. This outcome
indicates the possibility of \reading" mental states, andnferring social behavior from
the brain activity of couples of individuals. In particular, these results suggest that:

I) with current neuroimaging techniques, it is possible to gimate in healthy sub-
jects patterns of functional connectivity between corticlbareas, which are active in
decision-making processes. In the speci c case of coopenator defection strate-
gies in social games, such patterns appear to be linked to ttecisions that were
made successively by the subjects, and cannot be confusethwiormal cerebral
activity. That is because the operative conditions for theubjects are unchanged
during the whole experiment.

i) the patterns of functional connectivity among corticalareas sub-serving the de-
cision of cooperating or defecting, estimated from data rexed in the decision-
making process, produce di erent hyper-brain networks fadi erent observed out-
comes of the game. In particular, for all the frequency bandmalyzed, the level
of connectivity between the ROIs of the two brains signi catly decreases in the
case of DD strategies, while hyper-brain networks of TT and Ctrials are more
tightly connected and intermingled.

In conclusion, we have presented an application of complegtwork theory to the anal-

ysis of functional brain connectivity and to the study of itscorrelation with observed
social behaviors. Indeed, many of the theoretical resultbt@ined in the last few years
in the eld of complex networks are still waiting to be expldied in the eld of neuro-

science, and could potentially give us a better insight intthe structure and meaning
of complex biological systems, as they have already done hwgocial and technological
networks. The fact that graph theoretical indexes can alsoebused to better understand
how the human brain works[[B[(T974_16B8{165], suggests thatgsr-brain networks can
be adopted in the near future as a valuable reference modet farther investigations

of the mechanisms that are the bases of social empathy [I166].
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7. Understanding cooperative behavior with functional braigtwiorks

The experiments were conducted by the Neuroelectrical Imag and Brain Com-
puter Interface laboratory (NEILab) at the Scienti ¢ Instit ute for Research, Hospital-
ization and Health Care, \Fondazione Santa Lucia" in Rome (kly) and by the Depart-
ment of Biomedical Engineering in Minneapolis (USA). All the sijects involved in the
experiment were recruited by advertisement. Written infamed consent was obtained
from each subject after the explanation of the study, which &s approved by the local
institutional ethics committee of the Scienti c Institute for Research, Hospitalization
and Health Care, \Fondazione Santa Lucia" in Rome and by the Ktitutional Review
Board of the University of Minnesota.
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Conclusion

| have seen too much not to know that the
impression of a woman may be more valuable
than the conclusion of an analytical reasoner.

Arthur Conan Doyle

In this thesis we have presented several novel results on tsteidy of structure and
dynamics of complex networks, on how to construct networksieoding non-trivial sta-
tistical features of real-world data, on the characterizadbn of human mobility patterns,
and on the relation between functional brain networks obtaed during cooperative
games and sel sh behavior.

As regards the structure of networks, we have studied how to @m&ure exactly an
additional order of degree correlations in networks, namethree-body degree correla-
tions. To do this, we used a third-order Markov model. Countétuitively, we showed
that these correlations are not negligible in respect to thivo-body ones. In fact, the
e ects of three-body degree correlations on many topologicmeasures are compara-
ble to those of the correlations between pairs of node degseeWe have shown, for
example, that in a wide range of real networks three-body degg correlations (i) alter
considerably the average connectivity of the second neighis of a node of degre&
in respect to the expectation given by two-body degree cotations, and (ii) are also
responsible for the rich-club phenomenon.

Successively, we have investigated an important kind of dgmics on graphs, the so-
called Biased Random Walks (BRW), a class of markovian stochiic processes which
can be treated analytically and which extend the well-knowroncept of Random Walk
(RW) on a network. In particular, we investigated the conneabn between correlations
in the connectivity patterns of the network and the entropy ate that can be associated
to the BRWs. We have demonstrated that it is possible to desigmaximal-entropy
random walks with only local information on the graph structire, according to the
order of the correlations present in the graph. We also showvéow it is possible to
rephrase a BRW process on a network as a plain RW on another werk having the
same topology but di erent weights associated to the edge$/e name this network ow
graph, since it embeds in its link the dynamical ows of the aginal graph. The concept
of ow graph is useful in many applications, as in community étection algorithms, and
for deriving many theoretical results.
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Conclusion

Regarding the applications of complex network theory and ahformation theory
to real datasets, we have introduced and developed a methoal ¢onvert ensembles of
sequences of symbols into weighted directed networks whoseles are motifs, while the
directed links and their weights are de ned from statisticlly signi cant co-occurences
of two motifs in the same sequence. To our knowledge, this is@the rst method in
literature that allows to construct a network encoding infomation about short- and
long-range correlations of a complex system. We have thenpdipd the networks of
motifs method to the study of the human proteome database, tetect hot topics from
online social dialogs, and to characterize trajectories diynamical systems.

We have used concepts of complex networks and of informatidineory also for
the study of mobility of human players exploring a network of virtual world. After
characterizing the basic features of the motion, such as wag time and trip length
distributions, we have focused on the analysis of the di ush properties of player move-
ments. We have showed that the players' trajectories are Mty subdi usive, exhibit
long-time memory, and that it is necessary to incorporate ia model the information
about the order of locations an agent visits to recover the oect scaling properties
of the di usion of players. We also investigated how sociccenomic factors in uence
the trajectories of players. We found that players signi catly avoid to cross borders
between communities, and prefer locations that are withinne community even if at
high distance.

Finally, we have analyzed the structure of the functional bra networks derived
from EEG recorded during cooperative games. We have rst imbduced the approach
relying on the de nition of hyperbrain, a network whose conectivity patterns represent
at once the correlation of EEG signals among the cortical rems of a single brain as
well as the correlations among the areas of the brains of twastinct individuals that
are socially interacting. Then, we have studied the structal properties of hyperbrain
networks of pairs of individuals playing an Iterated Prisoar's Dilemma, and we found
that networks of two-defector couples have signi cantly k&s inter-brain links and overall
higher modularity i.e., the tendency to form two separate sagraphs, than couples
playing cooperative or tit-for-tat strategies. Furthermae, we found that graph analysis
of the hyperbrain obtained during the decision making pross allows to predict in
advance the defection of a player.
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