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A B S T R A C T

Bio-inspired algorithms are widely and successfully used in solving complex optimization problems. However,
a common challenge faced by these algorithms is getting stuck in local search spaces and failing to explore
new regions to further enhance the solution. Such a limitation is often attributed to the influence of the
working parameters that need to be carefully tuned so to obtain an optimal performance. Unfortunately, finding
the right parameter settings is problem-specific and can vary from one instance to another. To address this
issue, this research investigates the integration of machine learning techniques with bio-inspired algorithms
to dynamically adjust algorithm parameters based on solution quality. Specifically, the study focuses on an
immune system-inspired algorithm and introduces a new strategy to mutate individuals in order to explore the
search space more efficiently. By leveraging prediction techniques such as Linear Regression, the algorithm
can predict local optima and adjust its search direction accordingly. The proposed method, referred to as
Dynamic-IA, is evaluated using the Network Reliability Problem as a case study. Several network topologies are
considered in our experiments and the results obtained by our algorithm when compared with the standard
Immune Algorithm and other metaheuristic algorithms prove our strategy.
1. Introduction

In recent decades, bio-inspired optimization algorithms, as well as
metaheuristics, have attracted the attention of numerous researchers
and have been the subject of several studies (see [1] for a com-
plete overview, [2] for some recent state-of-art bio-inspired algorithms
and [3] for some newly published and original metaheuristics). The
main reason for their success lies in their ability to solve hard problems
by taking inspiration from real-world processes, such as physical or
biological processes, and in achieving a good balance between the
quality of the solution and the time required to find it. Inspiration from
natural processes has revolutionized the approach to solving optimiza-
tion problems. In fact, they have replaced deterministic methods that
cannot provide good, even if not optimal, solutions for many -hard
optimization problems in an acceptable amount of time [4].

The strategy to find a solution depends on the type of metaphor
considered. Let us see some examples: in Ant Colony Optimization (ACO)
the amount of pheromone released by the ants controls the direction of
the search for the food source [5]; in Genetic Algorithm (GA) the prin-
ciple of Darwinian natural selection is applied and, as a consequence,
individuals with the best genetic signature have a much higher chance
to mate and produce offspring [6]; in Artificial Immune Systems (AIS),
the problem is the antigen and antibodies, i.e. solutions, are produced
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by specific operators in such a way that the better they recognize the
antigen the more they clone themselves [7]. However, bio-inspired
algorithms are not always able to reach a good solution for all types
of computational problems. Indeed, as pointed out in [8], they can
easily get stuck in a local optimum during the search process therefore
it is often necessary to find ingenuous ways to avoid it [9]. Moreover,
the configuration of the algorithm can be challenging due to the large
number of parameters on which it depends. As argued in [10], machine
learning approaches can be a good alternative to intelligently guide a
metaheuristic algorithm in its exploration of the search space. The basic
idea is to use the information obtained during the exploration of the
algorithm, such as the goodness of the solutions discovered up to that
point, to dynamically modify the algorithm by adjusting its parameters
accordingly.

Among the bio-inspired algorithms mentioned above, we will focus
in this manuscript only on the immune-inspired computation. Our goal
is to present a new version of the immune algorithm that incorporates
machine learning to dynamically adjust its parameters at runtime, and
it is called Dynamic Immune Algorithm (Dynamic-IA). We are using this
approach called ‘‘dynamic’’ due to the fact that the number of mutations
made by the immune algorithm can change at each generation. Indeed,
the number of mutations is critical for the success of such an algorithm.
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If the number of mutations is too high, the algorithm is too fast and
therefore does not go in depth in the zone of the search space where it
is likely to find an optimal solution. On the other hand, if the number
of mutations is too small, the algorithm is too slow and it explores less,
as a result it is not able to find an acceptable solution.

We applied the proposed algorithm to the Network Reliability Prob-
lem [11], our case study, in order to assess its goodness and reliability.
Reliability has always been a relevant property in real-world networks,
where the connection between any two nodes can usually be achieved
by a series of redundant paths for the purpose of successfully transmit-
ting the flow between the source and sink nodes [12]. It is indeed the
subject of many studies, especially in the field of communications and
engineering [13]. Overall, three new main characteristics have been
introduced in this research work: (1) the use of the Regression method
to dynamically determine the mutation rate for the hypermutation
operator; (2) the use of the Maximum Relevance Minimum Redundancy
algorithm to understand which parameters of the algorithm are most
important and most influential; and (3) a new methodology for solving
the network reliability problem.

The paper is organized as follows: Section 2 shows the current state
of the art in integrating machine learning and metaheuristics; Section 3
describes Dynamic-IA, a new improvement of a clonal selection algo-
rithm using linear regression; Section 4 presents the network reliability
problem and the computer network instances under consideration;
Section 5 reports the result of the experiments performed, including
further analysis such as parameter tuning and parameter importance;
finally, Section 6 gives conclusions and recommendations, as well as
ideas for future research.

2. Related works

The integration of machine learning and metaheuristics is a new
research area that has attracted many researchers in recent years.
Metaheuristic algorithms are successfully used also to optimize and
improve machine learning models [14,15]. In [16,17], it was shown
how a metaheuristic can indeed improve the overall performance of
artificial neural networks in inferring a gene regulatory network from
gene expression time series data. Similar work was done in [18], where
it was shown that a metaheuristic-based algorithm can improve cancer
classification by an artificial neural network.

One work that inspired us in the initial phase of our proposed
method is [10], where the author gives an overview of the integration
of machine learning and metaheuristics and possible ways to realize
such an integration. It may be noted that some sort of integration
between the two approaches has been successfully tested in the past.
For example, in [19] genetic programming is used to automatically
generate a new heuristic for a given problem/instance. In [20,21],
supervised learning methods such as artificial neural networks are also
used to generate a metaheuristic.

In general, the aforementioned works have only marginally used
machine learning methods. Rather, they aim to generate heuristic
search using various learning methods. These methods are known as
hyperheuristics [22]. The use of learning methods within metaheuris-
tics to dynamically change their behavior has only been known for a
few years and has not been sufficiently studied. As indicated in [23],
machine learning can be used at various levels of metaheuristics,
e.g., in selecting the appropriate metaheuristic algorithm for solving an
optimization [24], in speeding up the process of computing an expen-
sive fitness function, in initializing the population of a metaheuristic
algorithm, and in controlling the values of some of the parameters
of the algorithm [25]. The latter aspect is the subject of study of the
present work. An attempt was made in a recent article, where the linear
regression model was used for automatically selecting the probability
of mutation and crossover of a genetic algorithm taking into account
the image reconstruction problem as a case study [26]. There, the
challenge was to forecast the direction search of the genetic algorithm
2

and automatically adjust these parameters to change its behavior and
explore new areas of the search space. This work experimentally proved
that the targeted search of the algorithm is the key to speed up the
search process of a metaheuristic algorithm towards a good solution. In
what follows, therefore, we aim to use the same principle and dynamics
to speed up the immune algorithm denoted with Dynamic Immune
Algorithm (Dynamic-IA) in a -hard optimization problem such as
network reliability.

3. Development of the dynamic immune algorithm

We will now describe a possible integration methodology of meta-
heuristics and machine learning and, also, how the latter can be used to
improve the search process. The basic idea is to use machine learning
principles to enhance the search process. Indeed, one of the benefits
of machine learning is the ability to extract knowledge from variables
that can evolve over time, and use such a knowledge to take action
and alter its behavior. These principles, such as observing, extracting
knowledge, and taking action, are used in our development. Although
several machine learning techniques have been presented in recent
years, in this work we focus on the Ordinary Least Squares (OLS)
regression method, which, despite its simplicity, is one of the most
common machine learning techniques widely used in decision making
and is also suitable for this task. OLS method allows to estimate
the coefficients that describe the relationship between independent
quantitative variables and a dependent variable.

3.1. Immune-inspired computation

Immune-inspired computation is nowadays a consolidated and wide
family of successful algorithms in searching and optimization tasks,
which takes its inspiration from the features and dynamics of the
immune system [27], i.e. how it protects the living organisms from
invaders and diseases, and which defense dynamics it implements. In
particular, what makes it very interesting from a computational point of
view, is its capability of detecting and recognizing invaders, remember
entities already detected, and its ability to distinguish between own and
foreign cells (called self/nonself discrimination).

Immune-inspired computation are therefore a class of bio-inspired
algorithms that use human immune system principles to explore the
search space of an optimization problem. Several versions immune-
inspired algorithms have been presented in literature to solve different
tasks [27]. A common version used for detecting anomalies in a system
is the Artificial Immune Recognition (AIR) [28], which uses a form
of supervised learning to identify and respond to anomalies or threats
in data patterns, akin to how our human immune system recognizes
foreign invaders. In literature there have been several real applications
of AIR and several attempts to improve it. An example is in [29] that
adapts the original version of AIR to be used in real-world problems,
taking into account the number of training antigens represented by
each memory cell at the end of learning. Other improvements are made
in [30] in order to reduce data explosion and processing time. In [31],
the authors improved the immune memory maturation mechanism
through an injection strategy. The concept involves replacing the worst
solution in the population with those stored in the memory that are
better.

In the present work, we use the clonal selection algorithm proposed
in [32] where the authors proved its advantages in global optimization
over continuous domains, subsequently used to tackle hard combinato-
rial problems such as, for instance, the minimum feedback vertex set
in [33], packing equal disks in a unit square in [34] and detecting
highly linked communities in a network [35]. Here, we present a
new version of such an algorithm, named Dynamic Immune Algorithm
(Dynamic-IA), which uses machine learning principles to improve its
overall performance and make the search process smarter.
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3.2. Dynamic immune algorithm

The novelty of our model is that the mutation rate involved in the
mutation process is dynamically adjusted according to the goodness of
the population. Thus, our work is complementary to tuning parameter
tools such as Irace [36] which, instead, statically finds the best configu-
ration of parameters. One advantage of using a dynamic mutation rate
is to control the diversity of the population and prevent the algorithm
from getting into the situation mentioned above. Therefore, the rate
with which clones are mutated does not depend on static parameters,
as was the case with the original immunological algorithm, but on the
goodness of the population. As a result, the mutation rate is not uniform
and changes from iteration to iteration depending on the evolution of
the global fitness of the population (see Section 3.3 for more details).
The pseudocode of Dynamic-IA – Dynamic Immune Algorithm is presented
n Algorithm 1 and the main operators are described in details below.

Algorithm 1: Dynamic-IA pseudocode
Parameters:

- 𝑘: population size
- 𝜎: maximum number of iterations
- 𝑐: an integer value representing the cloning factor
-
[

𝜏𝑏min
, 𝜏𝑏max

]

: an integer interval used to randomly calculate the
maximum number of generations for each candidate

- [𝜌min, 𝜌max]: defines the range of values that the mutation rate can
assume

- 𝑣: represents the number of samples used to estimate the fitness
trend.

- 𝜀, 𝛾, 𝓁: parameters used to calculate the mutation rate (details
will be described later)

Data :

- 𝑡: the number of generation
- 𝐻 : a vector containing the average fitness values of the last 𝑣

generations
- 𝐶 (𝑡): the population at generation 𝑡
- 𝜌(𝑡): mutation rate value used by hypermutation operator at

generation 𝑡
- 𝑆 (𝑡): the average fitness of the population at

generation 𝑡

1 𝑡 ← 0 ;
2 Initialize an empty circular buffer 𝐻 with a capacity of 𝑣;
3 𝐶 (𝑡) ← InitializePopulation( 𝑘, 𝜏𝑏min

, 𝜏𝑏max
) ;

4 FitnessOperator(𝐶 (𝑡));
5 𝑆(𝑡) ← AverageFitness (𝐶 (𝑡));
6 put(𝐻 , 𝑆(𝑡)) ;
7 repeat
8 𝐶 (clo) ← CloningOperator(𝐶 (𝑡), 𝑐, 𝜏𝑏min

, 𝜏𝑏max
) ;

9 𝜌(𝑡) ← ComputeMutationRate(𝐻 , [𝜌min, 𝜌max], 𝜀, 𝛾, 𝓁) ;
10 𝐶 (hyp) ← HypermutationOperator(𝐶 (clo), 𝜌(𝑡)) ;
11 FitnessOperator(𝐶 (hyp)) ;
12 𝐶 (aging) ← AgingOperator(𝐶 (hyp) ∪ 𝐶 (𝑡)) ;
13 𝐶 (𝑡+1) ← SelectionOperator (𝐶 (aging)) ;
14 𝑆 (𝑡) ← AverageFitness (𝐶 (𝑡));
15 put(𝐻 , 𝑆 (𝑡)) ;
16 𝑡 ← 𝑡 + 1;
17 until 𝑡 > 𝜎;
18 return the highest fitness solution;

Initialize population. The first step is to randomly generate 𝑘 candidate
solutions at time 𝑡 = 0. A candidate can be represented by a vector
formatted according to the type of optimization problem for which such
an algorithm is used.

Fitness operator. The fitness operator procedure (line 4 in Algorithm
1) computes a real value for each newly generated candidate solution.
3

Fitness values reflect the goodness of the candidate solutions and make
it possible to compare them with each other.

Cloning operator. The cloning operator (line 8 in Algorithm 1) creates
an intermediate population 𝐶 (clo) with 𝑐×𝑘 new candidates. Each solu-
tion in 𝐶 (clo) is simply obtained by duplicating 𝑐 times each candidate
of the original population 𝐶 (𝑡). Thus, 𝑐 is a user-defined parameter that
determines the number of clones/copies that must be created for each
candidate solution. Once a clone is created it is assigned a lifespan.
Note that although it is possible to consider several kinds of age as-
signments, each one with different influences on the algorithm [37,38],
in this work we used a different approach for lifespan assignment.
Each solution is assigned age zero, and therefore can live, i.e. stay
into the population to evolve and explore the search space, until it
reaches a maximum age allowed, which is randomly chosen in the
range

[

𝜏𝑏min
, 𝜏𝑏max

]

.

ompute mutation rate. At each generation, a mutation rate is calcu-
ated by taking into account the trend of the average fitness of the
opulation in the last 𝑣 generations. The calculated mutation rate is
lways within the interval [𝜌min, 𝜌max]. Such a process is divided into
hree steps. In the first step, the average fitness of population is stored
n a data structure that can only keep the average fitness of the last

generations (lines 6 and 15 in Algorithm 1). In the second step, a
egression model is trained using the information contained in the data
tructure in order to estimate the trend of average fitness over future
enerations. In the last step, the mutation rate is then increased or
ecreased depending upon this knowledge. More details are provided
n Section 3.3.

ypermutation operator. To make the population as heterogeneous as
ossible, the hypermutation operator (line 10 in Algorithm 1) intro-
uces changes (i.e. mutations) into the cloned population 𝐶 (clo) [39].
he main idea is to generate solutions which are better than those
f previous generations. The number of mutations performed on each
olution is inversely proportional to its fitness value: the better the
uality of the solution, the lower changes will be performed, which
bviously implies that poor solutions will go through a higher number
f mutations. The type of mutation applied to a candidate solution de-
ends on the features of the tackled optimization problem as well. The
ypermutation operator developed in this work, described in details in
ection 4, was designed to tackle the Network Reliability problem, which
as used as a case study for assessing the robustness of Dynamic-IA.

ging operator. The aging operator (lines 12 in Algorithm 1) rejects
ll candidates that have exceeded the maximum allowed number of
enerations (candidate lifespan specified at creation), i.e. they are
emoved from population. The main goal of this operator is to maintain
igh diversity within the population. It is important to emphasize that
he diversification of solutions in a population is a crucial feature that
trongly affects the performance of any population-based algorithm,
specially when dealing with problems whose complexity landscape has
any peaks and/or valleys.

election operator. In the selection operator (line 13 in Algorithm 1),
nly 𝑘 candidates that survived the aging operator are passed on to the
ext generation. The selection sorts all candidates in decreasing order
f fitness and selects among them the first 𝑘 candidates to be sent to
he next generation. The remaining candidates are discarded.

.3. Dynamic mutation rate

As mentioned in the introduction, our basic idea is to dynamically
djust the parameters of the algorithm to solve a problem that concerns
etaheuristic search. Typically, new solutions are always searched

n a local neighborhood for a long time, thus no new areas of the
earch space are explored where better solutions might exist. The
ypermutation operator makes it possible to move quickly from one
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good solution to another by exploring different areas of the search space
and improving the goodness of the solution. In any immunological
algorithm, the mutation rate is a measure of the frequency with which
mutations occur over time in a population.

Selecting the appropriate mutation rate is therefore a crucial aspect
for a right convergence of the algorithm towards the optimal solution.
The higher the mutation rate, the higher the number of mutations.
However, although a higher value of the mutation rate allows to
expand the exploration in the search space, it consequently prevents
the algorithm to converge towards an optimal solution due to a bad
exploitation of the regions discovered, and to a reduction of the average
fitness of the population. On the other hand, if the mutation rate is too
low, the algorithm may prematurely converge to a local optimum rather
than trying to converge to a global optimum. For these reasons, the
purpose of this paper is to propose an approach that dynamically sets
the mutation rate value 𝜌 between 𝜌min and 𝜌max, which is used in the
hypermutation operator (described better later). To achieve this result,
the last fitness values of the 𝑣 previous iterations are considered: at the
nd of each iteration, the average fitness value is stored in a circular
uffer.

.3.1. Fitness prediction model
This version of immune algorithm uses a prediction model to esti-

ate fitness trends in future iterations. Future fitness values are fore-
asted using the Ordinary Least Squares Regression (OLS) technique. The
alues stored in the circular buffer (represented as 𝑌 =

(

𝑌1, 𝑌2,… , 𝑌𝑣
)

orted from oldest to newest) are used as training data for the predic-
ion model, which can be formally defined as follows:

̂ = 𝑏0 + 𝑏1𝑋̂, (1)

here 𝑋̂ represents the generations and 𝑌 the corresponding predicted
itness. The model parameters 𝑏0 and 𝑏1 are determined by Eqs. (2)
nd (3) respectively as follows:

1 =
𝜎𝑋𝑌

𝜎2𝑋
=

∑𝑣
𝑖=1

(

𝑖 − 𝑋̄
) (

𝑌𝑖 − 𝑌
)

∑𝑣
𝑖=1

(

𝑖 − 𝑋̄
)2

, (2)

𝑏0 = 𝑌 − 𝑏1𝑋̄, (3)

with

𝑋̄ = 1
𝑣

𝑣
∑

𝑖=1
𝑖 = 1

𝑣

(

𝑣(𝑣 + 1)
2

)

= 1
2
(𝑣 + 1) and

𝑌 = 1
𝑣

𝑣
∑

𝑖=1
𝑌𝑖.

ote that 𝑏1 is the ratio between the covariance of 𝑋 and 𝑌 (𝜎𝑋𝑌 ) and
the variance of 𝑋 (𝜎2𝑋).

By evaluating the 𝑏1 coefficient it is possible to establish the reli-
ability trend in the next iterations. From a geometric point of view,
𝑏1 represents the angular coefficient of the straight line obtained by
the regression model as stated in Eq. (1). When 𝑏1 is greater than
a small amount denoted by 𝜀 > 0, the overall reliability improves,
and the mutation rate gradually decreases by a quantity equal to
𝛿 at each iteration. On the contrary, if 𝑏1 is smaller than −𝜀, the
reliability gets worse and the mutation rate increases rapidly by 𝛿, so
that almost the entire population is replaced, and the algorithm moves
away from possible local optima towards unexplored regions of the
search space. Moreover, when 𝑏1 is between −𝜀 and 𝜀, the mutation
rate gradually increases by a quantity equal to 𝛿

𝛾 in order to introduce
more randomness in the population.

3.3.2. Estimating mutation rate
The mutation rate at iteration 𝑡 is calculated according to Eq. (4).

The main idea consists of incrementing or decrementing the mutation
rate depending on the 𝑏1 coefficient, i.e. whether or not it is greater
4

or smaller than a threshold value 𝜀. At the beginning (𝑡 = 0), the
mutation rate is equal to 1
2

(

𝜌max + 𝜌min
)

, then the mutation rate is
updated iteration by iteration as follows:

𝜌(𝑡) =

⎧

⎪

⎪

⎪

⎪

⎨

⎪

⎪

⎪

⎪

⎩

(

𝜌(𝑡−1) + 𝛿
) |

|

|

|

𝜌min

𝜌max

, if 𝑏1 < −𝜀,

(

𝜌(𝑡−1) + 𝛿
𝛾

)

|

|

|

|

𝜌min

𝜌max

, if − 𝜀 ≤ 𝑏1 ≤ 𝜀,

(

𝜌(𝑡−1) − 𝛿
) |

|

|

|

𝜌min

𝜌max

, otherwise

(4)

where the notation (𝑥)|𝜌min
𝜌max

means that 𝑥 is saturated between 𝜌min and
max, that is:

𝑥)|𝜌min
𝜌max

=

⎧

⎪

⎨

⎪

⎩

𝜌max, if 𝑥 > 𝜌max

𝜌min, if 𝑥 < 𝜌min

𝑥, otherwise
(5)

The parameters 𝛿 and 𝛾 are two values that allow to control the
velocity in which the mutation rate increases or decreases. Indeed,
the parameter 𝛿 controls the sensitivity of the mutation rate, i.e., it
expresses by how much the mutation rate has to be increased or
decreased at each iteration. However, for simplicity, 𝛿 is determined
based on 𝓁, which represents the total number of values that the
mutation rate can assume:

𝛿 =
𝜌max − 𝜌min

𝓁
. (6)

The parameter 𝛾 is instead a positive integer used to increase the
mutation rate by a fraction of 𝛿 when the regression line can be
approximated as a constant (𝑏1 ≈ 0).

.4. Computational analysis

The immunological algorithm proposed in this article has a standard
tructure and is compliant to the original. The complexity of a single
eneration of the algorithm depends on the complexity of the individual
mmune operations discussed in Section 3.2. In [35], a detailed com-
lexity analysis of an immunological algorithm is performed and each
mmunological operator is examined in detail. To provide readers with
ore details, the complexity of standard operations (that are indicated

n Algorithm 1) is given below, where 𝑁 denotes the size of a candidate
solution:

1. InitializePopulation(): assuming that the population consists of
𝑘 individuals, each representing a candidate solution, the total
cost is (𝑘𝑁). Since 𝑘 is constant, the complexity of such an
operation can be approximated by (𝑁).

2. CloningOperator(): the cost of cloning operator is (𝑐𝑁), so it can
be approximated by (𝑁) in this case as well, since the cloning
factor 𝑐 is constant.

3. AgingOperator() and SelectionOperator(): as with the cloning op-
erator, the computational cost of these operators is not related
to the optimization problem, but arises from the nature of the
algorithm itself. Therefore, their cost is (1).

separate discussion must be done for operators such as the mu-
ation rate computation, hypermutation operator and fitness function
valuation.

1. ComputeMutationRate(): when calculating the mutation rate for a
single generation, a regression model is trained that always takes
into account the fitness values of the previous 𝑣 generations.
Therefore, the computational cost is the same in all generations
and is directly proportional to the number of samples considered
for estimating the fitness trend, i.e., the buffer size 𝑣 introduced

in Section 3.3.1. As a result, the total cost is (𝑣).
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2. HypermutationOperator(): as mentioned earlier, the mutation rate
represents the probability that one of the 𝑁 elements of a solu-
tion is changed. So, in the worst case, the cost of hypermutation
is (𝑁). However, the actual cost of the hypermutation operator
depends strongly on the current value of the mutation rate,
unlike a standard algorithm where the mutation rate is constant.

3. FitnessOperator(): the cost of evaluating the fitness of a candidate
solution depends on the nature of the problem. We will denote
by (𝐹 ) the complexity of such a function.

The cost of one iteration of Dynamic-IA has a computational upper
ound (𝑁 + 𝑣 + 𝐹 ). However, it must be emphasized that the time

required to process a single generation may not always be the same for
all generations due to the fluctuation of the mutation rate.

It can be shown that a different value of mutation rate can affect
the time required for immune operators such as hypermutation. A high
mutation rate means that the number of mutations is more frequent,
and that might translate into an increase in computation time. On the
other hand, a small mutation rate value means that some parts of the
algorithm are skipped because many candidates are not involved in the
mutation, and this means a decrease in the time required to process
a generation. This behavior can be observed in the Table 4 in the
results section (Section 5.1), where a comparison is made between the
static mutation rate and the dynamic mutation rate. There, we can see
that calculating the mutation rate for each generation increases the
computational cost, but overall it reduces the time to converge to the
best solution.

4. The network reliability problem as a case study

In this section, we present a real-world application that we used
to demonstrate the advantages of our proposed algorithm, namely the
network reliability problem [12,40–42]. In this section we want to
provide the reader with the basic knowledge to understand the problem
and its complexity.

4.1. Real-world applications and motivation

Network models and especially flow networks can be used in a
variety of applied problems such as computer networks, telecommuni-
cation networks, urban traffic networks, power systems and biological
networks, which can be modeled by stochastic-flow networks (SFNs),
where each arc has several possible states [43–47].

The arc’s capacity of each mentioned network could undergo some
variations due to the random failure of their components. If a proba-
bility measure is assigned to the state of each element of the network,
reliability is defined as the probability that all nodes, or a subset of the
nodes, in the graph communicate through at least one path of working
edges [48]. A path is a set of edges whose existence results in the
connection of a source node 𝑆 and a target node 𝑂. Network reliability
can be evaluated in terms of minimum paths [40,49] or minimum
cuts [12,49] set methods. To put it in another way, the reliability of
the network is defined as the probability that 𝑑 units of demanded flow
can be successfully delivered from a source node 𝑆 to a target node
𝑂. Such a probability is called System Reliability (or simply reliability)
throughout this paper.

4.2. Computational complexity and motivation

In a complex system, there is a rather large number of interacting
elements. Therefore, an optimal allocation of resources from a given set
of resources under the existing network topology, is an important issue
to evaluate and improve and, possibly, maximize the reliability of the
network. For this reason, the reliability of networks has always been a
5

major concern since the earliest times of reliability engineering [50,51].
It is possible to prove that the reliability evaluation of a network is
-hard problem [12]. Several algorithms, based on the inclusion

nd exclusion method [45,52,53] and the sum of disjoint products
ethod [54], have been proposed. These algorithms can provide an

xact reliability value but are limited to enumerating combinations
f variables. Although metaheuristic algorithms are typically used to
ind the best resource allocation that maximizes the reliability of a
low network [55], in this paper we would also like to contribute to
he literature by adapting our algorithm for this type of problem and
resenting the reader with a practical application of the algorithm
iscussed in the previous section and its advantages.

.3. Problem formulation

The problem of maximizing network reliability is essentially the
roblem of finding the best resource assignments for each arc of the
etwork. Each resource is assigned to an arc according to well-defined
ules: (1) the total amount of flow that can be delivered from 𝑆 to 𝑂
ust not exceed the 𝑑 units; (2) a resource can only and exclusively be

ssigned to one arc and each arc must contain exactly one resource; (3)
he capacities of resources are statistically independent; (4) the overall
eliability of the network is as high as possible.

Network topology plays an important role as well: basically it is a
low network [56] with two special nodes called source 𝑆 and sink 𝑂, so
hat each path of a network has the source as initial node and the sink as
erminal node and each node can be reached from the source. In each
ode, the so-called flow conservation law [57] must be satisfied. This
eans that the total amount of flow going into a node must be equal

o the sum of the flow going out of that node. Various formulations
or the network reliability problem can be found in literature. In this
anuscript, we use the notations used in [55]. The mentioned paper
ill be next used to compare our version of the immune algorithm
ith the performance of algorithms commonly used for this task in
ection 5.2.

Let 𝐺 = (𝑁,𝐸) be a flow network where 𝑁 is the set of nodes
nd 𝐸 = {𝑒𝑖 ∣ 𝑖 = 1, 2… , 𝑛} is the set of arcs. Let 𝛤 = {𝑟1, 𝑟2,… , 𝑟𝑞}
enotes a set of resources in which the 𝑖th resource has (𝜔𝑖 + 1) states,

ℎ𝑖,1, ℎ𝑖,2,… , ℎ𝑖,𝜔𝑖+1, such that:

ℎ𝑖,1 = 0 ≤ ℎ𝑖,2 ≤ ℎ𝑖,3 ≤ ⋯ ≤ ℎ𝑖,𝜔𝑖+1, (7)

each representing a capacity value. Thus, the capacity which is stan-
dardly given a continuous value, is discretized into (𝜔𝑖 + 1) values
which will be the possible states. Then, a state vector, denoted by
𝑋 = (𝑥1, 𝑥2,… , 𝑥𝑛), is an 𝑛-dimensional vector in which the generic
element 𝑥𝑖 represents the capacity value associated with the 𝑖th arc such
that exactly 𝑑 units of flow can be transferred from source to sink.

The network reliability problem consists in finding a resource as-
signment 𝛬 = (𝜆1, 𝜆2,… , 𝜆𝑛), where 𝜆𝑖 denotes the index of a resource
associated to the 𝑖th arc (1 ≤ 𝜆𝑖 ≤ 𝑞), such as to maximize the reliability
of the network formally defined as (see [55]):

𝑅𝑑 (𝛬) =
∑

𝑋∈𝛺𝛬

𝑃𝑟(𝑋) = 𝑃𝑟

( 𝑏
⋃

𝑖=1
𝑋 ∣ 𝑋 ≥ 𝑋𝑖, 𝑋 ∈ 𝑋𝛬

)

, (8)

where 𝛺𝛬 =
{

𝑋1, 𝑋2,… , 𝑋𝑏
}

represents the set of all possible state
vectors that can be obtained from the assignment 𝛬, i.e. such that the
following condition is satisfied:

𝑥𝑖 ≤ ℎ𝜆𝑖 ,𝜔𝜆𝑖+1
, ∀𝑖 = 1, 2,… , 𝑛. (9)

The Recursive Sum of Disjoint Products (RSDP) algorithm [58] is used to
compute Eq. (8).

4.4. Methodology

The proposed algorithm, presented in Section 3, is adapted to the
network reliability problem. Before examining in details the obtained
results, it is necessary to explain how the immune operators such as
solution format, mutation and fitness evaluation, defined at a high level

in the previous section, are effectively implemented in our project.
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Solution representation. The first step is that of representing a candidate
solution according to the specifics of the used metaheuristic algorithm.
A solution, that is, a resource assignment 𝛬 =

(

𝜆1, 𝜆2,… , 𝜆𝑛
)

, can hence
e represented as a vector whose size is equal to the number of arcs (𝑛)
f the network, where the 𝑖th element (𝜆𝑖) represents the index of the
esource allocated to the 𝑖th arc of the network. It can be observed that
ased on this convention the network resource with index 𝜆𝑖 is denoted
y 𝑟𝜆𝑖 ∈ 𝛤 .

utation. The mutation operator plays an important role to increase
he diversity of solutions, and carry out a right exploration as above
escribed. In this type of applications, the mutation rate is considered
o be the probability that a resource assigned to an arc changes. It
ollows that the mutation of a candidate resource assignment depends
n the value of the current mutation rate. To better clarify, the pseudo-
ode of how a candidate resource assignment (𝛬) is mutated is given
n Algorithm 2. Two different mutation strategies have been then de-
eloped for the network reliability problem, labeled Swap and Replace.

resource 𝑟 ∈ 𝛤 and an arc 𝑖 are randomly selected; on the basis
f the mutation rate considered, if the selected resource 𝑟 has already
een assigned to the 𝑗th arc in this assignment, the resources of the 𝑖th
nd the 𝑗th arc are swapped, i.e. the current resource of the 𝑖th arc is
ssigned to the 𝑗th arc, and 𝑟 becomes the new resource assigned to the
th arc. If instead, 𝑟 is not yet assigned to any arc, then it replaces the
urrent resource assigned to the 𝑖th arc.

Algorithm 2: Mutation Operator
Inputs :

- 𝛬: a candidate resource assignment to process for mutation
- 𝜌(𝑡): mutation rate
- 𝛤 : resource table

1 for 𝑖 ← 1 to |𝛬| do
2 Jump to the next iteration with a probability

(

1 − 𝜌(𝑡)
)

,
otherwise continue;

3 Randomly choose a resource 𝑟 in 𝛤 ;
4 if resource 𝑟 is already assigned to 𝑗th arc in 𝛬 then
5 Swap the resource assigned to the 𝑗th arc with that of

the 𝑖th arc ;
6 else
7 Assign the resource 𝑟 to the 𝑖th arc ;

8 return 𝛬;

Fitness evaluation. Any new resource assignment that results from mu-
ation must be weighed against the value of network reliability, which
orresponds to the evaluation of the fitness of the solution. Any meta-
euristic algorithm uses the fitness value to implement the search
pace exploration strategies by discarding the solution candidates with

low fitness value and retaining therefore the candidates with a
igher fitness value. We stress the fact that in this work, the terms
itness and reliability of a solution/resource assignment are considered
ynonymous and equivalent. For more details on how to evaluate the
itness of a candidate resource assignment, see Section 4.5.

.5. Evaluation of a resource assignment

The fitness operator (lines 4 and 11 in Algorithm 1) computes
he network reliability for each candidate solution in a population. It
ollows that the reliability of a resource assignment is a real number
etween 0 and 1 and it represents the probability that 𝑑 units of flow

can be sent from the source 𝑆 to the sink 𝑂 through the arcs of a
network 𝐺. To calculate the reliability of a resource assignment 𝛬 =
(𝜆1, 𝜆2,… , 𝜆𝑛), Eq. (8) is used. This procedure can be divided into three
distinct steps, which are depicted in the flow chart shown in Fig. 1.
The first step involves generating a set of unique paths (Section 4.5.1).
6

Fig. 1. Fitness evaluation flow chart.

Next, a collection of state vectors, denoted as 𝛺𝛬, is computed (Sec-
tion 4.5.2). Finally, the RSDP algorithm [58] is used to compute Eq. (8)
that takes into account the state probability distribution of the resource
(Section 4.5.3).

4.5.1. Generate unique paths
The first step consists of generating 𝑚 distinct acyclic paths from

source 𝑆 to sink 𝑂, denoted by 𝑃 =
{

𝜋1, 𝜋2,… , 𝜋𝑚
}

, such that each
path has at least one exclusive arc. In other words, the set of paths that
will be generated, which we will denote as unique paths, will be such
that each arc of the network is contained in at least one path and each
path contained exclusively one of the arcs. The goal is to have a set of
unique paths that cover all the arcs of the network. This approach is an
improvement of the method presented in [59]. These paths will be used
later during the computation of the network reliability (Section 4.5.2).
Since each path must contain at least one arc which cannot be in any
other path, in a network with 𝑛 arcs at most |𝐸| unique paths can be
present, i.e., 𝑚 ≤ 𝑛. The pseudo-code for generating 𝑚 unique paths is
shown in Algorithm 3.

Each arc of the network is assigned a non-negative weight 𝑊
indicating the number of times an arc has been added to a path in
𝑃 . The weights are initially set to zero (line 3 in Algorithm 3). To
generate a unique path, the nodes between the source 𝑆 and the sink
𝑂 are selected from time to time based on the weight of the arcs. The
process of creating a path begins with the source and ends with the
sink. Among all nodes adjacent to the source, a node is selected where
the arc between the source and that node has the lowest weight (line
8 in Algorithm 3). If there is more than one arc with the same weight,
a random node is selected instead. Then the weight of such an arc is
increased by one unit (line 9 in Algorithm 3) and this node is inserted
into the path 𝜋 (line 10 in Algorithm 3). This process is repeated until
the sink node is reached (lines 5 to 11 in Algorithm 3). Each time a
node is selected, the weight of the incoming arc is increased, and that
node is added to the path. If the resulting path contains at least one arc
with weight one, it means that there are no other paths with this arc
in 𝑃 yet and so the path can be inserted into 𝑃 (line 14 in Algorithm
3), otherwise the path is discarded.
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Fig. 2. Representation of the flow on the paths of a flow network. The flow is incremented in all the unique paths that come from source (s) to target (t). For each arc of the
etwork, the flow/capacity assigned to that arc is reported. Initially, the flow for each arc is zero. Then, once the paths from source to target are determined (in this case there
re four paths denoted with colors red, green, yellow, and blue), the flow is incremented progressively for each path. In 2(a), the flow is incremented by five units along the red
nd green paths. In 2(b), the flow is incremented by three units along the arcs in the yellow path since it is the maximum increment of flow that satisfies the capacity constraint
f all the arcs in that path. Finally, in 2(c), the flow is incremented by two more units in the blue path.
Algorithm 3: Algorithm to generate unique paths
Inputs :

- 𝑚: number of unique paths to generate
- 𝐺: a flow network where 𝑁 is the set of nodes, 𝐸 is the set of

arcs, 𝑆 is the source node, and 𝑂 is the sink node

1 𝑃 ← ∅ set of unique paths initialized to the empty set;
2 𝑗 ← 0;
3 Let 𝑊 be a weight matrix of size |𝑁| × |𝑁| initialized to zero, which

stores the count of occurrences of an arc (𝑥, 𝑦) in the set of unique
paths;

4 while |𝑃 | ≤ 𝑚 and 𝑗 ≤ |𝑁| do
5 𝜋 ← [𝑆] Start a new path from 𝑆;
6 𝑥𝑝𝑟𝑒𝑣 ← 𝑆;
7 do
8 Choose a node 𝑥 such that ∃(𝑥𝑝𝑟𝑒𝑣, 𝑥) ∈ 𝐸 and 𝑊 [𝑥𝑝𝑟𝑒𝑣, 𝑥] is

the smallest value ;
9 𝑊 [𝑥𝑝𝑟𝑒𝑣, 𝑥] ← 𝑊 [𝑥𝑝𝑟𝑒𝑣, 𝑥] + 1 ;
10 𝜋 ← 𝜋 + [𝑥] Add 𝑥 to the path 𝜋 ;
11 𝑥𝑝𝑟𝑒𝑣 ← 𝑥 ;
12 while 𝑥 ≠ 𝑂;
13 if there is at least one arc in the path 𝜋 whose weight is equal to one

then
14 𝑃 ← 𝑃 ∪ {𝜋} ;
15 else
16 𝑗 ← 𝑗 + 1;

17 return 𝑃 ;

4.5.2. State vectors
As mentioned earlier, a state vector 𝑋 =

(

𝑥1,… , 𝑥𝑛
)

is a vector
hose size equals the number of arcs, where the 𝑖th element represents

the capacity/state of a resource with index 𝜆𝑖 associated with the 𝑖th
arc. A state vector can be used to compute the network reliability only
if the condition stated in Eq. (9) is satisfied. Algorithm 4 shows the
pseudocode for computing such state vectors.

Each arc of the network is assigned a flow value 𝛷 and a capacity
value 𝛹 (lines 2 and 3 in Algorithm 4), such that:

𝛷 (𝑒) ≤ 𝛹 (𝑒) , ∀𝑒 ∈ 𝐸. (10)

Since each resource in an assignment has more than one possible
state, the state representing the highest capacity is used as the initial
capacity value (line 4 in Algorithm 4). The 𝑚 unique paths, generated
7

Algorithm 4: Algorithm to compute a feasible vector state set
Inputs :

- 𝐺 = (𝑁,𝐸): a flow network where 𝑁 is the node set and 𝐸 is the arc set

- 𝛤 : a resource table in which the rows represent the resources and the columns
represent the states. Each state is assigned a distribution probability 𝑃 , where
𝑖 is a resource index and 𝑗 is a state index with capacity equal to ℎ𝑖,𝑗

- 𝛬 =
(

𝜆1 ,… , 𝜆𝑛
)

: a resource assignment where the ith element 𝜆𝑖 represents the
resource index assigned with ith arc

- 𝑃 =
(

𝜋1 ,… , 𝜋𝑚
)

: a collection of 𝑚 unique paths, where the ith path is defined
as 𝜋𝑖 =

{

𝑒1 , 𝑒2 ,… , 𝑒
|𝜋𝑖 |

}

where the jth element indicates the index of an arc
of 𝐺

- 𝑑: the target flow

Outputs:

- 𝛺𝛬: a feasible vector state set for the resource assignment 𝛬

1 𝑛 ← |𝐸|;
2 Let 𝛹 be a vector of size 𝑛 containing the capacity of each arc of the network ;
3 Let 𝛷 be a vector of size 𝑛 containing the flow crosses each arc of the network;
4 𝛹 [𝑖] ← ℎ𝜆𝑖,𝜔𝜆𝑖

∀𝑖 = 1, 2,… , 𝑛 ;

5 for 𝑗 ← 1 to 𝑚 do
6 𝛷 [𝑖] ← 0 ∀𝑖 = 1, 2,… , 𝑛 ;
7 𝑃 ← copy 𝑃 ;
8 𝑑 ← 𝑑;
9 repeat
10 Randomly select a path 𝜋 from 𝑃 ;
11 𝑃 ← 𝑃 ⧵ {𝜋};
12 𝛥𝛷𝜋 ← min

{

𝑑,min∀𝑒∈𝜋 𝛹 [𝑒]
}

;

13 𝛷 [𝑒] ← 𝛷 [𝑒] + 𝛥𝛷𝜋 ∀𝑒 ∈ 𝜋 ;
14 𝑑 ← 𝑑 − 𝛥𝛷𝜋 ;
15 until 𝑑 = 0 or 𝑃 = ∅;
16 if 𝑑 = 0 then
17 Let 𝑋 be a empty vector of size 𝑛 ;
18 for 𝑖 ← 1 to 𝑛 do
19 Let ℎ𝜆𝑖,𝑘+1 be a state of a resource with index 𝜆𝑖 such that

ℎ𝜆𝑖,𝑘 < 𝛷 [𝑖] ≤ ℎ𝜆𝑖,𝑘+1 where 1 ≤ 𝑘 ≤ 𝜔𝜆𝑖 ;
20 𝑋 [𝑖] ← ℎ𝜆𝑖,𝑘+1 ;

21 𝛺𝛬 ← 𝛺𝛬 ∪ {𝑋} ;

22 return 𝛺𝛬 ;

by Algorithm 3, are used to distribute the flow along the arcs in these
paths until it is no longer possible to increase the flow further or the
flow target is reached, which is set to 𝑑 unit (lines 10 to 14 in Algorithm
4). The incremental flow of a path 𝜋, denoted by 𝛥𝛷 , is determined
𝜋
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according to Eq. (11):

𝛥𝛷𝜋 = min
{

𝑑, min
∀𝑒∈𝜋

𝛹 (𝑒)
}

≤ 𝑑. (11)

he flow in all arcs in 𝜋 is increased by the same amount which is
qual to 𝛥𝛷𝜋 (line 13 in Algorithm 4). Considering that 𝛥𝛷𝜋 out of 𝑑
nit of flow have already been used and distributed in the network,
he remaining amount of flow (𝑑 − 𝛥𝛷𝜋) to be allocated to the arcs
epresents the new target flow (line 14 in Algorithm 4). Fig. 2 illustrates
n example of how the flow is incremented along four possible paths
n the network. For each path, the amount of flow that can be added
o each arc is determined and added to the flow of that arc until it is
o longer possible to further increase the flow. If at the end of the loop
he whole target flow has been allocated in the network (line 16 in
lgorithm 4), then a possible state vector 𝑋 can determined (lines 17

o 21 in Algorithm 4). In principle, the 𝑖th element of the state vector
is equal to ℎ𝜆𝑖 ,𝑘+1, a resource state so that the flow passing through

he 𝑖th arc is between ℎ𝜆𝑖 ,𝑘 and ℎ𝜆𝑖 ,𝑘+1 (lines 19 and 20 in Algorithm 4).
he aforementioned procedure is repeated 𝑚 times: each time, different
aths are randomly selected and used to distribute the target flow over
he network. After that, if possible, the resulting state vector contains
he resource states assigned to the arcs so that the flow through the
rcs is less than the selected state.

.5.3. State probability distribution
The RSDP Algorithm [58] calculates reliability using the state vec-

ors 𝛺𝛬 according to a probability distribution. It is used to quantify
ith a real number the goodness of the state vectors 𝛺𝛬 found in
lgorithm 4. If 𝛺𝛬 is an empty set, then the network reliability with

hat resource assignment 𝛬 is zero, and therefore, it will not allow 𝑑
units to be transferred from the source 𝑆 to the sink 𝑂 in that network.
pecifically, a resource state can be included in a state vector based
n a probability distribution that may be different from that of another
tate of the same resource. Such a probability is denoted by 𝑝𝑖,𝑗 and
epresents the probability that the 𝑗th state of the resource associated
ith the 𝑖th arc is contained in the state vector:

𝑖,𝑗 = 𝑃𝑟
(

𝑥𝑖 = ℎ𝜆𝑖 ,𝑗+1
)

, ∀𝑗 = 1, 2,… , 𝜔𝑖, (12)

𝑖,0 = 𝑃𝑟
(

𝑥𝑖 = ℎ𝜆𝑖 ,1
)

= 1 −
𝜔𝑖
∑

𝑗=1
𝑝𝑖,𝑗 . (13)

In some cases, however, the probability of the assignment of re-
ource states is unknown. In practice, each arc of the network has its
wn correlation level, which increases near a ‘‘disaster’’ or component
ailure [60], and an operational probability is assigned to each resource
tate. Assuming that the operational probability is the same for all
tates of the resource, the probability mentioned in Eq. (12) can be
alculated using the Correlated Binomial Distribution [61] as follows:

𝑟
(

𝑥𝑖 = ℎ𝜆𝑖 ,𝑗+1
)

= 1
𝛽𝑖

(

𝜔𝑖
𝑗

)

(𝜇𝑗𝛽𝑖)𝑗 (1 − 𝜇𝑗𝛽𝑖)𝜔𝑖−𝑗 , (14)

with 𝛽𝑖 = (1 + 𝜂𝑖(1 − 𝜇𝑗 )∕𝜇𝑗 ), 𝜇𝑗 the operational probability of the jth
resource, and 𝜂𝑖 the correlation level of the ith arc of the network.
Eq. (14) can thus be used to calculate the state distribution probability
for all available resource (𝛤 ).

4.6. Flow network instances

The communication networks considered in this case study are
shown in Fig. 3. The proposed Dynamic Immune Algorithm is applied to
three illustrative networks, including benchmark computer networks,
i.e., the Taiwan academic network (TANET) [62], OCT [63] and
ARPA [64]. The TANET computer backbone network is composed of
31 links between all academic and research organizations in Taiwan
and 27 vertices, each of which denotes the acronym of an organization
(as presented in Fig. 3(c)), for instance NCUT denotes the National
8

Chin-Yi University of Technology, NDHU denotes the National Dong
Table 1
Data for 100 resources [55].
𝑟𝑗 Capacity (Gbps) 𝜇𝑗 𝑟𝑗 Capacity (Gbps) 𝜇𝑗

1 2 0.9469 51 2 0.9160
2 3 0.9239 52 4 0.9240
3 1 0.9707 53 1 0.9769
4 1 0.9015 54 3 0.9519
5 2 0.9361 55 2 0.9661
6 1 0.9868 56 2 0.9654
7 3 0.9823 57 1 0.9300
8 1 0.9171 58 4 0.9415
9 3 0.9356 59 4 0.9712
10 2 0.9655 60 1 0.9893
11 3 0.9466 61 2 0.9963
12 4 0.9802 62 1 0.9687
13 3 0.9092 63 2 0.9839
14 3 0.9221 64 3 0.9758
15 3 0.9527 65 3 0.9954
16 1 0.9828 66 1 0.9345
17 3 0.9997 67 3 0.9384
18 2 0.9792 68 3 0.9707
19 4 0.9500 69 2 0.9171
20 2 0.9139 70 2 0.9962
21 1 0.9776 71 4 0.9099
22 1 0.9858 72 2 0.9427
23 2 0.9746 73 4 0.9154
24 1 0.9447 74 4 0.9371
25 2 0.9622 75 4 0.9078
26 4 0.9776 76 2 0.9543
27 2 0.9449 77 2 0.9571
28 3 0.9174 78 4 0.9024
29 1 0.9821 79 2 0.9679
30 2 0.9799 80 1 0.9140
31 2 0.9847 81 1 0.9005
32 4 0.9017 82 2 0.9171
33 2 0.9826 83 2 0.9952
34 3 0.9955 84 4 0.9932
35 1 0.9344 85 4 0.9955
36 2 0.9076 86 1 0.9397
37 1 0.9814 87 1 0.9905
38 4 0.9375 88 2 0.9901
39 2 0.9086 89 1 0.9250
40 2 0.9879 90 4 0.9247
41 2 0.9754 91 3 0.9036
42 2 0.9741 92 2 0.9710
43 3 0.9226 93 2 0.9338
44 2 0.9921 94 3 0.9301
45 1 0.9455 95 3 0.9381
46 4 0.9118 96 1 0.9987
47 3 0.9512 97 2 0.9080
48 1 0.9653 98 1 0.9043
49 3 0.9708 99 1 0.9290
50 3 0.9270 100 2 0.9891

Hwa University, etc. [62]. The OCT network, as presented in Fig. 3(b),
is composed of 29 links, and 26 vertices that represent data centers.
Finally, the ARPA network in Fig. 3(a) is composed of 22 links and 19
vertices that also represent data centers.

The data of 100 resources (transmission lines), shown in the Table 1,
ready to be allocated to each benchmark networks, having different
operational capacities and probabilities of their binary-status lines.
It is worth to point out that network instances, and resources data
considered have been taken from [55]

5. Experimental results

This section focuses on the experimental results obtained with our
algorithm, considering the case study described in the previous sec-
tion. First, we prove that a dynamic mutation rate allows an immune
algorithm to converge to a solution faster than the original version
with static mutation rate (Section 5.1). Subsequently, we compare
the results obtained with Dynamic-IA to the results obtained with the

state-of-the-art algorithm for these applications (Section 5.2). Finally,
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Fig. 3. Computer network instances.
Table 2
Parameters of Dynamic Immune Algorithm.

Symbol Description ARPA OCT TANET

𝑑 Demand level (Flow target) 5 6 6
𝛤 Resources table Table 1 Table 1 Table 1
𝑐a Cloning factor 5 4 2
𝑘a Population size 274 134 173
[

𝜏𝑏min
, 𝜏𝑏max

]a Life time interval [25, 73] [13, 39] [15, 45]
𝜎 Maximum iterations number 1100 1100 1100
𝑣a Circular buffer size 31 146 23
[𝜌min , 𝜌max] Mutation rate interval [0, 0.7] [0, 0.7] [0, 0.7]
𝛾a Mutation rate factor 3 2 1
𝓁a Mutation rate levels 31 18 96
𝜀 Mutation rate threshold 0.001 0.001 0.001

a Parameters are selected using an automatic tool, as described in detail in the
Section 5.3.

a parameter analysis is performed to understand which parameters of
Dynamic Immune Algorithm have more impact on the goodness of the
solutions.

5.1. Experiments

As mentioned above, the main contribution of this work is to dy-
namically set the mutation rate to allow the algorithm to move quickly
9

from one area to another of the search space, avoiding getting stuck
in local neighborhoods, and at the same time explore more carefully
all promising neighborhoods. To support this choice and assess its
goodness, the proposed algorithm Dynamic Immune Algorithm (Dynamic-
IA) was compared with the standard version of the immune algorithm
described in [32], which instead uses a static mutation rate and is
referred to hereafter as IA. These two algorithms were written in C++
and were independently run 20 times on three different computer
network topologies (described in Section 4.6) to prevent possible noise.
The results presented in this section refer to the average of the results
obtained for each run. Furthermore, in Tables 2 and 3 the algorithm
parameters used in all the experiments both for Dynamic-IA and IA are
respectively reported. More information regarding how the parameters
were set can be found in Section 5.3.

Table 4 shows, instead, the obtained experimental results and con-
sequently allows us to compare Dynamic-IA and IA. To ensure a fair
comparison between these two algorithms, an external tool for setting
algorithm parameters, such as irace [36] was used. From these exper-
imental results, our version of the immune algorithm reaches higher
average fitness values than the classical immune algorithm. Moreover,
by inspecting the Table, it appears clear how Dynamic-IA is more stable
and robust than IA, as it can be easily seen comparing the standard
deviation values.

An interesting aspect that needs to be highlighted is the process of
finding a solution using Dynamic-IA. In fact, Fig. 4(a) shows how the
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Fig. 4. An experiment showing how a dynamic mutation rate computed by the proposed method is extremely useful for the algorithm to exit from possible local neighborhoods
nd explore new areas of the search space.
.

Table 3
Parameters of IA.

Symbol Description ARPA OCT TANET

𝑑 Demand level (Flow target) 5 6 6
𝛤 Resources table Table 1 Table 1 Table 1
𝑐a Cloning factor 5 4 2
𝑘a Population size 260 114 150
[

𝜏𝑏min
, 𝜏𝑏max

]a Life time interval [15, 70] [10, 28] [25, 53]
𝜎 Maximum iterations number 1100 1100 1100
𝜌a Mutation rate 0.2 0.1 0.2

a Parameters are selected using an automatic tool.

fitness changes iteration by iteration. For each iteration, the fitness of
the best candidate in the population is plotted. The red line represents
the best fitness achieved. Figs. 4(b) and 4(c) show the relationship
between the number of mutations performed during each iteration and
the value of the mutation rate used. More specifically, the number of
mutations corresponds to the total number of changes made to the
resource assigned to an arc within an iteration. These plots were created
considering one execution of Dynamic-IA and using OCT as an instance.

In Fig. 5(a) we can see the comparison between the results obtained
y Dynamic-IA with the results obtained considering a static mutation
ate varying in the range between 0 and 0.7, where the OCT network
as considered as test case. Each line represents the trend of the
opulation’s average fitness registered for each iteration considering
he several versions of IA, each with its own mutation rate.

Fig. 5 compares the performances obtained using a dynamic mu-
ation rate and a static mutation rate. It is clear that the average
itness remains relatively stable when a static mutation rate is used.
n particular, a lower mutation rate appears to yield superior solutions.
onversely, using a dynamic mutation rate (as indicated by the black

ine in Fig. 5(a)) results in significant fluctuations of average fitness
10

ver time when compared to the trend observed with a static mutation
rate. This behavior is related to the mutation rate trend depicted in
Fig. 5(b). An increase in the mutation rate replaces a large portion of
the population to introduce randomness, which can be highly beneficial
for escaping possible local optima, and therefore the fitness of the
solutions in the populations tends to decrease. When the solution in
the population is improving, then the mutation rate decreases causing
an overall improvement in average fitness.

5.2. Comparison and discussion

In this subsection, by considering the benchmark computer net-
works, we compare Dynamic-IA with 5 algorithms, representing the
state-of-the-art on network reliability problems, and demonstrates how
the proposed algorithm exhibits better computational efficiency than
the other heuristics, in terms of network reliability maximization.
Specifically, we compare Dynamic-IA with other soft computing al-
gorithms including Ant Colony Optimization (ACO), Particle Swarm
Optimization (PSO), Genetic Algorithm (GA), Tabu Search (TS) and
Hybrid algorithm, which integrates Genetic Algorithm and Tabu Search
(HGTA). Note that these algorithms considered for the comparisons,
and the relative results included in the next tables, were taken from [55]
Again in accordance with the work in [55], we want to obtain the
optimal allocation of resources with the maximum reliability of the
network with 6 Gb (gigabit) and 5 Gb (gigabit) of 𝑑 unit of demand
level. For TANET and OCT, 𝑑 = 6 Gb (gigabit) is given, whilst for ARPA
network 𝑑 = 5 Gb (gigabit) is given.

The experimental results and comparison between Dynamic-IA and
the 5 algorithms considered, are summarized in Table 5, for the net-
works OCT, ARPA and TANET, respectively. The algorithms are com-
pared in terms of network reliability (largest maximal reliability, aver-
age maximal reliability, and average iteration number respectively) and
best resource assignment. As it can be seen by inspecting all three ta-

bles, Dynamic-IA performs always better in terms of maximum network
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Table 4
Experimental results between Dynamic-IA and IA.

Algorithm Computer network Best maximal fitness Average maximal fitness Average time (s) Standard deviation Entropy

Dynamic-IA ARPA 0.984208 0.984184 37.5525257 1.29 × 10−5 2.30258509
IA ARPA 0.983783 0.9835138 128.3707012 1.68 × 10−4 2.30258508

Dynamic-IA OCT 0.996332 0.995937 97.0153735 2.37 × 10−4 2.30258507
IA OCT 0.995558 0.9945348 110.2259193 8.76 × 10−4 2.30258474

Dynamic-IA TANET 0.996636 0.9946767 53.2186272 2.14 × 10−3 2.30258301
IA TANET 0.995806 0.9945905 128.0363147 7.08 × 10−4 2.30258486
Fig. 5. Comparison between the performance obtained with a dynamic mutation rate between 0 and 0.7 and a version of IA, which uses static mutation instead. These results
are obtained using OCT.
reliability reached for all computer networks tested. Indeed, in all these
cases, Dynamic-IA finds a resource assignment with a higher reliability
than the other considered algorithms. It is also worth highlighting
how Dynamic-IA reaches higher average reliability than the algorithms
compared, and more importantly, these values, along with the maximal
reliability value, are reached faster. One advantage of our algorithm, as
proved by the obtained results, is its superior stability in converging to
a solution when compared to other algorithms. The time required to
converge to the best solutions is significantly less than that of other
algorithms, representing a key advantage of our Dynamic-IA.

5.3. Parameter analysis and tuning

Considering the large number of parameters of the proposed al-
gorithm, it was necessary to use an external tool to find the best
configuration of the parameters to obtain the best results. This section
then explains how the parameters reported in the Table 2 were set and
analyzes which parameters are more important and more influential
than others.

5.3.1. Parameter optimization
To select the best collection of parameters that increases the perfor-

mance of our algorithm, irace was used. Iterated Racing for Automatic
Algorithm Configuration (irace) [36] is an extension of the Iterated
F-Race procedure and is mainly used to automatically configure op-
timization algorithms by finding the most appropriate settings [65].
In this case, a subset of the parameters of the algorithm listed in
the Table 2 was selected to be optimized with irace tool. For each
parameter, the parameter type (real or integer) and a range domain
were specified (Fig. 6). Using an internal mechanism not discussed
here, irace tests a large number of possible configurations until the pre-
allocated budget is still available. When there is no budget left, the
algorithm terminates and returns some possible parameter settings that
had obtained the lowest cost during the evaluation (Fig. 7). The cost of
11
one possible configuration, indicated with 𝐶(𝜃), is calculated according
to the following equation:

𝐶(𝜃) = 𝑐1 (1 − 𝑅 (𝜃)) + 𝑐2
𝐼 (𝜃)
𝜎

, (15)

where 𝜃 represents a configuration to be evaluated, 𝑅 (𝜃) and 𝐼 (𝜃)
represent, respectively, the fitness and the iteration number in which
the best resource assignment is found using 𝜃 as parameters of the
algorithm.

The irace cost function takes into account both the quality of the
solution and the number of iterations in which the solution is found.
The coefficients 𝑐1 and 𝑐2 are two real values between 0 and 1, such that
their sum is equal to 1. This allows us to determine which part of the
equation has a greater weight than the other. In our experiments, we
chose 0.7 for 𝑐1, 0.3 for 𝑐2, and 1000 as the available budget. Indeed,
in this type of application, it is much more effective and sensible to
find a parameter configuration that maximizes the fitness of a resource
assignment than the cost in terms of the number of iterations needed
to achieve this result. Hence through empirical tests, we decided to use
these values as coefficients 𝑐1 and 𝑐1. Conversely, if we had chosen
other values as coefficients in Eq. (15), the algorithm would instead
have been optimized to find an approximate solution as quickly as
possible, neglecting the quality of the solution. With this configuration,
we have actually balanced both the quality of the solution and the
computational cost to achieve an acceptable solution.

5.3.2. Importance of parameters
An important issue related to the evolutionary computing is to

understand and determine which parameters are more important and
influent than others. In fact, identifying the most important parameters
is extremely useful in understanding how to control the algorithm
and improve the time to converge towards the optimal solution. Even
minimal changes to these types of parameters can have a significant
impact on the performance of the algorithm, rather than changes to
other, less important ones. Thus, an additional study was conducted,
and presented in this subsection, with the aim of finding out the degree
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Table 5
Experimental results obtained by considering the computer networks OCT, ARPA, TANET.

Algorithms Maximal reliability Best resource assignment Average maximal reliability Average iteration number

OCT Network

PSO 0.84440 (38, 56, 51, 85, 82, 65, 50, 91, 51, 11, 49, 17,
47, 72, 84, 78, 30, 70, 41, 61, 73, 46, 26, 43,
19, 64, 68, 67, 54)

0.77916 2033

ACO 0.91679 (70, 49, 95, 9, 74, 91, 26, 35, 100, 94, 41, 76,
4, 18, 3, 57, 73, 84, 27, 51, 38, 78, 65, 68,
64, 17, 92, 79, 83)

0.89922 1538

GA 0.98252 (75, 46, 71, 78, 58, 68, 32, 11, 31, 38, 12, 85,
61, 44, 100, 63, 17, 34, 49, 59, 26, 52, 90, 74,
19, 84, 65, 7, 64)

0.97260 1890

TS 0.98360 (46, 52, 75, 74, 68, 64, 95, 2, 23, 15, 26, 7,
63, 31, 40, 42, 83, 61, 100, 88, 38, 19, 58, 12,
84, 85, 34, 17, 65)

0.97501 1425

HGTA 0.98651 (74, 90, 46, 58, 49, 68, 47, 82, 87, 15, 64, 7,
100, 63, 33, 40, 61, 70, 83, 44, 59, 26, 19, 12,
84, 85, 34, 17, 65)

0.98454 1153

Dynamic-IA 0.99633 (6, 7, 70, 65, 83, 34, 64, 37, 88, 85, 61, 40,
87, 26, 18, 42, 17, 49, 31, 29, 84, 22, 68, 96,
1, 44, 16, 60, 63)

0.99594 674

ARPA Network

PSO 0.81468 (38, 68, 100, 17, 33, 52, 79, 47, 64, 16, 60, 44,
70, 65, 86, 12, 49, 61, 42, 59, 19, 26)

0.78930 1265

ACO 0.92096 (49, 59, 32, 67, 26, 85, 84, 10, 5, 13, 76, 51,
90, 14, 11, 47, 64, 65, 12, 33, 61, 83)

0.87184 868

GA 0.97354 (78, 38, 74, 85, 19, 26, 7, 75, 11, 30, 64, 100,
83, 56, 49, 52, 84, 12, 65, 17, 34, 59)

0.96662 505

TS 0.97332 (37, 9, 6, 81, 100, 19, 48, 98, 4, 30, 59, 13,
55, 83, 60, 21, 32, 34, 85, 94, 53, 44)

0.97109 501

HGTA 0.98294 (19, 58, 59, 12, 26, 64, 34, 47, 100, 67, 30, 33,
23, 5, 51, 74, 84, 61, 88, 17, 85, 65)

0.98025 470

Dynamic-IA 0.984208 (17, 56, 61, 83, 84, 6, 40, 70, 44, 100, 85, 87,
96, 34, 60, 32, 88, 22, 65, 63, 49, 31)

0.98418 267

TANET Network

PSO 0.82603 (14, 91, 35, 37, 69, 79, 87, 25, 68, 46, 74, 71,
85, 12, 58, 19, 84, 67, 33, 2, 86, 7, 90, 54,
47, 11, 17, 30, 44, 65, 20)

0.79784 1338

ACO 0.93629 (40, 88, 65, 95, 19, 84, 58, 46, 67, 52, 9, 74,
26, 85, 34, 17, 7, 12, 38, 73, 54, 15, 70, 49,
33, 83, 78, 44, 43, 10, 69)

0.90383 1269

GA 0.96839 (68, 43, 18, 70, 83, 40, 88, 46, 15, 75, 52, 74,
90, 85, 12, 84, 26, 47, 73, 32, 63, 34, 49, 17,
7, 38, 65, 19, 2, 44, 9)

0.95373 1221

TS 0.98098 (92, 41, 31, 100, 33, 47, 94, 32, 19, 75, 52, 73,
90, 85, 84, 12, 26, 58, 74, 59, 10, 65, 70, 34,
17, 7, 64, 15, 55, 69, 29)

0.97036 910

HGTA 0.98445 (68, 47, 70, 63, 33, 11, 67, 32, 78, 73, 75, 90,
74, 84, 85, 12, 26, 19, 59, 71, 76, 17, 34, 65,
7, 49, 64, 13, 2, 16, 80)

0.98240 666

Dynamic-IA 0.99663 (99, 86, 40, 30, 84, 32, 52, 95, 57, 15, 11, 64,
33, 69, 5, 62, 20, 25, 36, 91, 61, 39, 82, 78,
43, 67, 63, 83, 18, 60, 16)

0.99447 250
T
i
t
R
f

of importance for each parameter analyzed in the previous subsection,
such as population size, lifetime, cloning factor, buffer size, mutation
rate levels, and mutation rate factor. Mutation rate, instead, was not
considered here because a special analysis was conducted and described
above.

During the optimization process of the parameters of the algorithm
by irace [36], thousands of trials were performed to find the best
collection of parameters that minimizes the irace cost. We denote with
𝛩 =

{

𝜃1, 𝜃2,… , 𝜃𝑎
}

a set containing all configurations of parameters
tested for a given network. For each configuration 𝜃, the maximum
fitness 𝑅 (𝜃) achieved with this combination of parameters and the irace
cost 𝐶 (𝜃) calculated according to Eq. (15) were defined. Using these
pairs of values, 𝜃 and 𝑅 (𝜃) or 𝜃 and 𝐶 (𝜃), it is therefore possible to
12

dentify the parameters that most affected the overall fitness and the a
irace cost. This can be achieved by using feature selection techniques,
typically employed in machine learning, to find out which features
are more important than others. In our case we wished to do the
same, but here the features are the parameters and the fitness and
irace cost for a given configuration are considered as the target set.
With these assumptions, it is possible to define two datasets labeled
𝐴 = (𝛩,𝑅 (𝛩)) and 𝐵 = (𝛩,𝐶 (𝛩)), which represent the data used to
extract the importance of the parameters based on fitness and irace cost.

he latter, in addition to fitness, also takes into account the number of
terations in which the best solution is reached. The feature selection
echnique used for this purpose is the Maximum Relevance Minimum
edundancy (mRMR) algorithm, which was developed specifically for

eature selection of micro-array data in gene regulatory networks [66],

lthough it has applications in many fields, as reported in [67]. Such
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Fig. 6. Parameters sampling frequency. These charts show the probability density that a given value of a parameter is tested on by irace during its exploration. irace iteratively
pdates the parameter sampling models to focus on the best regions of the parameter search space. The frequency of sampled configurations can provide information about the
arameter search space [36].
Fig. 7. Parameters parallel coordinates. This diagram analyzes how parameters interact with each other and provides a graphical view of the best parameter configurations.
n algorithm returns an importance score for each parameter according
o the current target (fitness or irace cost).

Fig. 8 depicts the results obtained with the mRMR algorithm. For
etter understanding, percentage values are used instead of the score
btained by the algorithm. For each parameter, the percentage value
f its importance compared to the other parameters is given. This
rocedure was repeated for each network under consideration in order
o strengthen the goodness of the results and have an overall view. As
t can be seen in this figure, the cloning factor has a higher importance
han the other parameters. In particular, it has a large impact on the
uality of the solution for about 30% of all other parameters (Fig. 8(a)).
ne reason that justifies this behavior is that the cloning operator

educes the premature convergence of the algorithm and maintains
13

igh diversity in the population, as shown in [32]. A correct value of
this parameter can lead the algorithm to explore the search space more
deeply and, in turn, to find better solutions. On the other hand, the
mutation rate factor seems to play an important role in the speed with
which the algorithm finds the best solution. As mentioned before, the
irace cost takes into account the quality of the solution and the number
of iterations in which the best solution is reached. If we consider only
this last aspect, the mutation rate factor gets an average importance of
about 25% (Fig. 8(b)). Indeed, as stated in Section 3.3, the mutation
rate factor is used when the algorithm is trapped in a neighborhood
(𝜀 ≤ 𝑏1 ≤ 𝜀 in Eq. (4)) and unable to leave it in a reasonable time. The
mutation rate factor determines the reaction speed of the algorithm to
get out from these situations and start to find new solutions. Of course,
in this study we cannot quantify whether increasing or decreasing such

parameters improves or worsens fitness. However, we can assert that
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Fig. 8. Parameters importance ranking.
hen improving the algorithm, we need to focus on the most important
arameters first, the cloning factor in this case, since changing them can
ave a crucial impact on the performance of the algorithm.

. Conclusions and future works

In this research work, we presented a dynamic mutation rate
ethodology for an immune-inspired algorithm. The overall aim is to

ppropriately adjust and calibrate the number of the elements to be
odified in a solution, in order to better explore the search space,

nd help the algorithm to easily escape from local optima. To achieve
ur goal, the Ordinary Least Squares Regression (OLS) technique, a well-
nown machine learning method, was used. To test the efficiency and
eliability of the proposed combination between Dynamic-IA and the ma-

chine learning method, the network reliability problem was considered
and tackled, which has relevant properties in real-world networks, such
as in communication networks, transportation networks, and computer
architectures. The obtained outcomes confirm that the use of the Regres-
sion method to dynamically adjust the number of mutations makes the
proposed Dynamic-IA more efficient and more robust. Furthermore, by
taking advantage of finding the optimal configuration of the parameters
through the well-known irace tool, a new methodology to find out
he importance of these parameters was proposed, using the Maximum
elevance Minimum Redundancy (mRMR) algorithm. In this way, it is
ossible to discover which parameter of the algorithm affects more its
erformances, and, consequently, has a large impact on the quality of
he found solution.

The results presented here give rise to several possible future re-
earch lines. Immune algorithms used in problems such as the general
esource allocation problem [68], or in discovering entities similari-
ies in biological networks [69] could be further improved, or newly
pplied to the anomaly detection problem [70].
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