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Abstract

The aim of this work is to present some issues related to fault tolerant electric drives,
which are able to overcome different types of faults occurring in the sensors, in the
power converter and in the electrical machine, without compromising the overall
functionality of the system. These features are of utmost importance in safety-critical
applications. In this paper, the reliability of both commercial and innovative drive
configurations, which use redundant hardware and suitable control algorithms, will be
investigated for the most common types of fault: besides standard three phase motor
drives, also multiphase topologies, open-end winding solutions, muliti-machine
configurations will be analyzed, applied to various electric motor technologies. The
complexity of hardware and control strategies will also be compared in this paper, since
this has a tremendous impact on the investment costs.

Reliability

The use of electrical drives as a means to achieve efficient electromechanical energy
conversion is a key element in the global vision of sustainable development that is
compatible with the safequard of the envircnment and of the future generations. For
example, in automotive applications, electrical drives are able to guarantee low
emissions, high efficiency in the energy conversion process, compact size and reduced
weight. Furthermore, in automotive and more in general in safety critical applications, it
is also necessary to guarantee high levels of reiiability.

Reliability can be defined as the attitude of the drive or of one of its parts to perform its
intended function for a specified time interval, under specific operating conditions.
Conversely, the lifetime Tpar of the part is the amount of time during which it performs
its intended function. By nature, Tpar is @ continuous random variable with a probability
density function fran(t), known as the time to failure distribution, [1]. The probability
that a part will survive beyond a specified time t, P(Tpare > t), is its reliability function,
Rpart(t). This is formally defined in probability theory as a complementary cumulative
distribution function:

R ()=P(T,,,>1)= [ £, x)dx
! (1

Assuming the part to be non-repairable, the mean time to failure (MTTF) of a single
part, MTTFpar, is defined as the mean value of Tpan:

+

MTT[:;W// = jg[par!({)dt = JRpar!({)d{
0 0

(2)

Moreover, the failure rate of the part, hpae(t), is defined as the conditional probability
that a fault may occur in a time interval dt, given that the part has not failed before time
t. It is formally defined as:
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Rpart(t) dx ( 3)

Based on this, it is also possible to express Rpan(t) as:

[ 'J‘hpmfx]a'x?
Rpart(t) =€ (4)
Figure 1 shows a typical life cycle curve for which the faiure rate is plotted as function of
time; many components fail very soon after they are put into service. Failures within this
period are caused by defects and poor design that cause a component to be retained
damaged. These are called infant mortality failures and the failure rate in this period is
relatively high. After a component reaches a certain age, it enters the period where it
begins to wear out, and failures start to increase. The period where failures start to
increase is called the wear out phase of component life. When faults due to infant
mortality and to ageing are not taken into account, it is quite common to assign a
constant failure rate to many electronic components: hpan(t) = A. Thus, the reliability
function of a single component of the drive becomes an exponential distribution:

= )
Rparl(t) =e (5)
For this distribution, it can easily be calculated that:
MIT -
part E
(6)
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Figure 1 Bathtub curve of Failure Rate [I(t)O

Reliability in Electrical Drives

The above definitions can be applied to each component of an electrical drive, leading to
the results shown in Tab.l. It can be noted that the highest failure rates are associated
with the position sensor, with the bearings and with the winding of the electrical
machine, strongly affecting the useful life of the drive. This is one of the reasons to try
to remove these components from the electrical drive system through solutions
technically named as sensorless drives and bearingless drives, for instance, [2]-[7].
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Table I: Failure Rates and MTTF of some electrical drive components.

Components Failure Rate 7. (4 'y [Fadure in Time FIT (7 (;‘"‘*‘}1} MITEU) 1

- Encoder 11.2x107 1120 892857

 Current Sensors 2x107 200 5000000
IGBT+Gate Drive 2x107 200 5000000
Capacitors 2.5%10°7 250 4000000 |

; Windings 3.2x10* 320 277778
| Bearings 6.4x10° 640 | 156250 |

Combining the failure rates of the single components, it is possible to determine the
failure rate of a drive; for example, it is well known that in a standard three-phase
inverter, Fig. 2, the failure of one component compromises the functionality of the entire
drive. From a reliability-engineering point of view, this is a series reliability architecture,
in which the reliability of the system is equal to the product of the reliability of the single
components:

R()= R (e) R (K K R, ()= TR (1)
(1)

If we assume that the reliability functions are of the type indicated in (5), equation (7)
then can be expressed as a simple relationship between MTTF and [0: 00

1

MTTE =+ =
A 13

A = /1 5 ﬂ,

A s A _ A (

RO=e | I Rgmet 2 o

From (8) it can be seen that the reliability of the inverter is less than the reliability of the

weakest among its components. A practical example of the calculation of the failure rate

and MTTF for the three-phase inverter shown in Fig.2 is reported in (9) and (10),
considering the failure rates of Table 1.

6 2
A’s = Z"{:;MAIGBT +Z 'a't_Cap -
1=1 i1

=6x200+2x250=1700FIT  (9)

MTTF, = %10" =588235h

Electrical 2 (1 O)

Machine

Figure 2 Standard Three-Phase Inverter
Topology.

Tab.II shows the MTTF reported in the datasheets of two commercial electrical drives and
the respective reliabilities after one and five years of 24h operation, It can be seen that
the probability of failure in both time intervals is still quite low, although it progressively
increases with time. The MTTF is less than the one calculated in (10) because, for a
commercial product, it is necessary to take into account additional components, such as
the control unit, the current and position sensors and the rectifier.
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Table II: MTTFs of commercial variable speed drives.

Schneider:
ATV312H0O18M2
variable speed drive MTTF 400000h
0.18kW- 200..240 V [ 8780
R (8760)=¢ son00o) =98%
Yaskawa: 58760

. - {Zo—oﬁou}z N
SIGMA 11 SGDH sGDH- | R(5:8760)=¢ =89.6%

30DE - S2 AMP 400V 3PH
3KW

Fault Tolerant Electrical Drives

Although electrical drives have high values of MTTF and thus of reliability, in some cases,
such as in aerospace or automotive applications, it is imperative to ensure the safety of
human beings, machines and environment, while guaranteeing maximum efficiency and
flexibility. These results are obtained by further increasing the reliability of the drives,
making them able to guarantee correct operations even in the event of faults. This
category of electrical drives is known as “fault tolerant”. Many topologies of fault tolerant
drives exist and have different abilities in mitigating the effects of specific faults;
nonetheless, the general characteristics of a fault tolerant drive are:

e the detection and identification of faults;
e the isolation of faults;

s the reconfiguration of the drive, either by using reserve components or by
redistributing the process to working components;

s the restoration of a fault-free operating condition

Drives tolerant to Current Sensor Failures

Some of the many ways to make a drive tolerant to current sensor faults are described in
[8]-[15]. A simple technique is the one described in [8], where three fault indicators are
obtained, Cu, i=1,2,3, starting from the stator three phase currents, transformed in an
orthogonal stationary reference frame [0, (11), (12). These three fault indicators give
the projections of the rotating stator current vector on the [ axes, by using different
combinations of the measured currents and using the condition ja+ib+ic=0 which is valid
during normal operation of the drive. In this condition, the three indicators coincide at
each instant with the amplitude of the reference current Ler.

[,

Py =—=f, —1

gl ‘\/g(b c) 5 .
Cr1=la2+l£‘l

. L.,
‘p2 :f(la +2i,) Co=iy+iy

i =, R Y C,y =iy +ig, “
{iaz = —(jb +i() Ips __ﬁ(ta +2£c) (12)
(11)
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The fault is detected simply by monitoring the condition ja+ib+ic=0; when the sum of
the three currents exceeds a specified threshold [J, a flag G which indicates a fault
changes state. The identification of a faulty sensor is obtained by comparing each fault
indicator Cn with Ier.  The Cri that has been obtained with healthy sensors shows no
difference with respect to normal operating conditions. The remaining two indicators will
have amplitudes that exceed that of Ier, beyond a threshold [, and active flags F. A
unigue combination for each faulty sensor is obtained, as shown in table III. After
having detected the fault and identified the broken sensor, it is necessary to reconfigure
the system to guarantee continuity of service. A simple solution consists in combining
the current projections on the O reference frame so as to select the two current
measurements that don't include the faulty sensor measurement.

i, =Kji

(<4 23

LKy, + K, + Ky

o,

g =K +Kyiy +Kiig, + Kyiy

(13)
i, Crr +
> - - gbs—> F,
B G - > -
e &= Cyi
Figure 3 Fault detection Figure 4 Broken sensor identification

Table III:

Faulty Sensor G F, F» F; K, K. K; K,
Phase a i 0 1 | 1 0 0 0
Phase b } 1 0 1 0 1 0 0
Phase ¢ 1 | 1 0 0 0 1 0

| NoFault 0O ot 01 01| 0 | 0 | 0 1
Current
™, Sensor 3 S
Inverter }?3 (I}: & l'}
. 5“’; Current Pha;;z C\ H T
N SCQ@rQ P i
C A=Athed =34
Phc{sa; B N .7 / - 1 I .
22 Current - MITFs = 3—;{; = —3 MITF
& - <Sensor 3 © =" Electrical
> ‘ Machine

Rl

Figure 5 Structure of the current sensing Figure 6 Comparison between the

system. reliability of a single sensor R; of
the traditional sensing system R:
and of the fault tolerant system Rs-.
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The above described fault tolerant solution allows a significant increase in the reliability
of the current sensing system, as visible in (14), obtained by applying the functional
rules for “k-out-of-n" Systems, [1]; the MTTF of the above described method MTTFsr has
been compared with that of the standard acquisition current sensing system MTTF3,
obtaining a more than double increase in the current sensing system reliability.

5 1 MITE, _15_,
MTTF,, ==MITF, MTTE, = MTTF, MITE 6
(14)

Drives Tolerant to Position Sensors Faults

Recently, it has been shown that position-sensing systems based on discrete low-
resolution sensors, such as binary Hall-effect sensors, may become fault-tolerant, [16],
[17].

A well-known layout uses three sensors, Hi, H2, Hs, displaced 120 electrical degrees
apart. Each sensor has a binary output equal to 0 or 1 depending on the rotor flux
position. This layout provides a 60 electrical degree resolution, i.e. 3 bits per pole pair.
Fig.7 shows the locus of the Hos vector, obtained by applying the following
transformations to the Hall-effect sensor signals:

11 iy
f, A, HA x|V 2 2|,
H, |=2 H, |-1 H,) 4|03 Hb

As the rotor revolves, Hss moves in a quantized fashion jumping from one direction to
the next, every 60° electrical, forming the hexagonal locus shown in Fig.7. When one of
the Hall-effect sensors fails, its output goes to logical 0 or 1 indefinitely. A total of six
different single faults are possible. For example, Fig.8 shows the Hgs locus in the event
of a H:=1 fault: the locus becomes rhomboidai, splitting the reference frame into four
sectors. Two sectors are 60° wide, while the other two are 120° wide. A zero vector,
Hos7, appears when the sensors’ states are (111); this is not present during normal
operation.

Figure 7 Quantized rotating position vector
Hyp loci for a 3 BPP low-resolution
position-sensing system, [16].
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A similar zero vector is also present for faults in which one sensor output goes to 0, i.e.
for a (000) combination. The shapes of the Hop loci are the same for all six single faults.
However, the position of the loci within the reference frame is unique for each fault. If a
fault detection, identification and compensation algorithm is not used, a failure of any
one of the three Hall-effect sensors will compromise the entire sensing system. In this
case, the reliability function of the sensing system, Rsswan(t), is equal to the product of
the reliability functions of each sensor:

R.!):Hall({) = RHaIIJ (t) RHcH.Z ({) RHa//‘B ({) = R;{aii (f) ( 17)

and the MTTF for such an arrangement is:

1 1 1
MTTE gy =3 =3/1 =—MTTF,,
Z,‘{% Hatl
- (18)
F
1502 {110) a0
C o . za,ﬁ )

(0 ¢ - éi{;{;; "

200% T A
: RITTE

Figure 8 Quantized locus Hoo in the
stationary reference frame for a H; = 1
single fault. [16].

A sensor fault can be detected when a zero vector appears in the Hgg locus. Since the
locus associated to each fault is unique, the broken sensor and fault type are identified
unambiguously by the phase of Hos in the sector following the zero vector. Following
fault detection and identification, the fault can always be compensated by appropriately
modifying the position and speed algorithm that is implemented in the motor control
system, [16]. By providing the appropriate fault compensation, the sensing system
possesses a triple modular redundancy and constitutes a paraliel reliability architecture.
In this case, it can be shown that the reliability function, Rsymau(t}, is equal to:

R.?;Ha/z(t):l—[l"RHau (19)

This implies that the reliability of the system will be larger than that of each sensor. It
can be calculated that the MTTF for such an arrangement is equal to:

1 (1 11 11
MITE, ;1 =1—Z[}€.} = 6 =—MITF,,,
Hall k=1 wan 0 (20)
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By comparing (8) and (10), it can be seen that the MTTF improves by a factor of 5.5
when a fault detection, identification and compensation algorithm is used. According to
the limited literature available, estimates of Hall-effect sensor MTTFs are in the range of
10%-108 hours, with the former value suggested for use in extreme environmental
conditions. For example, for an MTTFran = 1.8 107 hours, MTTFssHar = 6 10° hours and
MTTFaman = 3.3 107 hours,

Fault Tolerant Drive Topologies

In order to mitigate the effect of faults that arise in the switches, the traditional structure
of the inverter may be modified by adding circuit elements that are required to identify
and isolate the fault [18]-[45]. Immediately after a fault, the converter is reconfigured so
as to restore, partially or fully, the performances of the drive. A low cost solution which
allows to survive a fault is shown in Fig.9, [27], [28]. This topology includes six uitra-
rapid fuses, three triacs and an additional leg. When one of the switches fails due to a
short circuit or and open circuit, the related fuse opens the leg and activates the triac
connected between the fauity leg and the additional leg. The additional leg is commanded
with the same switching commands sent to the gate drives of the damaged leg. In this
way, normal operation is restored and the same modulation strategy and control
structure is maintained. Unfortunately, this fault tolerant topology cannot handle an open
phase.

{ i Fiy L7, \
Vool . I
e e ¥y Top Ty 7o S N Gt T4 T
l Kk OHKE O KEF KE Kk :
Ir, a i o 1
e e
n Try b
' 4 L o 28 U8
Tr.
LS.
vk T Ten Pl T I
e e et :
5 ! 2 i
Eiectrical Electrical "
Machine Machine ]
/ \e’ & ej
(a) (b)

Figure 9 Fault Tolerant Three Phase Inverter Topology (1).

In order to mitigate the effect of an open phase fault, the topology shown in Fig.10 can
be used, [27], [28]. Such a fault can be handled by exploiting the connection between
the center of the star of the stator winding and the mid-point of the additional leg. In
this case, after the onset of the fault, the same rotating magnetic field is obtained in the
airgap by modifying the currents that flow in the two healthy phases, as indicated in
(21).
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[——7{ w;z] open phase 'a’
5 S
i(t)= NEYS cos(wt+g+y,)

(i,/)= (E,.@J open phase 'b'
i;(z)zﬁ[cos(a)et+¢+y2) 6 2

( ) »
——,—— | open phase 'c
2)
(21)

From an operational point of view, the control structure may remain similar to that of a
healthy drive, as shown in the example reported in Fig.11. The current vector control
loop is modified in the reference frame transformations with new matrices A, B, Rr and
Ry, in which the terms depend on the fauity phase, [19],[20].

H T. " Tép Ttp } 7, T»zp T
Bt J‘ Ty A 1 1 P’:"’E‘ ez i{ 1 11
L g <
o o b 3 o 0" G h
. 2 se . i i
¥y, ‘( T 7 l»__{ 7},.:*4} rw;i %} Foor C:E T-in_{ Tm.r_l %}L Ton )
2| -
> >
-, 5 LA hE, F
Electr%cal Electrical "
Machine Machine {
£, iy
v,
:
(a) (b)

Figure 10 Fault Tolerant Topology (2).
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Figure 11 Fault Tolerant Current Vector Control Strategy.

Fault Tolerant Multi-Phase Motor Drives

In order to increase the ability to operate in the presence of multiple faults, some
topologies have been developed which include electrical machines with a number of
phases greater than three, as shown in Fig.12, [31]-[45]. In this way, the drive is able
to manage more than one fault and maintain satisfactory dynamic and engergetic

s Hokaronn Koot dowr v Hul orey Sa v,
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3

ottt

performances (i.e. limited torge ripple and limited increase of losses); on the other hand,

specific control logic is required in the selection of the current references.

1 Fy } Frp KILF'!» ) Fap Fe
7 LT T b T,
ey Ty Ty TGy Ty

o

et T’ﬂ_{ Ty % Th"-iK:} ch%} T"‘H qu
S e A A A

Figure 12 Fault Tolerant Multi-Phase Motor Drive Topology
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Fault Tolerant Multi-Motor Drives

In the case of multi-motor drives, the reliability of the system is increased by allowing
the single constituent modules to operate in parallel or sequentially, {1}, [15]. If one of
the modules is damaged it is de-energized and the remaining modules operate and
guarantee service even for long periods of operation. This modular configuration is
tolerant to various types of machine faults (inter-turn, phase to phase and phase to
ground short circuits) and of sensor faults {current and voltage sensors). On the other
hand, this flexibility entails an increase in costs and in the complexity of the system.

In the case of active redundancy, the modules are operated permanently in parallel and
each drive is capable of controlling the torque and speed profiles that are required by the
application. The continuity of operation of the system is ensured as long as a single drive
is operating correctly; moreover, it is demonstrated that the MTTF is increased by 50%
with respect to the case of a single drive.

MTTF 3 l = _3_ WTEM()&:&

Redundancy (1) 2 ‘Rj&{oofuig 2

(22)

If the same topology is managed by using a passive or sequential redundancy strategy,
module 2 becomes operational only if module 1 undergoes a fault. Specifically, when
module 1 is faulty, an ideal commutation system having negligible failure rate and
operating instantaneously will de-activate module 1 and activate module 2. This
functional configuration in which the two modules operate in parallel and sequentially
guarantees that the MTTF is doubled (23).

MTTF, 2 _owmrTE,,,

Redundaney(2) - ,1

Module ( 23)

This last solution requires periodic inspections of the stand-by module; furthermore, the
overall reliability is strongly dependent on that of the commutation system and the
commutation transient might compromise the continuity of service,
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Figure 13 Modular configuration of Fault Tolerant Drives

Increase in Reliability via Sensorless Control Strategies

In order to further increase the reliability of the system it is possible to implement control
techniques in which the position sensor is eliminated replaced by machine self-sensing
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[2]-[7]. These technical solutions, known as sensorless controls reduce the complexity
of the drive, increase the reliability of the system and reduce the maintenance and
wiring; they are able to guarantee performances that are similar to “sensored” control in
terms of accuracy and dynamics. Furthermore, they must be able to guarantee the
continuity of service in the even of faults, if they are integrated into sensarless-fault
tolerant drives. Sensorless controls use a fundamental excitation machine model in the
medium to high speed range, while they use high frequency signal injection at zero and
low speeds.

Model based sensorless techniques use estimation algorithms or observers to obtain an
estimate of the rotor flux position and of the speed of rotation. Signal injection based
techniques instead are useful only if the machine has a structural or magnetic saliency
which ii detectable by injecting additional high frequency fields.

Conclusions

This paper has given a brief overview of how reliability analysis can be applied to
electrical drives, operating in safety-critical applications. It has been shown how
standard drives may be inadequate and how using hardware or software modifications or
a combination of both may increase the reliability considerably. Some state of the art
solutions have been described, indicating the pros and cons.
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