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Introduction 

In recent decades, technological advancements have radically transformed 

numerous sectors, introducing innovative concepts that have revolutionized the 

way complex systems are managed and monitored. Among these emerging 

innovations, the Digital Twin stands out as one of the most promising and 

disruptive. A Digital Twin is a virtual replica of a physical object, process, or system, 

dynamically updated with data from its real-world counterpart. This technology 

enables the simulation, analysis, and prediction of the physical system's behavior 

in real-time, offering unprecedented opportunities for operational optimization 

and predictive maintenance. Although the concept of the Digital Twin is not new, 

recent advancements in information technologies, such as the Internet of Things 

(IoT), Artificial Intelligence (AI), and cloud computing, have made its large-scale 

practical implementation possible. These technologies have enabled the collection 

and processing of vast amounts of real-time data, making the Digital Twin an 

essential tool for advanced asset and industrial process management. To fully 

understand the potential of Digital Twins, it is crucial to start with a clear definition 

of the concept and its various types. A key question to consider is: what exactly is 

a Digital Twin? Furthermore, it is essential to know how to implement a Digital 

Twin and which standards to adopt to ensure the creation of an interoperable 

system, a key feature of Industry 4.0. This leads us to consider advanced standards 

such as the Asset Administration Shell model, which provides a coherent structure 

for digitally describing and representing assets, ensuring interoperability between 

different systems and platforms. Interoperability is crucial for the success of Digital 

Twins, as it allows smooth and integrated communication between various system 

components. This not only enhances operational efficiency but also increases the 

ability to adapt and scale systems in response to new requirements and emerging 

technologies. For instance, we have developed two significant research projects 

that leveraged the capabilities of the Asset Administration Shell for creating Digital 

Twins of an entire water system and a 5G communication system. Interoperability 

extends beyond asset representation to include communication between 
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different technological standards. A fundamental characteristic of a Digital Twin is 

its ability to interact with the physical world, receiving current data and publishing 

the results of processes performed on the physical system it replicates. 

Additionally, a Digital Twin may need to exchange data with various applications 

to achieve different objectives such as monitoring, testing, analysis, prediction, 

and maintenance. Therefore, data exchange is a crucial component of a Digital 

Twin: without it, many of its functions could not be realized. For example, we will 

examine a research study we conducted that allowed us to map the Digital Twin 

Definition Language (DTDL) metamodel in OPC UA, a widely used industrial 

communication protocol. This study demonstrated how to effectively integrate 

information across different system components. Another important aspect is the 

wide range of applications that Digital Twins can develop. Among these, predictive 

maintenance is particularly significant. It allows continuous monitoring of asset 

conditions and forecasting of failures before they occur. This approach is especially 

useful in industrial, manufacturing, and research sectors. For instance, we will 

analyze research work we have conducted in the field of predictive maintenance 

for astronomical telescopes and industrial steel components, where failure 

prevention is critical. By using advanced anomaly detection techniques and 

dynamic reliability models, it is possible to identify early signs of degradation and 

take timely action, reducing downtime and maintenance costs. Integrating Digital 

Twins into predictive maintenance represents a significant advancement in asset 

management, offering the ability to optimize operations and extend the useful life 

of components. The Digital Twin represents one of the most relevant innovations 

of the digital age, with the potential to profoundly transform modern industry. 

Through a detailed analysis of its theoretical components and practical 

applications, this thesis aims to provide a comprehensive understanding of the 

Digital Twin concept, highlighting its benefits, challenges, and future 

opportunities. The combination of data-driven and physics-based models, the 

importance of interoperability, and applications in predictive maintenance 

demonstrate how Digital Twins can enhance operational efficiency, reduce costs, 
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and increase asset longevity, significantly contributing to the digital 

transformation of industry. 

The structure of this thesis is designed to provide a comprehensive and detailed 

overview of the concept of Digital Twin and its practical applications. Each chapter 

is intended to explore specific aspects of this advanced technology and highlight 

its potential to enhance the efficiency and reliability of complex systems. 

 

The first chapter serves as an introduction to the concept of Digital Twin, 

beginning with a clear and detailed definition of what a Digital Twin is and its role 

in modeling and simulating physical systems. This chapter delves into the 

fundamental differences between data-driven models, which rely on analyzing 

large volumes of data to make predictions and simulations, and physics-based 

models, which use scientific laws and engineering principles to simulate system 

behavior. Additionally, emerging standards in the field of Digital Twin will be 

examined, with a particular focus on how these standards are evolving to facilitate 

interoperability and consistency across different applications and industrial 

sectors. Finally, the chapter provides an overview of Digital Twin applications in 

various industrial sectors, demonstrating how this technology can revolutionize 

process management and optimization. 

 

The second chapter focuses on the practical application of Digital Twin in asset 

representation. It begins with a detailed analysis of the Asset Administration Shell 

(AAS) metamodel, exploring how this standard can be used to represent both basic 

components and complex systems in a detailed and structured manner. Concrete 

examples of AAS models applied to a water supply system will be presented, 

showing how these models can represent fundamental elements such as pipes, 

pumps, and valves, as well as complex systems such as water treatment plants. 

Furthermore, the chapter will explore the application of AAS models in the context 
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of 5G communication, demonstrating how these models can be used to represent 

and manage advanced communication networks. The provided case studies will 

illustrate the practical implementation of Digital Twin using specific tools, 

highlighting the benefits and challenges associated with their application. 

 

The third chapter is dedicated to the crucial importance of interoperability 

between different technological standards. It discusses in detail the mapping 

between the Digital Twin Definition Language (DTDL) and OPC UA, two key 

standards for the representation and communication of Digital Twins. This chapter 

explores how integrating DTDL and OPC UA can ensure smooth and seamless 

communication between different system components, improving efficiency and 

consistency in industrial processes. Practical examples of how this interoperability 

can be achieved will be presented, highlighting the challenges and opportunities 

offered by combining these standards. 

 

The fourth chapter examines predictive maintenance solutions based on Digital 

Twins, a particularly promising application for improving asset reliability and 

efficiency. Through case studies on telescopes and steel industrial components, 

the chapter explores advanced methodologies used for anomaly detection and 

fault prediction. A detailed analysis of unsupervised learning techniques and 

dynamic reliability modelling is provided, illustrating how these methodologies 

can be applied to identify early signs of degradation and optimize maintenance 

strategies. The results of the case studies will demonstrate the effectiveness of the 

proposed solutions and their impact on asset management. 

 

Finally, the fifth chapter summarizes the main conclusions drawn from the 

research, offering reflections on the implications of Digital Twins. This chapter 

recaps the key findings, discusses the challenges encountered during the study, 
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and proposes recommendations for further developments in Digital Twin 

technology.   
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Chapter 1 – The Digital Twin 

In recent years, the concept of the Digital Twin has seen significant growth in terms 

of popularity and adoption. The idea that its applications are poised to proliferate 

is shared by many analysts, providers, and customers, especially in industrial 

environments. But what exactly is meant by a Digital Twin? This revolutionary 

technology will be explored in the following paragraphs, starting from its origins 

to its contemporary applications. 

1.1 – What is a Digital Twin? 

The concept of the Digital Twin was initially introduced by Dr. Michael Grieves of 

the University of Michigan during a conference at the Society of Manufacturing 

Engineering in October 2002. Initially, Grieves termed this concept the Mirrored 

Spaces Model (MSM). Subsequently, the term "Digital Twin" was coined by John 

Vickers of NASA, who collaborated with Grieves on product lifecycle management 

for complex systems. In 2012, NASA described the Digital Twin as a high-fidelity, 

multiphysics, multiscale, probabilistic simulation that accurately reflects the state 

of a corresponding physical twin through the use of historical data, real-time 

sensor data, and advanced physical models. Over the years, various definitions of 

the Digital Twin have been proposed by different vendors and analysts. Each 

definition emphasizes specific aspects that reflect the capabilities or interests of 

the authors. For instance, the Digital Twin Consortium [1] provides a definition 

that is agnostic to vendors and technologies used:  

• A Digital Twin is a virtual representation of real-world entities and  

processes, synchronized at a specified frequency and fidelity.  

• Digital Twins can represent the past and present and simulate  

predicted futures.  

• Digital Twin Systems transform business by accelerating holistic  

understanding, optimal decision-making, and effective action.  
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• Digital Twins are motivated by outcomes, tailored to use cases, powered 

by integration, built on data, and implemented in IT/OT systems." 

 

A crucial aspect of the Digital Twin is its ability to enhance product and process 

lifecycle management. By providing an accurate and dynamic representation of a 

physical entity, a Digital Twin can be used to monitor and optimize performance 

in real-time. This is particularly valuable in sectors such as manufacturing, energy, 

transportation, and healthcare, where precision and operational efficiency are 

critical [2]. Furthermore, Digital Twins are powerful tools for simulation and 

prediction. They can simulate future scenarios and assess the impact of various 

variables without the need for physical testing, thereby saving time and resources. 

This predictive capability is essential for predictive maintenance, risk 

management, and operational optimization [4] [5]. Finally, a useful definition for 

fully understanding the development and application of Digital Twins is: "A Digital 

Twin is a synchronized instance of a digital model or template representing a 

physical entity across its lifecycle that is sufficient to satisfy a set of use cases” [2]. 

This definition underscores the importance of continuous synchronization and 

adaptability to various use contexts. The Digital Twin represents one of the most 

promising innovations of our era, with the potential to radically transform how we 

understand and manage the physical world through digital means. With 

applications ranging from simulation to prediction, monitoring to maintenance, 

the Digital Twin is set to become a central element in future industrial and business 

processes. Having established the concept and potential of Digital Twins in various 

industries, it is essential to explore the fundamental approaches in digital 

modeling: data-driven model and physics-based analyses. These methodologies 

are pivotal in simulating and predicting the behaviour of complex systems, each 

offering distinct advantages in understanding and optimizing real-world entities 

and processes [2][3]. The following paragraph will delve into this topic in detail. 
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1.2 – Data-Driven Model vs. Physics-Based Model 
In Digital models representing an entity can be developed using either data-driven 

models or physics-based algorithms. These algorithms can utilize historical and 

real-time data to simulate and predict the current and future state or behavior of 

the entity [6][7]: 

• Data-Driven Models employ statistical or mathematical methods to 

forecast an entity's behaviour based on historical data. These models are 

often implemented using artificial intelligence (AI) or machine learning 

techniques. For instance, predicting the remaining useful life of a 

centrifugal pump through a regression model is a typical application of a 

data-driven approach. 

• Physics-Based Algorithms rely on physical laws and engineering equations 

that describe state and material properties to provide insights into a 

product's current or predicted state. An example is Computational Fluid 

Dynamics (CFD), which can use design parameters or real-time data to 

provide insights into a centrifugal pump's performance under specific 

conditions. Another example is finite element analysis, which is used to 

assess a product's structural integrity under simulated or real-world 

conditions. 

• Hybrid Models combine elements of both data-driven and physics-based 

approaches. These models integrate historical and real-time data with 

physical laws and engineering principles to enhance the accuracy and 

reliability of simulations and predictions. For example, a hybrid model 

might use data-driven insights to adjust the parameters of a physics-based 

simulation, providing a more comprehensive view of an entity's behavior 

under various conditions.  

Simulations and digital twins can incorporate data-driven, physics-based, and 

hybrid models for simulation and operational analysis, as well as for making 

predictions[6]. Exploring the foundational aspects of digital modelling approaches, 

it is essential to delve into the evolving standards that shape the implementation 
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and interoperability of Digital Twins. The next section focuses on two pivotal 

initiatives: the Administration Shell for Assets (AAS) [8] and the Digital Twin 

Definition Language (DTDL) [9], which play crucial roles in defining and enhancing 

digital representations across industrial domains. 

1.3 – Evolving Standards in Digital Twins: A Focus on AAS and 

DTDL 

A Digital Twin represents a detailed and dynamic digital replica of the information 

from a real-world system, enabling accurate modelling of the latter. This is made 

possible through the implementation of a sophisticated information model within 

the Digital Twin. Additionally, a Digital Twin can host a variety of applications that 

utilize the digital data collected from the real system for various operational and 

management purposes. However, the lack of a standardized architecture that 

clearly delineates the constituent elements, roles, and interactions within a Digital 

Twin has posed a significant challenge. To address this issue, significant efforts 

have been made in recent years to standardize digital twin architectures. One of 

the primary proposals in this area is the framework for Digital Twin production 

defined by ISO 23247 [10]. According to ISO 23247, a Digital Twin is structured into 

various layers. At the core of this structure lies the layer responsible for the 

information model, which is crucial for supporting the operations and 

management of complex industrial systems. The upper layer is represented by the 

user entity, populated by specific applications designed to leverage the digital 

representation of the real system [10]. Furthermore, ISO 23247 not only provides 

detailed guidance on how to construct and implement an effective Digital Twin 

but also promotes interoperability and consistency across different DT 

implementations, thereby facilitating greater efficiency and integration in 

industrial processes. To ensure a uniform definition of Digital Twins, enhance 

interoperability, and facilitate interactions with these advanced digital 

representations, numerous organizations are actively developing fundamental 

technological standards within the digital industry landscape. Among the most 

significant initiatives are the Administration Shell for Assets (AAS) [8], developed 
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by Plattform Industrie 4.0, and the Digital Twin Definition Language (DTDL)[9], 

promoted as an open-source project by Microsoft . Both the AAS and DTDL 

initiatives focus on the technical description and practical implementation of 

Digital Twins, significantly influencing technological evolution in the industrial 

context. In the following chapters, these emerging standards (AAS and DTDL) will 

be thoroughly explored, analyzing their current impact and potential in shaping 

the future of industrial operations through technological innovation and 

standardization [2]. 

1.4 – Discrete and Composite Digital Twins 
In the diverse landscape of Digital Twins, there is no universal or formal 

classification. However, it is important to recognize that different types of Digital 

Twins are designed to fit specific scenarios and needs. A crucial point in choosing 

the initial Digital Twin is the level of complexity required by the use case. In this 

context, we can distinguish between discrete Digital Twins and composite Digital 

Twins. A discrete Digital Twin represents the most basic level of abstraction 

needed to meet the requirements of a particular scenario. This type of Digital Twin 

typically represents a single autonomous entity, where it is not advantageous to 

break it down further. For example, in the automotive sector, the Digital Twin of 

an engine or a transmission may not require decomposition into individual 

components for monitoring or operational status purposes. In contrast, a 

composite Digital Twin is formed by integrating multiple discrete Digital Twins. 

This type is useful for representing complex entities composed of various 

components or subsystems. For example, a composite Digital Twin might be an 

"Assembly Twin," such as an automated assembly line, or a "System Twin" that 

integrates multiple Assembly Twins, representing an entire production facility. 

Managing the lifecycle of a composite Digital Twin is significantly more complex 

compared to that of a discrete Digital Twin, as it involves a multitude of 

interconnected systems [6][2]. 
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1.5 –  Applications of Digital Twins 
A discrete Digital Twin is often used to monitor and manage individual 

components or autonomous assets. A common example is the Digital Twin of an 

industrial motor and its control system. This type of digital twin allows for fault 

prediction through predictive analysis models, improving operational efficiency 

and reducing downtime. On the other hand, a composite Digital Twin offers an 

integrated view of a complex system, aggregating data from various discrete 

Digital Twins. For example, by combining the digital twins of different machine 

tools and internal transport systems, it is possible to create a composite Digital 

Twin of an electronic assembly plant. This approach allows for optimizing 

production and improving predictive maintenance at the plant level, going beyond 

the capabilities of a single discrete digital twin. The choice between discrete and 

composite Digital Twins depends on the complexity level of the system to be 

monitored and the specific objectives of the use case. Both offer powerful tools 

for improving operational efficiency, maintenance, and management of industrial 

processes [2]. 

 

1.5.1 –  Digital Twins: Revolutionizing Industrial Performance 

and Maintenance 
The Digital twins not only physically represent objects such as pumps, electric 

motors, and microchips but also enable detailed monitoring of their performance 

and operational conditions. This innovation is crucial for anticipating and resolving 

failures, optimizing operations, and supporting real-time informed decisions. In 

addition to individual products, Digital Twins extend to complex production 

structures that integrate a variety of assets. Here, a composite Digital Twin is 

created by aggregating information from individual digital twins of products. This 

approach not only provides a comprehensive overview of the structure's 

operations but also enables workflow optimization, improved efficiency, and 

reduced operational costs. A tangible example is the use of Digital Twins in 

predictive maintenance. Manufacturers can now anticipate failures and schedule 
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maintenance based on real-time data from the operational digital twins of their 

products [4]. This not only extends the life of assets but also opens up new 

business opportunities, such as subscription-based predictive maintenance 

services. Digital Twins are transforming not only the management of physical 

assets but also industrial business models. By providing a detailed and predictive 

view of operations and performance, these technologies are enabling a new 

paradigm of efficiency and competitiveness in the modern industrial landscape [5]. 

Chapter 2 – Digital Twin as a Solution for Asset 

Management and Representation 

In the context of the Fourth Industrial Revolution, Industry 4.0 aims to radically 

redefine industrial production paradigms through the adoption of advanced 

technologies and highly interoperable systems [11, 12]. An essential component 

of this transformation is the Digital Twin (DT), described in Chapter 1, which allows 

for the creation of a virtual and dynamic replica of a complex physical system or 

industrial process. The Digital Twin emerges as a crucial element in the Industry 

4.0 ecosystem, offering the ability to monitor, simulate, and manage industrial 

assets in real time. This approach not only improves operational efficiency but also 

enables effective prediction and prevention of failures and potential risks [13, 14]. 

Within a DT, an informational model is used to create a digital replica of the 

information representing the real system to be modelled. Furthermore, the DT can 

host applications that leverage the digital information collected from the real 

system. However, the lack of a clear architecture defining the elements, roles, and 

interactions within a DT has led, in recent years, to efforts to standardize digital 

twin architectures. Among the main proposals is the ISO 23247 digital twin 

framework [10]. According to this ISO standard, a digital twin is structured in 

layers, including a central layer responsible for the informational model 

supporting the operations and management of a complex industrial system. 

Introduced in 2016, the Asset Administration Shell (AAS) [8] serves as a central 

element of the reference architectural model for Industry 4.0 (RAMI 4.0) [15]. The 
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AAS is considered the official standard for the digital representation of 

components within the Industry 4.0 system. In reference to the ISO 23247 digital 

twin framework, reference [16] discusses the implementation of the central entity 

through the AAS metamodel. Based on this approach, we have developed two 

research works that propose a methodology for creating a digital twin for complex 

systems such as a water supply system [17] and a 5G communication system, using 

the AAS. Therefore, the following paragraph will explain what the AAS is, and 

subsequently, the research works will be presented. 

2.1 – Asset Administration Shell Metamodel 
In the context of Industry 4.0, every real system, i.e. asset, is overseen through an 

Asset Administration Shell (AAS) metamodel that contains all relevant information 

about it. This encompassing data includes its properties, operations, as well as 

documentation, datasheets, CAD files, or source code. To effectively structure the 

information within the AAS, a consistent and unique method is required. The 

document titled "Details of the Asset Administration Shell" [8] offers an AAS 

metamodel to fulfil this requirement. At a higher level, an AAS metamodel is 

composed of a header and a body, as illustrated by Figure 1. 
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The header contains essential information for identifying both the asset and the 

AAS, while the body encompasses all the asset's properties and operations. These 

are organized within submodels, each focusing on specific aspects of the asset, 

such as energy efficiency or positioning. 

 

2.1.1 –  ReferenceElement 
The AAS metamodel introduces an important referencing mechanism to establish 

relationships among the entities that make up the AAS. This mechanism relies on 

ReferenceElements , which play a fundamental role in creating connections and 

relationships between the elements constituting the digital representation of a 

system. Through the ReferenceElement class, structured navigation within the 

AAS becomes possible. For example, if one submodel refers to another through a 

ReferenceElement, it is possible to follow this link to access the related 

information. The relationships established through ReferenceElements can 

dynamically change over the time; this dynamism is highly requested in the 

AssetIdentification, AAS Identification, …  

Asset Administration Shell 

Header 
Body 

 

Submodel 1 e.g. energy efficiency 

Property 1 

Property 1.1 

Property 1.2 Function 

Property 3.1 

Property 4 

 

Submodel 2 e.g. positioning mode 

Property 2.1 

Property 2.2 

Property 2.3 

Property 2 Information 

Function 

Function 

Submodel 3 e.g. CAD model 

Information 

Property 3 

Function 

Information 

Information 

Information 

Figure 1. Structure of AAS metamodel 
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context of Industry 4.0, where information may undergo changes during 

operations or due to events in the industrial environment. For more information 

on the ReferenceElement class, refer to [8][18]. 

2.1.2 –  Class Hierarchy in the AAS 
All the classes outlined in the AAS metamodel serve the purpose of breaking down 

and simplifying the representation of the internal information within an AAS, as 

detailed in [18]. This hierarchical structure aligns with the intended organization 

of the AAS, with the highest-level class, AssetAdministrationShell, representing 

the AAS in its entirety. The Submodel class, on the other hand, embodies a specific 

facet of the asset, while the abstract class SubmodelElement encompasses all 

elements that should be grouped within a Submodel, such as properties, 

operations, files, and more. In Figure 2, the depicted class hierarchy pertains to 

the Submodel within an AAS. As illustrated, a Submodel establishes a composition 

relationship with the SubmodelElement class. Composition means that the 

Submodel contains multiple instances of the SubmodelElement class, making the 

Submodel a composite entity made up by multiple SubmodelElement entities. 

 

 

 

 

 

 

 

 

 

 

 

Submodel 

SubmodelElement 

DataElement 

Property ReferenceElement (Ref) 

SubmodelElementCollection 

(SMC) 

0.. * 

Legend: 

Inheritance Composition Aggregation 

Figure 2. Class hierarchy relevant to Submodel structure 
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A SubmodelElement serves as an abstract superclass encompassing all entities re-

sponsible for shaping the internal structure of a Submodel, such as properties, 

files, and operations. A Data Element is a submodel element that is not further 

composed out of other submodel elements; the data element has a value or a 

predefined number of values like range data. The Property class defines attributes 

for holding data values and specifying the data value's type. Properties stand as 

vital elements within a Submodel since they constitute the primary source of 

information concerning an asset. Lastly, the class ReferenceElement,introduced in 

the previous subsection, defines a logical reference to another element within the 

same AAS or a different one; it can also represent a reference to an external object 

or entity. In a broader context, a SubmodelElement has the capacity to encompass 

other SubmodelElements, forming an internal hierarchy within itself. The concrete 

class SubmodelElementCollection (SEC) serves a crucial role in this context, as it is 

defined as a set or list of SubmodelElements. Such a collection can be organized 

with order and may permit or prohibit duplicate elements. SEC holds significant 

importance as it is the sole entity that enables the internal structuring of a 

Submodel, akin to a folder within a directory. 

 

2.1.3 –  Kind Type and Kind Instance 
The concepts of "kind Type" and "kind Instance" are used to represent categories 

of objects and specific instances. Kind Type is a high-level representation of a 

category of objects or resources. These Types define the categories of assets, 

components, or resources that can exist within the realworld environment being 

modeled. Kind Instance, on the other hand, represents a single occurrence or a 

specific object within a category of "kind Type". For example, a "kind Type" could 

be "Temperature Sensor" representing a general category of resource within the 

facility; a specific instance could be "Temperature-Sensor-001”. This instance 

represents a specific sensor within the general category of temperature sensors. 

Each "kind Instance" has attributes and specific information that define the 

characteristics and state of that particular object. 
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2.1.4 – Submodel Template 
In the Asset Administration Shell, Submodel Templates allow establishing a 

standardized and consistent structure for submodels within an AAS. These 

templates help to ensure coherence and compliance when creating submodels for 

similar or related assets. As described in [19], a Submodel Template defines the 

internal structure of a submodel, including the classes, properties, attributes, and 

relationships that should be present. They can be reused for similar or identical 

assets. Despite the standard definition provided by the Submodel Template, it's 

possible to customize the submodels according to specific needs. This allows for 

adapting the standard model to a particular asset without having to create it from 

scratch. The use of Submodel Templates can enhance interoperability between 

different systems and organizations since they follow a common structure, 

enabling data to be exchanged more effectively and comprehensibly. 

 

2.2 – Digital Twin of a Water Supply System    
The following sections will present the research work [17] we carried out to create 

a Digital Twin for a Water Supply System (WSS) using the AAS. The approach 

presented in this chapter is inspired by the ISO 23247 framework for digital twins, 

focusing on the creation of a core entity represented by the AAS. Although the 

implementation of specific applications is not the primary objective, the structure 

of the AAS informational model has been designed to support a wide range of 

potential applications. Among these, maintenance operations, supervision and 

control operations, and water quality assurance have been identified as critical 

areas of interest by project partners. This chapter will explore the methodology 

for constructing the Digital Twin of the WSS using the AAS, illustrating the 

structure of the informational model and providing practical implementation 

examples. The benefits of an advanced maintenance system, which offers a 

comprehensive view of scheduled maintenance plans and historical records of 

previous maintenance activities, will be discussed. Finally, a real case study 

applying the AAS model to a WSS will be presented, demonstrating the 
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effectiveness and flexibility of this solution. Through this discussion, the aim is to 

provide a detailed and practical guide for the realization of a Digital Twin of a WSS, 

highlighting how the AAS can be used to improve the management and 

operational efficiency of the water supply system. 

2.2.1 – Water Supply System 
A Water Supply System is a complex infrastructure designed for the collection, 

treatment, and distribution of water in a specific geographical area. A WSS consists 

of various subsystems, each with a specific and well defined role along the water 

supply chain, ensuring the provision of both potable and non-potable water to the 

served area [20]. These subsystems include several critical stages, from raw water 

collection to its treatment, and finally to its distribution to consumers. The starting 

point of a WSS is represented by raw water sources, which can include rivers, 

lakes, or reservoirs. Water is extracted from these sources via intake structures 

and conveyed to pumping facilities. These facilities are equipped with equipment 

for water extraction, which is then transported to treatment plants. Water 

treatment plants perform a series of fundamental processes to make the water 

safe for human consumption. Treatment begins with coagulation and flocculation, 

during which coagulants and flocculants are added to aggregate suspended 

particles in the water. This is followed by sedimentation, where the water is 

allowed to settle in large tanks to separate the sediments. Next, the water 

undergoes filtration, which removes smaller particles, bacteria, viruses, and other 

impurities. The final stages of treatment include disinfection, which eliminates 

pathogenic microorganisms, and softening, which reduces water hardness. In 

some cases, specialized methods may be required to remove specific 

contaminants, such as radionuclides, nitrates, or toxins produced by 

cyanobacteria. Once treated, the water can be temporarily stored in tanks, where 

it may undergo further treatment, if necessary, before being distributed. The 

water distribution system is responsible for transporting treated water from 

storage tanks to the final consumers. This system comprises a network of pipelines 

and pumping infrastructures that ensure the efficient and safe delivery of water. 
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The distribution system also includes mechanisms for monitoring and controlling 

water quality, ensuring that the supplied water meets safety and quality 

standards. Maintenance operations are crucial for the proper functioning of the 

WSS, as they ensure service continuity and prevent failures. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.2.2 – Asset Administration Shell of WSS 
As explained in the previous paragraph, a WSS is a complex infrastructure 

composed of at least five main subsystems: the raw water pumping plant, the 

water transmission system, the raw water storage, the water treatment plants, 

and the water distribution system. In many cases, these subsystems can be 

considered independent entities, each represented by its own Asset 

Administration Shell model. However, in more complex subsystems, there may be 

a sharing of basic components, such as pumps and pipes. In such situations, the 
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Figure 3. Subsystems of a Water Supply System along the water supply chain. 
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relevant AAS model will use ReferenceElements to link to the AAS models 

representing each basic component. The following description is organized into 

multiple sections to ensure clarity and completeness. Through this discussion, we 

will illustrate the methodologies adopted to model each component and 

subsystem, as well as the integration of these elements into the broader AAS 

framework. The objective is to demonstrate how the AAS approach effectively 

manages the complexity and diversity of operations within a WSS, while providing 

the necessary flexibility to adapt to various application scenarios and operational 

requirements. 

 

Submodels of AAS models 
Each AAS model consists of several submodels, each of which has a specific role 

within the system. Some of these submodels are standardized, while others can 

be adapted based on the needs and customizations of the assets. Therefore, 

submodels can be categorized into two main types: template submodels, which 

are standardized, and custom submodels, which are tailored to meet specific 

requirements. The template submodels used in all AAS models include: 

• Submodel Template Identification: This submodel is designed to 

represent the identification information of an industrial asset. It provides 

a standardized framework for uniquely identifying an asset within the AAS 

environment and describing its identification properties. This submodel 

can include various attributes to comprehensively represent the asset's 

identification information, such as a unique ID, asset type, asset name, a 

detailed description, categories or classifications (e.g., industrial sector, 

application, and functional area), physical location within a facility or 

structure, and contact details for individuals or entities responsible for the 

asset (e.g., owner’s name, affiliated organization, phone number, and 

email address). These identification details are crucial for distinguishing 

and unequivocally referring to an asset within the AAS ecosystem, thus 
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facilitating accurate identification, traceability, and management of 

industrial resources.[19] 

• Submodel Template Documentation: This submodel is designed to 

manage the documentation provided by the manufacturer for an industrial 

asset. It facilitates access to a range of documents such as instruction 

manuals, installation guides, certificates of compliance, drawings, 

technical diagrams, and other relevant information. The submodel 

encompasses several aspects to fully represent the manufacturer’s 

documentation, including a list of specific documents associated with the 

asset, featuring details like name, description, format, creation date, and 

other pertinent information.[21] 

• Submodel Template Technical Data: This submodel represents the 

technical data of an industrial asset. It allows for a detailed description of 

the technical features and specifications of the asset, providing essential 

information for its proper management, maintenance, and usage. The 

submodel can include various properties and relationships to 

comprehensively represent the asset’s technical data, such as specific 

characteristics (e.g., dimensions, weight, capacity, speed, power, accuracy, 

and expected lifespan), detailed technical specifications (e.g., power 

supply voltage, operating temperature range, tolerances, and expected 

performance), and attachments like diagrams, schematics, and technical 

drawings.[21] 

• Submodel Template Boom_Aggregate: This submodel contains 

information regarding the structure of an object or product as part of a 

"Bill of Materials" (BOM), which is a list of all components and their 

relationships within a system or product. It describes the hierarchical 

structure of the physical objects that constitute a specific asset or product. 

The submodel defines key elements such as the unique identification of 

components, the hierarchical structure highlighting parentchild 
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relationships, a detailed description of each component, the quantity 

required to assemble the asset, and links to other submodels within the 

AAS to establish connections with related information.[22] 

Other common customized submodels include: 

• Submodel Sensors: Provides detailed information about the sensors 

connected to each basic component. Each sensor is associated with a 

SubmodelElementCollection that not only offers a comprehensive 

technical description, highlighting the sensor's specific features, but also 

includes additional data such as the manufacturer and serial number, 

providing a complete overview of its identification specifications. Within 

each SMC associated with the sensor, there is another SMC named “Data” 

that contains the telemetric data produced by the sensor. This includes 

information such as timestamp values, relevant units of measurement, and 

the type of detected data, all accompanied by a detailed description. 

• Submodel Capabilities: Defines the operational and functional capabilities 

of each basic component. This submodel allows for the description of 

relevant features and capabilities, enabling external systems to 

understand what the asset can do and how it can be used within its applied 

context. 

• Submodel Operations: Designed to define and manage the operations that 

can be performed on the component itself. It contains detailed information 

about the functions that can be carried out on the component and the 

conditions or prerequisites associated with these operations. 

• Submodel Maintenance: Designed to digitally represent information 

related to the maintenance activities of a component within the AAS. This 

submodel provides a structure for managing and monitoring maintenance 

operations, such as the current status or historical data of maintenance, 

contributing to the optimization of maintenance for industrial assets. 
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• Submodel Pipes: Contains ReferenceElements to the AAS models 

representing the pipes to which a basic component is connected. This 

submodel plays a crucial role by creating a digital registry that lists all the 

physical connections between the model representing the basic 

component and the system's pipes. The Pipes Submodel is present in every 

AAS model of basic components, except in the AAS modeling of pipes and 

the water pump driver, as it is not connected to any pipe. 

This overview aims to clarify the structure and functionalities of the various AAS 

submodels, highlighting how each contributes to a comprehensive and detailed 

representation of the basic components within a complex water supply system. 

2.2.3 – AAS models of basic components 
The aim of this subsection is that to provide an overview of the main features of 

the AAS models defined to represent the basic components which made up the 

complex systems of the WSS. 

 

AAS_Pipe 
This AAS model represents a pipe and contains information about the physical 

features, the operating conditions, the maintenance, the monitoring, and 

documentation. In addition to the common submodels described before, the 

AAS_Pipe features the Connections submodel which allows tracking of the 

elements through which water enters and exits the pipe. The Submodel 

Connections is structured through the use of SubmodelElementCollection. Each 

SMC represents a connection containing at least two Reference Elements pointing 

to the source asset, from which the water comes, and the destination asset, to 

which water is forwarded. Figure 4 shows an example which helps to better 

understand the meaning and the use of the Submodel Connections. As it can be 

seen, the real system to be modelled is made up by a pipe connected to two tanks. 

The same figure shows the AAS models used to represent these components; the 

AAS_Tank model will be described in the next subsection. Considering the 
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AAS_Pipe1 model, it represents the instance of the AAS_Pipe model describing the 

real pipe Pipe1. The Connections submodel inside this instance, presents the SMC 

Connection1, containing two Reference Elements pointing to the model of the 

source tank (i.e Tank 1) and to the model of the destination tank (i.e., Tank2). 

 

 

 

 

 

 

 

 

 

 

 

AAS_Tank 
This AAS model includes information about the basic component Tank, e.g. its 

dimensions, location, operating conditions, and maintenance. A tank in a WSS can 

be used not only to contain water but also to hold other substances, such as 

chemicals, especially during the water treatment phase. For this reason, the 

TechnicalData submod-el will contain specific information to describe the content 

and use of the tank. In AAS_Tank, the Pipes submodel is present. Figure 4 allows a 

better understanding of the role of this submodel. AAS_Tank1 and AAs_Tank2 are 

two instances of the AAS_Tank type, modelling the two tanks shown in Figure 4. It 

is clear how, through the set of ReferenceElements, the model representing each 

Tank can access the AAS modelling the pipe connecting the tanks, and conversely, 

Tank1 Tank2 Pipe1 

AAS_Tank1 AAS_Tank2 AAS_Pipe1 

Submodel Connections 

 (SMC) Connection1: 

      (Ref) sourceAsset 

      (Ref) destinationAsset 

Submodel Pipes: 

    (Ref) Pipes1 

Submodel Pipes: 

    (Ref) Pipes1 

Figure 4. Example of use of the AAS_Pipe and AAS_Tank models 
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from the AAS representing the pipe, it is possible to access to the digital 

representations of the tanks. 

AAS_Valve 
This AAS model is a comprehensive digital representation of a physical valve within 

a WSS. It provides data on the valve's type, position, operational parameters, 

maintenance history, and connections, facilitating efficient management and 

control of the valve's functions and performance in the system. 

AAS_WaterPump 
The AAS_WaterPump (AAS_WP) allows representation of one of the most found 

basic components in a WSS, i.e. the water pump. It holds several telemetric and 

operational information, data about the pump's type, location, operational 

parameters, maintenance history, and connections that enables efficient 

management of pump usage. 

AAS_PumpDriver 
The AAS_PumpDriver model (AAS_PD) is a detailed digital representation of the 

electronic or mechanical device used to control a pump within a WSS. It includes 

information about the driver's type, control parameters, connections, and other 

relevant specifications, enabling effective management and monitoring of the 

driver to ensure the proper operation of the pump. 

AAS_ModularComputingSystem 
The AAS_ModularComputingSystem (AAS_MSC) allows the representation of a 

modular computing system such as PLC (Programmable Logic Controller) and RTU 

(Remote Terminal Unit). A modular computing system refers to a system 

composed of interconnected modules, among which at least a module with 

computing capabilities must be present (e.g., a module with CPU and RAM); other 

modules may compose the system, among which communication modules needed 

for the I/O data exchange. Within this context, the AAS model maintains a detailed 

digital representation of each module of the system. In addition to the common 

submodels, described before, this AAS model features the Modules submodel, 
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which is designed to digitally represent modules composing the system. 

Considering modules responsible for managing input and output data exchanges, 

the structure of the submodel includes a SMC object called "IOModules," which is 

further organized through two other SMCs, namely “Input” and “Output”. Within 

Input SMC, there is the representation of modules that handle incoming infor-

mation, while in Output SMC, modules that produce outgoing information are 

included. Each module is represented through another 

SubmodelElementCollection containing information such as its properties (e.g., 

type of I/O module, technical specifications) and available channels. Figure 5 

illustrates the structure of the Module submodel. As it can be seen from the Figure 

5, each Module contains Properties (Pr) and information about the Channels 

present (i.e. the real input or output connection present in the module). Each 

channel is represented by a SMC containing several properties and a 

ReferenceElement pointing to the representation of the component to which the 

channel is connected. If the channel is an input, a ReferenceElement 

SourceChannel will point to the AAS modelling the real input; if the channel is an 

output, a ReferenceElement DestinationChannelwill point to the AAS modelling 

the real output. 
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Figure 5. Structure of the Modules Submodel of the AAS_SMC model. 

 

 

AAS_CommunicationSystem 
The AAS_CommunicationSystem (AAS_CS) represents a communication system 

between machines, sensors, actuators, and other devices within an industrial 

environment; example of communication system may be represented by an ether-

net based switch. The AAS model includes detailed information about 

communication configurations, data flows between system components, 

communication interfaces, and information about communication protocols 

adopted. In addition to the common submodels already described, there is the 

LogicalConnection submodel. The LogicalConnection submodel is designed to 

maintain information about connections with devices attached to the 

communication system. Each communication channel within the communication 

system (e.g., I/O ports in a switch), is represented by a SMC that provides detailed 

information on the relevant features, including security, service quality, 

connections to the physical device and the communication protocol used in the 

communication with the device. These aspects are represented by Properties and 
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by ReferenceElements. Figure 6 illustrates the structure of the LogicalConnection 

submodel. 

 

 

Figure 6. Structure of the LogicalConnections submodel of the AAS_CS model. 

 

As it can be seen, for each available communication channel, information is given 

through properties and references. In particular, Device ReferenceElement points 

to the AAS modelling the device attached to the channel, and the 

DestinationChannel ReferenceElement allows to point to the AAS model of the 

component describing the communication channel of the device, involved in the 

communication; DeviceProtocol ReferenceElement points to the AAS describing 

the communication protocol used. In the next subsection, an example of this AAS 

model will be presented in order to better explain the relevant contents. 

AAS_CommunicationProtocol 

The AAS_CommunicationProtocol (AAS_CP) allows the representation of each 

communication protocol used in the system. This AAS includes information about 

the configuration and parameters required to implement the protocol. The 

Parameters submodel has been defined to manage the configuration needed for 

the implementation of the communication protocol. Configuration is given by a 

set of parameters which depend on the specific protocol used. For example, 

assuming the use of a Profinet protocol [23], among the parameters that can be 

managed, there are the IP address, SubnetMask, SendClock, and UpdateTime. In 

order to better understand the representation of this AAS, the example shown in 

Figure 7 has been prepared; it includes the AAS_CommunicationSystem and 
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AAS_ModularComputingSystem models, allowing to better clarify their role and 

usage. 

 

 

 

 

 

Asit can be seen, two PLCs are connected each other by an ethernet-based switch 

using the Profinet communication system. Figure 7 shows that the information 

flow goes from PLC1 to the PLC2, i.e. it is an unidirectional information flow. Figure 

8 shows the relevant representation using the AAS_ModularComputingSystem, 

AAS_CommunicationSystem and AAS_CommunicationProtocol models. 

 

 

 

PLC1 PLC2 

Profinet 

Switch1 

Figure 7. Example of communication system made up by two PLCs connected through a switch using the 
Profinet communication protocol. 
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Figure 8. Representation by AAS of the communication scenario depicted in Figure 7. 

 

The two PLCs, referred to as PLC1 and PLC2, are presented as instances of the 

AAS_ModularComputingSystem. The Submodel Modules describes the available 

I/O modules; among them an output module is present in the PLC1 and an input 

module is present in PLC2 (they feature the same name, Module1). Inside both the 
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Module1 SMCs, the Channel0 is used for the data exchange from PLC1 to PLC2. 

The switch shown by Figure 7 is modelled by an instance of 

AAS_CommunicationSystem, named Switch1. The Submodel LogicalConnections 

allows to represent the connectivity with the two PLCs. In particular, Channel0 of 

the switch is connected to the PLC1 (by the ReferenceElement Device pointing to 

PLC1 AAS). The Channel1 of the switch is connected to the PLC2 (by the 

ReferenceElement Device pointing to PLC2 AAS). The ReferenceElements 

DestinationChannel present in the Submodel LogicalConnection allows to 

represent the information flow; it is clear that information flows from Channel0 of 

the switch to Channel1 of the same switch and from Channel1 of the switch to the 

Channel0 of the PLC2. In the PLC1 AAS, the ReferenceElement DestinationChannel 

points to the Channel0 of the Switch1 AAS representing the information flow from 

the PLC1 to the switch. The DeviceProtocol ReferenceElements present in the 

Switch1 AAS LogicalConnection Submodel allows to represent the Protocol used 

in the communication and the relevant parameters. As it can be seen, the 

references point to the AAS named Profinet1 and Profinet2, which are instances 

of the AAS_CommunicationProtocol. The AAS Profinet1 and Profinet2 contain a 

Submodel Parameters, able to represent parameters of the Profinet protocol used 

for the exchange of information between PLC1 and PLC2, among which the 

device's IP address, subnet mask, and device role, thus promoting a 

comprehensive understanding of the configuration and technical aspects of the 

system. 

2.2.4 – AAS models of complex systems 
In this section, the AAS models relevant to complex systems of the WSS, made up 

by basic components and/or other complex systems, will be described. The AAS of 

the complex systems have been defined as a composite AAS, containing 

references to other AAS, each modelling basic components or other complex 

systems. In order to realize the composite AAS, a particular submodel has been 

defined in every AAS, named Components. The main feature of this submodel is 

to organize ReferenceElements pointing to the AAS models of the components 
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present in the WSS; the organization has been realized through the use of 

SubmodelElementCollections. The strength of the Components submodel lies in 

its flexibility and adaptability based on the usage scenario. Indeed, with variations 

in the components present in the WSS, we can modify and customize the 

Components submodel to point to specific components of interest. This feature 

allows for considerable versatility, enabling the submodel to be tailored to the 

specific needs and configurations of the system, ensuring efficient and customized 

management of components in different operational contexts. 

AAS_PumpingSystem 
The AAS_PumpingSystem (AAS_PS) allows the representation of a pumping 

system; it is featured by the presence of several pumps that operate synergistically 

to coordinate the flow of water within the system or part of the system. The 

submodels of the AAS_PumpingSystem include: Identification, Documentation, 

Technical Data, BoM_Aggregate, and Components.  Figure 9 points out the 

Components submodel; as it can be seen, it has been de-fined as a structured 

collection of SMCs, each of which is made up by one or more ReferenceElements, 

pointing to the various components of the pumping system. 
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Figure 9. Structure of the Components submodel inside the AAS modelling the Pumping System. 

 

AAS_RawWaterPumpingFacility 
AAS_RawWaterPumpingFacility (AAS_RWPF) is a model designed to represent 

information related to raw water pumping facilities, focusing on the type of water 

source used (e.g. lakes, rivers, aquifers, etc.), the associated intake structure and 

the components present in the system.  The submodels integrated into the 

AAS_RawWaterPumpingFacility are: Identification, TechnicalData, 

Documentation, BoM_Aggregate and Components described before; a novel 

submodel, IntakeStructure, has been defined for this AAS. The IntakeStructure 

submodel is designed to include a detailed set of information about the physical 

configuration and placement of the intake structure within the WSS. The 

information contained in the Submodel include geographical coordinates of the 

intake structure, the depth of the structure, the construction material used, 

implemented wildlife protection systems, and the specific source of raw water 

from which it is extracted. The Figure 10 shows the structure of the AAS_RWPF, 

pointing out the Components Submodel. 
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Figure 10.  Structure of the Components submodel inside the AAS modelling the Raw Water Pumping Facility. 

 

AAS_WaterTranmissionSystem 
The AAS_WaterTransmissionSystem (AAS_WTS) allows the modelling of water 

transmission systems. Its submodels include Identification, Technical Data, 

Documentation, BoM_Aggregate, Components and WaterQuality, already 

described. As subsystems such as pumping stations and raw water storage 

containers are frequently located along the water supply system to pump water 

from point A to point B or to store it during the transportation process, the 

Components submodel is designed to account for their presence by considering 

them as potential components of the transportation system.  

 

AAS_WaterTreatmentFacility 
The AAS_WaterTreatmentFacility (AAS_WTF) manages information related to 

water treatment plants. A water treatment facility consists of various treatment 
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stages, including coagulation, flocculation, sedimentation, and others. For each of 

these phases, a submodel has been created to contain detailed characteristics and 

data from sensors installed in the system. Therefore, in addition to the submodels 

we have already seen presented for the other AAS (i.e., Identification, 

TechnicalData, Documentation, BoM_Aggregate, Components, and 

WaterQuality), the following submodels have been defined for each of the water 

treatment stages: Pretreatment, Coagulation, Flocculation, Sedimentation, 

Filtration, Disinfection, and Nitrate Filter. These submodels enable comprehensive 

and timely management of each stage of the treatment process. For example, in 

the case of coagulation, the relevant submodel holds specific information about 

the reagents used, process conditions, and data collected by dedicated sensors. 

The integration of sensors at every stage of the process enables continuous and 

realtime analysis of water characteristics, ensuring precise monitoring of plant 

performance. 

AAS_WaterDistributionSystem 
The AAS_WaterDistributionSystem (AAS_WDS) allows modeling one of the most 

complex subsystems within a WSS, i.e. the distribution system. It comprises an 

intricate system of interconnected pipes that transport water from storage tanks 

to areas where it will be used. This network can span vast territories, connecting 

different communities and supplying water to huge amount of consumers. 

Considering the broad scope of a distribution system, its components are grouped 

into three parts: the pumping system, responsible for lifting and transporting 

water, the distribution network that manages the distribution phase, and storage 

systems. Within this AAS, the Components Submodel is structured to manage 

separately the pumping station, distribution piping and storage. For the pumping 

station, the AAS_PumpingSystem is used. Therefore, there is a Submod-

elElementCollection "PumpingSystems" containing one or more 

ReferenceElements to AAS_PumpingSystem models. Regarding Distribution 

Piping, a SubmodelElementCollection organizes ReferenceElements related to 

pipes and valves in the system to model the water distribution phase. For 
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Distribution Storage, the same approach as DistributionPiping has been adopted, 

creating a SubmodelElementCollection that includes tanks, pipes, and valves. Two 

SubmodelElementCollections, ModularComputingSystems and Communica-

tionSystems, are also present to manage modular computing systems and 

communication systems of the system, respectively. Figure 11 illustrates the 

structure of this AAS, pointing out only the Components submodel. 

 

Figure 11. Structure of the Components submodel inside AAS modelling the Water Distribution System. 

 

AAS_WaterSupplySystem 
The AAS_WaterSupplySystem (AAS_WSS) is the highest-level system that enables 

the digital representation and advanced management of all key elements within 

the water supply system, providing a unified and interoperable view of all assets 

involved, thus facilitating their monitoring, management, and maintenance. The 

AAS_WSS includes detailed information about each asset within the system, 

pointing to the AAS models representing the subsystems that make up the supply 

system. Similarly, it points to AAS models representing control and communication 
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devices within the system, which may be shared by multiple subsystems, allowing 

for centralized and optimized operations management. 

Three novel sumodels have been defined for this AAS, i.e. the SubSystems, 

ModularComputingSystems and CommunicationSystems submodels. The 

SubSystems submodel provides an organized framework for the management and 

interaction with subsystems constituting the water supply system. It is based on 

the same idea used for the Components submodels, i.e. it is structured using 

multiple SubmodelElementCollections that organize ReferenceElements, allowing 

them to point to the AAS of each subsystem within the water supply system. The 

Subsystems submodel serves as a key entry point to explore and understand the 

structure, status, and dynamics of each subsystem.  The 

ModularComputingSystems submodel is designed to represent modular com-

puting devices present in the WSS with the aim to coordinate the computing 

devices used in one or more subsystem. Within it, ReferenceElements are 

implemented as direct links to the AAS_ModularComputingSystem models 

representing each single computing device that must be coordinated. Similarly, 

the CommunicationSystems submodel is dedicated to managing the 

communication between sensors, actuators, devices inside the WSS. Also in this 

case, it is used when the several communications systems present in each 

subsystem are integrated and connected each other. For this reason, it includes 

ReferenceElements pointing to the AAS_CommunicationSystem models 

describing communication systems present in the WSS. Figure 12 gives an 

overview of the AAS_WSS structure, pointing out only the SubSystems submodel. 
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Figure 12. Structure of the SubSystems submodel inside the AAS modelling the Water Supply System. 

 

2.2.5 – Implementation of the AAS WSS Using AASX Package 

Explorer 
The AAS Water Supply System Digital Twin has been implemented using the AASX Package 

Explorer [24], a tool provided by the Industry 4.0 consortium that enables the creation of 

a Digital Twin based on the AAS metamodel. The AAS_WSS model is available on GitHub 

[25]. Figure 13 shows a screenshot of the implementation of this AAS. For more details 

about the implementation and to download the model, readers can visit the specified 

repository. 



44 
 

 

Figure 13. Implementation of the AAS_WaterSupplySystem by the AASX Package Explore. 

 

2.2.6 – Case Study 
The aim of this section is to present an application of the AAS-based modelling of 

the Water Supply System. A real WSS was considered and the relevant AAS model 

was defined. A Water Supply System realized in one of the cities belonging to the 

Piemonte region in northern Italy was considered. This system allows distribution 

of water to a population of approximately 60,000 residents with a network of 

pipelines spanning about 230 kilometers.  Due to the complexity of this WSS, the 

case study was limited to a subsection of the real system. This subsection is shown 

by Figure 14; it is made up by Raw Water Sources, Raw Water Pumping Facilities 

and Raw Water Storages. It is important to point out that although the treatment 
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system is not shown in the figure, a subset of the treatment system is included in 

the Raw Water Pumping Facilities as described in the following. 

 

 

Figure 14.  Structure of the Water Supply System considered for the case study. 

 

As shown by Figure 14, the real WSS is made up by three Raw Water Pumping Fa-

cilities (RWPF1, RWPF2, RWPF3), ten Pumping Systems and eleven Raw Water 

Storage units (one of them is shared between RWPF1 and RWPF2, as shown). The 

Figure 14 points out the presence of an adduction system which provides for water 

in addition to the three Raw Water Pumping Facilities. In the following 

subsections, details of the structure of the WSS will be given and the relevant AAS 

model for each subsystem will be introduced. 

Raw Water Storage 
The AAS_RawWaterStorage type was used to model each raw water storage 

system; 11 instances of this type have been created, each representing a single 
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raw water storage system. In the scenario considered, each raw water storage 

system consists of only one tank. This component has been modeled through 

AAS_Tank, including information such as capacity, height, and tank type, in the 

Technical-Data submodel. Through the Identification submodel, each tank was 

uniquely identified, with additional information about its actual location. The 

Documentation submodel allows attaching all available documentation related to 

each tank. Through the Capabilities and Operations submodels, operations that 

can be performed on a tank (e.g., opening the tank valve for water outflow and 

closing it) were described and implemented. The Sensor submodel describes 

information about each sensor connected to the tank and maintains telemetry 

data from the sensors. Finally, through the Pipes submodel, a record is kept of all 

pipes connected to the tank. The pipes connected to the Raw Water Storage were 

modeled through the AAS_Pipe. Modeling of the valves present in each raw water 

storage system was done through the AAS_Valve. The main features of each valve 

were represented; in particular, through the Pipes submodel, it is possible to 

maintain information about actual connections of each valve to the existing pipes. 

Each Raw Water System includes a PLC for the control of processes and a switch 

for data exchange with other assets. To model these systems, the 

AAS_ModularComputingSystem and the AAS_CommunicationSystem were 

respectively used. Through the Components submodel, it is possible to describe 

the components described above, i.e., pipes, valves, tank, communication system, 

and computing system. Through the WaterQuality submodel, it is possible to 

describe and monitor the water quality relevant to each raw water system. Figure 

15 shows the implementation of the AAS model for RawWaterStorage8, 

highlighting only some of the existing submodels. Considering the Components 

submodel, Figure 15 shows the references to the AAS models of the three pipes 

connecting RawWaterStorage8 to the pumping systems shown in Figure 14 (i.e., 

Pumping Systems 7, 9, and 11); furthermore, the submodel presents the 

references to the AAS models of the three valves, one for each pipe. References 
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to the AAS models of the tank, communication, and computing systems are also 

shown in Figure 15, along with features related to water quality. 

 

 

Figure 15. AAS model of RawWaterStorage8. 

 

Water Transmission System 
To model the transport system, instances of the AAS_WaterTransmissionSystem 

type have been created. Each instance includes in the Components submodel 

references to the pumping systems, as the WSS considered in this case study 

features ten pumping stations located along the water transport system; each 

pumping station has been modeled using the AAS_PumpingSystem type. 

Furthermore, references to raw water storage systems, valves, pipes, computing, 

and communications systems are present in the Components submodel. In the 

following, only the instance of the AAS_WaterTransmissionSystem relevant to the 

transport system between PumpingSystem5 and RawWaterStorage9 will be 
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shown. Figure 16 shows this instance named “WaterTransmissionSystem5”, 

highlighting the content of the Components submodel. 

 

Figure 16. Instance of AAS_WaterTransmissionSystem type. 

 

The SMC “PumpingSystems” contains a reference to the AAS modeling 

PumpingSystem5. The model has been realized as an instance of the 

AAS_PumpingSystem. Figure 16, in the center, shows the instance of the 

AAS_PumpingSystem representing PumpingSystem5. It features 4 pumps with a 

combined flow rate of 35 liters. The pumps were modeled through four instances 

of the AAS_WaterPump type. Each pump is uniquely identified through the 

information contained in the Identification submodel, including details about the 

manufacturer and the pump's serial number. Furthermore, the TechnicalData 

submodel retains essential technical information, such as the pump type and 

electrical parameters. Another important aspect pertains to the information kept 
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in the Maintenance submodel. The pumps within PumpingSystem5 undergo 

periodic maintenance procedures, such as checking the lubrication oil. All 

information regarding these procedures, such as component replacements or oil 

changes, is documented in the Maintenance submodel. Figure 16, on the right, 

shows only one instance of the four pumps, i.e., “Pump1PS5”, highlighting some 

of the relevant submodels. Considering the “PumpingSystem5” instance (shown 

in the center of Figure 16), the Components submodel shows the pointer to the 

four instances of the AAS_WaterPump type. For each instance of the 

AAS_WaterPump type, a corresponding instance of the AAS_PumpDriver type has 

been created to model the control device managing the pump's operation. Figure 

16, in the center, shows only the references to these instances inside the 

Components submodel of the “PumpingSystem5” instance. The basic 

components—valves and pipes—relevant to each transport system considered 

here, have been defined as instances of the AAS_Valve type and AAS_Pipe type. 

Figure 16 shows the references to these instances (on the left) inside the 

Components submodel of the “WaterTransmissionSystem5” instance. Each water 

transmission system in this WSS case study features the presence of modular 

computing systems for component control and communication systems that 

enable the transfer of information with other assets. For modeling these systems, 

the AAS_ModularComputingSystem and the AAS_CommunicationSystem were 

respectively used; the relevant references are shown in the Components 

submodel of the “WaterTransmissionSystem5” instance, as shown by Figure 16. 

Raw Water Pumping Facility 
Among the three raw water pumping facilities shown in Figure 14, the RWPF1 is 

the most complex system, so the authors will focus on it in the following. The 

RWPF1 introduces the highest flow of water into the network compared to the 

other two pumping facilities, approximately 200 liters per second. It consists of 

four wells with a submerged intake structure, featuring four electronically 

controlled pumps automatically driven by local logic based on the piezometric 

level in the storage tank, shared with RWPF2, where the water is stored.  
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The RWPF1 includes a coal filtration system responsible for removing nitrates. The 

filtration system consists of a filter that removes nitrates from the water and a 

brine tank. The brine tank plays its role in the treatment of water hardness, where 

special resins, usually sodium cycle resins, are used. These resins have the issue of 

reaching saturation after a certain treatment period, and to be reused, they need 

to be regenerated. The brine, which is nothing more than a concentrated salt 

solution, is precisely used for this regeneration process. From a chemical 

standpoint, it simply removes the calcium fixed in the resins and recharges them 

with sodium. A computing system based on PLC is present to control the 

operations of the treatment system. Figure 17 shows the main components of the 

RWPF1. 

 

Figure 17. Main components present in the RWPF1. 

 

To represent RWPF1, the AAS_RawWaterPumpingFacility type has been 

considered, adapting the Components submodel to include a reference to the AAS 

of the water treatment system. Figure 18, on the left, shows the structure of the 

AAS modeling RWPF1. As seen, the Components submodel includes the SMC 

“WaterTreatmentFacilities”, which contains the ReferenceElement to the AAS 

modeling the nitrate filtration system, as shown in Figure 18. To model the nitrate 

filtration system, an instance of the AAS_WaterTreatmentFacility type was 
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created. This instance has been called “NitrateTreatmentFilter_RWPF1” and is 

shown on the right of Figure 18. 

 

Figure 18. AAS Instance of the AAS_RWPF type modelling the RWPF1 including the Nitrate Treatment Filter. 

 

Considering the instance NitrateTreatmentFilter_RWPF1, in the Documentation 

submodel, important documentation has been included. The submodel named 

"NitrateFilter" plays a fundamental role within the overall system, providing a 

detailed representation of the information related to the nitrate treatment phase 

within the plant. Let's analyze some of the fields and properties visible in Figure 

18. The "Filter-Type" field specifies the type of filter used for nitrate treatment. In 

our case study, there is a reference to an "Ion Exchange Resin Filter", representing 

a common technolgy for addressing nitrate presence in water. The 

"FiltrationEfficiency" property quantifies the percentage of the filter's efficiency in 

removing nitrates from water; in the case study, the efficiency is 95%, indicating a 

high degree of purification. The "Capacity" property indicates the maximum 

amount of water the filter can treat in one minute. The "Status" property reflects 

the current condition of the filter; in the Figure 18, the filter is indicated as 

"Operational," but other states such as "Under Maintenance" or "Out of Service" 
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may exist depending on operational circumstances. The "ResidualCapacity" 

property determines the residual capacity of the filter; the replacement threshold 

is defined as 20% of the residual capacity, indicating the need to replace the filter 

to ensure optimal operation. Considering the Components submodel, among the 

components Figure 18 shows the pointer to the AAS modelling the brine tank; an 

AAS_Tank has been used to model it, describing the characteristics of the brine 

tank and its basic properties. 

2.2.7 – Discussion 
Our research provides an indepth analysis of the fundamental role of the Asset 

Administration Shell in the development and implementation of Digital Twins for 

real-world systems. Through a detailed review of existing literature, a significant 

gap has been identified in the application of the AAS framework to the modeling 

of Water Supply Systems. Our research addresses this gap by proposing an 

innovative approach to defining various types of Asset Administration Shells 

capable of accurately representing the complex components involved in water 

resource management, covering the entire spectrum from the initial water source 

to the final distribution points. The proposed framework was applied to a practical 

case study involving a Water Supply System located in a region in northern Italy. 

This real-world application provided a robust validation of the proposed model, 

demonstrating its practicality and effectiveness in an operational environment. 

The implementation of this model highlights its potential to enhance the 

management and operational efficiency of water supply systems through Digital 

Twin technology. Furthermore, to facilitate further research and practical 

applications, the model has been developed and made available on the GitHub 

platform. This open access allows other researchers and practitioners to explore, 

utilize, and test the model in various real-world scenarios, contributing to ongoing 

advancements in the field. 
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2.3 – Digital Twin of 5G Communication System 
In the realm of Industry 4.0, communication systems play a pivotal role, with a 

particular emphasis on wireless systems due to their ease of installation and 

maintenance. These systems, being less complex than wired solutions, offer a 

more flexible and rapid implementation. When modifications in the production 

system are necessary, the communication system must be promptly adjusted to 

meet the new requirements. An innovative approach to managing and adapting 

communication parameters is through digital twins. These virtual models allow for 

quick and precise updates to the communication system configurations, reflecting 

real-time changes in the production system. In this context, the wireless 

communication system, particularly the Wireless Communication System (WCS), 

must be carefully integrated into the digital twin of the production system. Among 

the various available wireless technologies, 5G stands out as a promising solution 

for industrial applications. Numerous studies and scientific articles highlight the 

advantages of 5G in Industry 4.0, such as high transmission speeds, low latency, 

and the ability to handle a large number of connected devices [26][27]. The 5G 

Alliance for Connected Industries and Automation (5G-ACIA) and Plattform I4.0 

have already begun exploring the use of digital twins for WCS based on 5G 

technology, incorporating the Asset Administration Shell [28]. This integration 

represents a significant step towards more efficient and dynamic management of 

industrial communication systems. Our research aimed to develop a digital twin 

for WCS components using 5G technology and the Asset Administration Shell. The 

Asset Administration Shell models we have developed will be described, along 

with a concrete case study demonstrating the practical application of the 5G 

network system in an industrial context. This example will highlight the tangible 

benefits and potential of an advanced and adaptable communication system 

based on digital twins. 

2.3.1 –  Asset Administration Shell of 5G Comunication System 
In the context of defining Asset Administration Shell (AAS) models for 5G 

networks, 5G-ACIA [28] has introduced two fundamental models: the 5G Network 
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AAS and the 5G UE AAS. These models serve distinct but complementary roles in 

representing and managing resources and capabilities within the 5G ecosystem.   

5G Network AAS: This model represents the enabling networking functions within 

the 5G architecture. It encompasses all nodes and functions located within both 

the Radio Access Network (RAN) and Core Network (CN) of 5G. However, it does 

not include Industrial IoT (IIoT) devices equipped with 5G capabilities. Thus, the 

5G Network AAS focuses on the infrastructural components of the network that 

support communication between devices and applications, excluding the end 

devices themselves. 

5G UE AAS: This model pertains to the endpoint of the 5G link, specifically the 

device utilizing the network, known as 5G UE (User Equipment). The 5G UE AAS 

analyzes and describes the functionalities, capacities, and performance of the 

device as defined by 3rd Generation Partnership Project (3GPP) [29]. It provides a 

detailed overview of how end devices interact with the 5G network, including 

performance metrics and functional requirements. 

The 5G-ACIA publication [28] outlines the main features of these two AAS models 

but does not provide comprehensive details regarding the structures of the 

various submodels. To address this gap, further work has been undertaken to 

develop and implement these submodels. The following sections will present 

specific details about the submodels developed, with a particular focus on the 5G 

UE AAS, for reasons of space. 

2.3.2 –  5G Network AAS 
The 5G Network AAS, as outlined in [28], is represented through the Asset 

Administration Shell named AAS_5G_Network. This advanced model provides a 

comprehensive and structured overview of the 5G network's operations, focusing 

particularly on the logical functioning of network endpoints, typically represented 

by User Plane Functions (UPFs). It not only facilitates the management and 

monitoring of specific configurations and obtained measurements but also clearly 

defines the characteristics of communications between endpoints, ensuring that 
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each 5G link corresponds to a specific PDU session with its associated QoS. The 

submodels included in the 5G Network AAS encompass: the Asset Service Registry, 

which tracks and manages the services provided by network assets; the 5G 

Network ID, responsible for managing essential identifiers for users and devices 

within the Radio Access Network and Core Network; the 5G Network Data Sheet, 

which offers crucial technical details such as equipment specifications and 

network configurations; the Physical & Logical Topology, providing a complete 

view of the network structure and its interconnections; PDU Sessions/QoS Flows, 

which regulate data transfer and ensure service quality; and the Performance 

module, which measures network efficiency and reliability, identifying areas for 

improvement. 

2.3.3 –  5G UE AAS 
The 5G UE AAS, represented as AAS_5G_UE, is designed to integrate into the 

production network and support Industry 4.0 applications. This detailed digital 

profile for a 5G device not only facilitates integration and interaction within smart 

factory environments but also ensures that the device is correctly identified, 

meets certification requirements, adheres to network access policies, and 

complies with the quality of service standards established by the network. The 

white paper proposes an organization of the AAS model through submodels but 

does not provide specific details for each of them. The following sections will delve 

into the submodels that we have defined and implemented, providing a detailed 

overview. 

2.3.4 –  The Implemented Submodels 
This paragraph outlines the Submodels used and implemented for developing the 

AAS for 5G User Equipment and the 5G Network.  

The Equipment Identifier Submodel plays a crucial role within the 5G UE AAS 

system, managing a wide range of essential identifiers for user and device 

management within the network. Key identifiers include the Subscription 

Permanent Identifier (SUPI), Subscriber Concealed Identifier (SUCI), and 5G 
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Globally Unique Temporary Identity (5G-GUTI), all of which are fundamental for 

managing network connections and services. In addition to user and device 

identifiers, this submodel also includes details such as the name of the Access and 

Mobility Management Function (AMF), the Data Network Name (DNN), and 

network slice identifiers, which are essential for service delivery and efficient 

network resource management. Identifiers are represented through SMCs, which 

consist of sub-digits representing other network element identifiers. For example, 

the SUPI is a string of 15 decimal digits, where the first three digits represent the 

Mobile Country Code (MCC), the next two or three represent the Mobile Network 

Code (MNC) identifying the network operator, and the remaining digits represent 

the Mobile Subscriber Identification Number (MSIN). MCC, MNC, and MSIN are 

represented through SubmodelElements of type Property, and this approach is 

extended to all identifiers formed from other identifiers. The Certification Status 

Submodel manages detailed information about the X.509 certificate associated 

with a UE device in the 5G network. This submodel provides a comprehensive view 

of certificate fields, including certificate version, serial number, signature 

algorithm, and issuing authority. It also details the certificate's validity, including 

validity periods and associated policies. The structure of this submodel uses SMCs 

to define composite fields, such as the Validity field, which includes properties like 

notBefore and notAfter. Individual properties are represented using 

SubmodelElements of type Property, while the Certificate field is represented by 

a SubmodelElement of type Blob, storing the actual certificate file. The submodel 

also includes information about the public key, key usage restrictions, and 

certificate extensions, ensuring secure and effective resource management. The 

Network Access Restrictions Submodel is designed to handle network access 

limitations based on specific criteria. It consists of two main 

SubmodelElementCollections: GeofenceArea and ListOfCGIs. GeofenceArea 

contains information about geographical areas defined as "geofences," which can 

be used to restrict or permit network access in particular locations, with each 

element represented by geographical coordinates through SubmodelElements of 
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type Property. ListOfCGIs contains a list of Cell Global Identifiers (CGIs), which are 

unique identifiers for cells within a mobile network. CGIs, composed of sub-

identifiers such as PLMNID, LAC, and CI, are represented through SMCs, allowing 

for detailed management of access restrictions based on cell locations. The 5G-UE 

Data Sheet Submodel provides a detailed description of the technical 

specifications of 5G user equipment, including hardware capabilities, supported 

bands, and throughput capacities. This submodel adopts the Technical Data [21] 

template provided by the Industrial Digital Twin Association (IDTA), offering a 

standardized framework for representing technical information about industrial 

assets. It includes a wide range of attributes and relationships covering device 

dimensions, weight, model, network compatibility, processor details, memory 

specifications, and connectivity options, as well as technical specifications like 

power supply voltage, operating temperature range, tolerances, and performance 

metrics. Additionally, provisions are made for attaching diagrams, schematics, and 

technical drawings to enhance the representation of the asset's technical 

characteristics. The Connectivity QoS Requirement Submodel defines the 

expected quality of service levels that the network should provide to the device, 

including parameters such as latency, bandwidth, and reliability. Modeled 

according to [32] , this submodel includes a main collection called “Subscription”, 

comprising ten submodel collections dedicated to quality-of-service parameters 

such as “Response Time”, “Transmission Time”, and “Update Time”, each 

describing requested and guaranteed values. The QoS Monitoring Submodel 

allows for the monitoring of the device's actual performance against QoS 

requirements, facilitating adaptive network management and adherence to 

Service Level Agreements (SLAs). Modeled following the [32], this submodel has a 

similar structure to the Connectivity QoS Requirement Submodel but includes 

current performance parameters. The data stored in this submodel can be used to 

monitor QoS and take necessary actions to maintain service quality. Finally, the 

Positioning Data Submodel represents crucial information for the precise 

localization of User Equipment (UE) devices within the 5G network. It provides 
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data regarding the device’s geographical position, including latitude and 

longitude, represented through a SubmodelElementCollection of type Property. 

Signal data, such as Reference Signal Received Power (RSRP), Signal-to-Noise Ratio 

(SNR), and Channel Quality Indicator (CQI), are represented by SubmodelElements 

of type Property within an SMC called Signal Info, providing indications of signal 

quality and intensity. This submodel is essential for allowing base stations to 

calculate the UE's position within their coverage area with greater precision, 

optimizing network resource management, and enhancing the overall user 

experience. The information provided by this submodel may vary based on the 

availability of data from the 5G network and the capabilities of the UE device, but 

its well-defined structure facilitates integration within a broader Asset 

Administration Shell, enabling effective resource management and accurate 

localization of UEs. 

 

2.3.5 –  Case Study 
The aim of this section is to present an application of the AAS-based modelling of 

the 5G UE-5G Network System. 

Scenario Description 
The scenario considered for the case study features the use of a private 5G 

network to convey communications between Programmable Logic Controllers 

(PLCs) using the PROFINET communication protocol [23]. Wired communication 

systems like PROFINET are widely used in industrial communication, mainly for 

their capability to guarantee a reliable, real-time deterministic data transmission. 

However, wired data transmission may not be feasible where non-stationary 

devices are involved; in this case, wireless technologies such as 5G can be applied. 

To combine wireless and wired transmission, suitable communication protocols 

that allow the integration of these technologies are necessary. Currently, it is not 

possible to transmit PROFINET frames directly over 5G without using tunneling 

protocols; this is because 5G communication systems use IP as the layer 3 

protocol, while the PROFINET protocol uses only layer 2 frames. A solution for this 
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is the use of protocols like Virtual Extensible LAN (VxLAN) [30] or Generic Routing 

Encapsulation (GRE) [31]. Tunneling is commonly realized by the use of two 

devices—one wired and the other wireless. A wired tunneling device is tailored to 

establish communication with the 5G core network via an Ethernet connection 

and subsequently create a tunnel for the transfer of PROFINET packets, while 

ensuring that vital metadata and information related to the packet’s type of 

service is preserved. The wired tunneling device establishes a transparent 

connection between a PLC and slave devices, while simultaneously informing the 

cellular network about the priority level of each packet and allocating distinct 

bearer channels for different types of traffic. A 5G-wireless router fulfills high-

speed wireless connectivity requirements of industrial cabinets and mobile 

devices, offering traffic prioritization and routing capabilities. Figure 19 shows the 

case study considered, based on the wired (tunneling device) and wireless (5G-

wireless router) devices described. In the case study, it has been assumed that a 

PLC featuring the PROFINET Controller role must communicate with one or more 

PLCs with the PROFINET Device role through a 5G network. For this reason, the 

PLC Controller is connected to a tunneling device (through a switch) which is able 

to tunnel Layer 2 frames through Layer 3 protocol (assuming the use of the VxLAN 

protocol). As shown in Figure 19, a 5G-wireless router allows data exchange 

between the PLC Controller and the PLC Devices, featuring traffic prioritization and 

offering routing capabilities. 
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Figure 19. Case Study Scenario. 

 

AAS Models 
As pointed out before, the scenario shown by Figure 19 includes the 5G network 

and the 5G user equipment. But the scenario contains other components (i.e. 

PLCs, Switches, Tunneling device, PROFINET and VxLAN protocols, 5G-wireless 

router), whose representation by AAS must be introduced before the overall 

digital twin of the case study could be presented. For this reason, the AAS models 

of the elements included in the case study (and different from 5G network and UE) 

will be introduced and described in detail in the remainder of this subsection. 

2.3.6 – Digital Twin of the Case Study 
The aim of this sub-section is to present the AAS-based Digital Twin of the 
communication scenario shown by Figure 19. Figure 20 gives the graphical 
representation of the AAS-based Digital Twin.  
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Figure 20. Digital Twin by AAS of the case study scenario. 

 

PLC 
As shown by Figure 19, the case study features a PLC with PROFINET Controller 

role and several PLCs with Device role. 
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The AAS_ModularComputingSystem (described in section 2.2.3) has been used to 

model each single PLC; an instance of this type has been created for each PLC. 

Figure 20 shows the instance modelling the PLC Controller; for space reason, only 

one AAS model representing a PLC with Device role has been represented (PLC 

Device1). Modules that manage input and output data exchange are particularly 

important. In each AAS modelling the PLC (both Device and Controller), the 

Submodel Modules includes the representation of the Ethernet port; a 

ReferenceElement points directly from the PLC Ethernet module to the AAS 

modelling the relevant switch, as shown by Figure 20. 

Switch 
To model each of the two switches, the AAS_CommunicationSystem (described in 

section 2.2.3) model was used.  Through the Connections submodel, the 

ReferenceElement Device allows to point to the AAS model of the devices to which 

each switch is connected. For example, considering the Switch1, the reference will 

point to the AAS models relevant to the PLC Controller and to the Tunneling 

device.  In each instance of the AAS_CommunicationSystem that models a switch, 

the Connections submodel will include the ReferenceElement DeviceProtocol, 

which points to the AAS that models the communication protocol (described in 

section 2.2.3) used for communication between the switch and each connected 

device. Considering both switches in our case study, this reference will point to 

the AAS model representing the PROFINET communication protocol, as shown by 

Figure 20.  In particular, the AAS model of the Switch1 points to the AAS model of 

the PROFINET protocol (Profinet1) relevant to the communication between the 

Switch1 and the PLC Controller; the AAS model of the Switch1 points to another 

AAS model of the PROFINET protocol (Profinet2) relevant to the communication 

between the Switch1 and the Tunneling device. Considering the AAS model of 

Switch2, it points to the AAS models Profinet3 and Profinet4, representing the 

PROFINET protocol relevant to the communications between Switch2 and 5G-

wireless router and between Switch2 and PLC Device1, respectively. 
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Tunneling Device 
The AAS model of this device has been realized as an instance of the 

AAS_CommunicationSystem type. Through the Connections submodel, the 

ReferenceElement Device allows to point to the AAS models of the devices to 

which the Tunneling device is connected, i.e. the Switch1 and the 5G network 

system. The ReferenceElement DeviceProtocol will point to the AAS modelling the 

communication protocol used for the communication between the Tunneling 

device and each device connected. In this scenario, a DeviceProtocol reference will 

point to the Profinet2 AAS modelling the PROFINET protocol used between the 

Tunneling device and the Switch1; another DeviceProtocol reference will point to 

the AAS describing the VxLAN protocol (described in the following) used between 

the Tunneling device and the 5G network. 

5G-wireless router 
The modelling of this device has been done considering the router as a 

communication system made up by an internal component realizing the 5G UE. 

Based on this assumption, instances of the AAS_CommunicationSystem and 

AAS_5G_UE types were considered. The instance of AAS_CommunicationSystem 

type (i.e. 5G_WirelessRouter in Figure 20) represents the router, whilst the other 

instance (i.e. 5G_UE) is the digital representation of the 5G UE component of the 

router. Through the Connections submodel, the ReferenceElement Device allows 

to create a reference from the AAS modelling the 5G-wireless router to the AAS 

5G_UE. Another ReferenceElement Device is contained in the Submodel 

Connections, pointing to the AAS modelling the Switch2, as the 5G-wireless router 

is attached to the switch. In the AAS modelling the 5G-wireless router, the 

Connections submodel will also include the ReferenceElement DeviceProtocol, 

which points to the AAS modelling the PROFINET communication protocol used 

for communication between the 5G-wireless router and the Switch2 (i.e. 

Profinet3), as shown by Figure 20. 
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Profinet protocol 
The AAS_CommunicationProtocol (described in section 2.2.3) has been used to 

represent the PROFINET protocol. For each pair of devices connected by this 

protocol, an instance of the AAS_CommunicationProtocol have been considered 

to represent the main features of the PROFINET communication. Among the 

parameters that can be managed there are: IP address, SubnetMask, SendClock, 

and UpdateTime. 

 

VxLAN Protocol 
The AAS_CommunicationProtocol has been instantiated to represent the VxLAN 

protocol. This protocol is used in the communication between the Tunneling 

device and the 5G network system and between the 5G network system and the 

5G Wireless Router. An instance of the AAS_CommunicationProtocol is referenced 

by DeviceProtocol ReferenceElement pointing from the Submodel Connections of 

the AAS representing the Tunneling device, as shown by Figure 20. 

2.3.7 – Discussion 
This research work emphasizes the importance of developing a digital twin for 5G 

wireless communication systems, presenting an innovative solution through the 

use of the Asset Administration Shell (AAS) metamodel. This approach stands out 

from current methodologies by offering a standardized and versatile framework 

for modeling and managing complex 5G networks. The originality of the AAS-

based model is demonstrated through a detailed case study, which not only 

illustrates its practical application but also confirms its feasibility and effectiveness 

in real-world scenarios. The model's implementation is facilitated by the AASX 

Package Explorer [24], a tool developed by the Industry 4.0 consortium, ensuring 

both accuracy and efficiency in the digital twin creation process. Overall, this 

innovative approach represents a significant advancement in network 

management, offering a scalable solution that addresses the complexities of 

modern 5G networks and enhances real-time monitoring and optimization 

capabilities. 
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Chapter 3 – Interoperability and Digital Twin in 

Digital Transformation 

One of the main features of a Digital Twin is its communication with the physical 

world, from which it must receive the current state (e.g., data collected by 

sensors). At the same time, a Digital Twin needs to publish output data produced 

as a result of processes carried out on the physical system it replicates. 

Additionally, a Digital Twin may need to exchange data with various applications 

depending on the objectives to be achieved (e.g., monitoring, testing, analysis, 

prediction, and maintenance). Therefore, data exchange must be considered a 

crucial aspect of a Digital Twin; without it, most of the Digital Twin’s functions 

could not be realized [33]. Interoperability of data exchange is a significant 

requirement, enabling a Digital Twin to communicate with a multitude of physical 

systems and applications. In the context of Industry 4.0, considerable effort has 

been and continues to be made to fully integrate industrial applications across 

various fields related to production, safety, and machine communication, 

necessitating alignment of their information models. An overview of the main 

trends in data integration and interoperability can be found in [34,35]. 

Interoperability between data and applications in the industrial context is 

considered one of the primary goals of Industry 4.0 [36–38]. Open Platform 

Communications Unified Architecture (OPC UA) [39] is regarded as a key standard 

for interoperable information exchange between applications within Industry 4.0 

[40]. OPC UA is widely adopted in the industry as it is the most accepted protocol 

for harmonizing machine-to-machine interaction [41]. Due to its robust 

capabilities, OPC UA is a leading candidate for standardization and systems 

integration for current and future application frameworks [40,42]. OPC UA is 

based on two communication models: client/server and publish/subscribe; a 

comprehensive information model allows for the representation of data and its 

relevant semantics. Our research aims to enhance the interoperability of a Digital 

Twin by integrating it into the OPC UA domain. Figure 21 illustrates a Digital Twin 

exchanging data with the real system it models and with applications using the 
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Digital Twin (such as those performing data analysis or maintenance). Data 

exchange with OPC UA-based applications can be facilitated through a solution 

that maps the entire set of information maintained by a Digital Twin into the OPC 

UA domain. This mapping should encompass every semantic aspect of the Digital 

Twin to truly enable interoperable data exchange between the two domains. Our 

proposal uses an OPC UA Server to perform this mapping. The OPC UA Server can 

represent each element of the Digital Twin within the OPC UA domain, making the 

Digital Twin and its relevant content available to any OPC UA-compliant 

application. The proposed mapping solution allows a Digital Twin to have a 

counterpart in the OPC UA domain; all information (including semantics) 

maintained in a Digital Twin can be published by the OPC UA Server, enabling 

interoperable data exchange with a range of OPC UA-compliant applications. 

Among the available Digital Twins, the Digital Twin Definition Language (DTDL) [9] 

model will be considered in this proposal. The research discusses the use of the 

OPC UA information model to structure and visualize a DTDL-based Digital Twin. 

Custom data structure definitions within the OPC UA information model, designed 

to represent each element of the DTDL-based Digital Twin, will be introduced. The 

proposed mapping will be implemented and validated, and the details of this 

implementation and validation will be presented in the following sections. 

 

 

Figure 21. Graphical representation of the proposal. 



67 
 

3.1 – OPC UA Information Model 
The OPC UA communication standard is based on both client/server and 

publish/subscribe communication models and provides a semantically enriched 

information model in order to represent data. The OPC UA Information Model 

provides a standard way for servers to expose information to clients; the 

publish/subscribe communication model is based on the same information model 

used for the client/server communication model. The set of information is 

maintained through OPC UA Nodes grouped together to compose the so-called 

OPC UA AddressSpace [36][43][44]. The OPC UA Information Model is based on 

OOP, so that some nodes representing instances inherit from other nodes defining 

types; multiple inheritance and object composition are allowed [45]. Each OPC UA 

Node belongs to a class named NodeClass. Each NodeClass is derived from the 

Base NodeClass which defines the common attributes of OPC UA Nodes, among 

which: NodeId (which unambiguously identifies a Node in the OPC UA 

AddressSpace), Description (which is a textual description of the OPC UA Node), 

BrowseName (used to identify the OPC UA Node when browsing the OPC UA 

AddressSpace), WriteMask (exposing the possibilities of a client to write the 

attributes of the Node), NodeClass (which identifies the NodeClass of a Node) and 

DisplayName (which contains the name of the OPC UA Node that should be 

displayed in a user interface). In the following, a very concise overview of the main 

OPC UA NodeClasses will be given. Variable NodeClass is used to model data. It 

features an attribute named Value, containing the data, and an attribute named 

DataType specifying the type of the content of the attribute Value. Two types of 

Variable are defined: Property and DataVariable. Property contains information 

describing particular features of other OPC UA Nodes (e.g. semantic information). 

A DataVariable maintains data values of a particular system (e.g. information 

produced by a temperature sensor in a control system). Method NodeClass allows 

modeling callable functions that initiate actions within an OPC UA Server. A 

Method features two OPC UA Properties named InputArguments and 

OutputArguments, used to specify the input and output arguments of the Method. 

Object NodeClass is used to represent real-world entities like system components, 
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hardware and software components, or even a whole system. An OPC UA Object 

is a container for other OPC UA Objects, Variables, and Methods. As the Object 

Node does not provide for a value, an OPC UA DataVariable Node must be used to 

represent the data of an Object. OPC UA Information Model includes NodeClasses 

defining types. ObjectType NodeClass is used to hold type definition for OPC UA 

Objects. OPC UA defines the BaseObjectType which all the ObjectTypes must be 

extended from. OPC UA already defines several standard ObjectTypes derived 

from BaseObjectType. An example is FolderType whose instance, named Folder, 

is an Object organizing the AddressSpace into a hierarchy of OPC UA Nodes; it 

represents the root node of a subtree. VariableType NodeClass is used to provide 

for type definition of Variables. OPC UA standard defines the BaseVariableType 

which all the VariableTypes must be extended from. Moreover, several standard 

VariableTypes derived from BaseVariableType are already defined by the 

standard. Among them there are the BaseDataVariableType and the 

PropertyType. The former is used to create an instance of a DataVariable Node, 

whilst the latter defines a Property Node. DataType NodeClass is used to provide 

type definition of the Value attribute of a Variable Node, as said before. DataType 

may be Built-in, Enumeration, or Structured; arrays of elements are also allowed. 

Relationships may be defined between OPC UA Nodes; they are called References. 

The ReferenceType NodeClass is used to define different semantics for 

References. References may be classified in two different main categories: 

Hierarchical and Non-Hierarchical. Among the Hierarchical References, the 

following ones will be used in the research: HasComponent, HasProperty, and 

Organizes. The HasComponent is a Reference featuring an OPC UA Object or 

DataVariable as the source, and an OPC UA Object, a DataVariable, or a Method 

as the target Node. If the source is an Object, the semantic associated with this 

reference is that the source is made up of the target OPC UA Object, DataVariable, 

and Method Node. If the source OPC UA Node is a DataVariable, the target Nodes 

must be other OPC UA DataVariables; the meaning, in this case, is that the source 

variable is made up of a set of other variables. HasProperty Reference may connect 
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a source OPC UA Node to an OPC UA Property Node; the meaning is that the 

source Node features a property described by the target Node. Organizes 

Reference allows organizing OPC UA Nodes inside a Folder. Among the Non-

Hierarchical References, there are the HasTypeDefinition, HasSubtype, and 

HasModellingRule. HasTypeDefinition is used to bind an OPC UA Object or Variable 

to its ObjectType or VariableType, respectively. HasSubtype Reference expresses 

a subtype relationship between types. The HasModellingRule Reference is used to 

describe how instances of a particular type should be created. The source of this 

Reference is named InstanceDeclaration, whilst its target is a ModellingRule 

Object. An InstanceDeclaration is an Object, Variable, or Method that is the target 

of a Hierarchical Reference starting from an ObjectType or VariableType Node 

(each of which will be called OPC UA type in the following). A ModellingRule Object 

specifies what happens to the InstanceDeclaration with respect to instances of the 

relevant OPC UA type. Several ModellingRule Objects are defined in OPC UA. A 

Mandatory ModellingRule for a specific InstanceDeclaration specifies that 

instances of the OPC UA type referencing the InstanceDeclaration must have a 

counterpart of that InstanceDeclaration. This means that each instance must hold 

an OPC UA Node of the same NodeClass as the InstanceDeclaration; furthermore, 

the Reference targeting this OPC UA Node must be of the same ReferenceType as 

the one pointing to the InstanceDeclaration. An Optional ModellingRule for a 

specific InstanceDeclaration, instead, specifies that instances of the OPC UA type 

may have a counterpart of that InstanceDeclaration but it is not required. Other 

two ModellingRule Objects exist, named MandatoryPlaceholder and 

OptionalPlaceholder. The difference with the previous ones is that the 

counterparts of InstanceDeclaration may be more than one. OPC UA defines a 

standard graphical representation for both Nodes and References. Some of them 

are summarized by Tables 1 and 2, respectively. For more information, please refer 

to Annex C of [45]. 
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Table 1. Graphical representation of some OPC UA Nodes. 

 

 

Table 2. Graphical representation of some OPC UA References. 

 

 

Figure 22 shows an example of the graphical notation just described. An OPC UA 

ObjectType named CustomType is described; it is the source of an HasComponent 

Ref-erence targeting the InstanceDeclaration MyObject and it is the source of 
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HasProperty Reference targeting the InstanceDeclaration <MyProperty>. These 

two InstanceDecla-rations target a Mandatory ModellingRule Object and an 

OptionalPlaceHolder Model-lingRule Object, respectively. As shown by Table 1, 

these ModellingRule Objects and the relevant HasModellingRule References are 

not represented, limiting the graphical representation to the texts [Mandatory] 

and [OptionalPlaceholder] inside the In-stanceDeclarations. In order to better 

understand the role of the InstanceDeclaration and Model-lingRule Object, Figure 

22 shows, on the right, a possible instance of the CustomType ObjectType, called 

CustomInstance. It features a HasComponent Reference targeting the Object 

MyObject which is the counterpart of the InstanceDeclaration with the same 

name. CustomInstance Object features two HasProperty References, used to tar-

get counterparts of the InstanceDeclaration <MyProperty>. As this Property points 

to an OptionalPlaceholder ModellingRule Object, more than one instance may be 

present; in this example, two instances have been considered, with two different 

Names (i.e., Property1 and Property2) are shown by the Figure 22. 

 

 

Figure 22. Example of PC UA graphical representation. 
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Very recently, a new feature has been added to the OPC UA Information Model, 

called AddIn [45][46]; it is based on the idea of object composition. An AddIn is an 

Object that add features (represented by its ObjectType) to the Node it is applied 

to. An AddIn is applied to a Node by adding a Reference pointing to the AddIn In-

stance; a HasAddIn Reference or a subtype shall be used. There are no restrictions 

for AddIn ObjectTypes and there is no special super type for AddIns. The OPC UA 

feature based on AddIn and HasAddIn allows information modelers to create re-

usable com-ponents that may belong to many different ObjectTypes. Figure 23 

shows and example of AddIn and HasAddin Reference.  In the Figure 23, the AddIn 

Object called MyFeatures is added to the ObjectType NewType (and to all the 

relevant instances, i.e. Objects of type NewType). The features added through the 

AddIn are relevant to the MyAddInType ObjectType shown in the same figure, on 

the left. 
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Figure 23. Example of OPC UA AddIn and HasAddIn Reference. 

3.2 – DTDL 
The Digital Twins Definition Language (DTDL) [9] was born from a Microsoft 

initiative, with the aim of implementing a language capable of describing Digital 

Twin devices and Digital Twin assets. For the creation of the DTDL, Microsoft relied 

on JSON-LD, a connected data exchange format using JSON [47]. DTDL uses a 

structure based on classes and metamodels, very similar to Asset Administration 

Shell [8]. The DTDL implements six classes of metamodels: Interface, Telemetry, 

Property, Control, Relationship and Component. These classes are able to fully 

define the structure and behaviour of a Digital Twin.  In DTDL resources are called 

interfaces and can contain a set of telemetry, prop-erties, commands, relationship 

and components. Telemetry describes data emitted by a resource, whether it is a 

regular stream of sensor readings or a calculated data stream, such as the raw data 

of sensors, processed data or data generated by DT models. Properties describes 
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the state of the DT components (i.e., the device is read-only or read-write); this 

may also include the different states between different DT’s (if the data between 

the two DT’s are consistent, etc.).Commands correspond to functions that can be 

invoked with optional input and output parameters. Relationship describes a link 

to another digital twin and makes it possible to create graphs of digital twins. 

Component models the entities that exist in the DT, including sensors, gateways, 

and digital systems [48]. 

3.3 –  Mapping Solution from DTDL to OPC UA 
This research presents a proposal to map the DTDL metamodel classes (i.e., 

Interface, Telemetry, Property, Command, Relationship, and Component) to 

corresponding elements in the OPC UA Information Model. The literature shows 

that the OPC UA Information Model is widely used to structure and expose 

information from various domains of interest. Generally, the process to achieve 

this involves collecting and comparing all the requirements of the original domain 

with the standard elements of the OPC UA Information Model to find the best 

mapping between them. Often, this is not an easy task, as some concepts from the 

source domain cannot be directly mapped to OPC UA; in such cases, it is necessary 

to define new types that extend the original OPC UA elements. In this research, 

common practices have been adopted to map the DTDL metamodel classes into 

the OPC UA Information Model. Custom OPC UA types have been defined through 

an extension of the existing OPC UA Information Model to represent the DTDL 

metamodel classes and their relevant properties. The following sections will 

outline the mapping of the six DTDL metamodel classes and present the custom 

OPC UA types defined to realize the proposal. 

3.3.1 – Interface 
The metamodel class Interface allows to describe the contents of a digital twin. 

Interfaces are reusable and can be reused as components in another Interface. 

Table 3 shows the properties defined for this class.  
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Property Mandatory/Optional 

@type mandatory 

@id mandatory 

@context mandatory 

comment optional 

contents optional 

description optional 

displayName optional 

extends optional 

schemas optional 

 

It has been assumed to map the Interface metamodel class with a custom OPC UA 

ObjectType, called DTDLInterfaceType. The DTDLInterfaceType will inherit all the 

at-tributes of the BaseObjectType, including those of OPC UA Base NodeClass. 

Some of these last attributes are used to represent a subset of the properties of 

the Interface class. Table 4 gives the mapping of the properties of the Interface 

class with the attrib-utes of OPC UA DTDLInterfaceType ObjectType. The other 

properties of the Interface class (contents, comment, schemas, and extends) are 

mapped using OPC UA Nodes connected to the OPCU UA DTDLTelemetryType. 

 

Interface class properties  DTDLInterfaceType 

attributes 

@id NodeId 

displayName DisplayName 

description Description 

 

The DTDL @id property is used to uniquely identify each metamodel class. This 

property can be represented by the NodeId attribute of the OPC UA Node used to 

map the metamodel class.The DTDL displayName and description properties 

provide a localized name and description of the interface, respectively. They can 

be represented by the OPC UA DisplayName and Description attributes, as they 

Table 3. Properties of Interface class 

Table 4. Mapping of Interface class properties into OPC UA DTDLInterfaceType attributes. 
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serve the same purpose.The @context property specifies the version of DTDL 

being used when defining a digital twin. This property does not have a direct 

counterpart in OPC UA, so its mapping is not required.In DTDL, the @type property 

specifies the type of the metamodel class; in this case, it is set to "Interface." Each 

OPC UA Node features the HasTypeDefinition Reference, which links an Object or 

Variable to its ObjectType or VariableType. Therefore, the DTDL @type property 

can be represented by the HasTypeDefinition Reference pointing to the OPC UA 

DTDLInterfaceType for each OPC UA Object used to represent the DTDL Interface. 

The other properties of Interface class (contents, comment, schemas and extends) 

were mapped using OPC UA Nodes connected to the OPC UA DTDLInterfaceType 

ObjectType, as shown by Figure 24. 

 



77 
 

 

Figure 24. OPC UA DTDLInterfaceType 

 

The DTDL contents property is crucial as it defines the set of objects representing 

the contents of an Interface. These objects belong to other DTDL metamodel 

classes, including Telemetry, Property, Command, Relationship, and Component. 

To map this concept in OPC UA, a folder, or an Object of FolderType, can be used 

to organize the elements contained within the set. Therefore, a mandatory 

FolderType Object called Contents is used to organize these elements. Since the 

DTDL contents property allows the definition of a set containing different types of 

elements, it is proposed to use additional folders to organize these different types. 

As a result, other mandatory folders are used, named Telemetries, Properties, 
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Commands, Relationships, and Components. Each of these folders organizes the 

OPC UA Nodes representing the other DTDL metamodel classes. The detailed 

mapping of these elements will be outlined subsequently. The DTDL schemas 

property represents a set of reusable schemas used to describe the data format in 

a digital twin interface. DTDL provides a comprehensive set of primitive data types 

and supports various complex schemas, including Arrays, Enums, Maps, and 

Objects. In OPC UA, the DataType NodeClass is used to define the representation 

of DTDL data types. DTDL primitive data types can be directly mapped to OPC UA 

built-in types, while DTDL complex schemas are mapped to OPC UA Enumeration, 

Structured, and Array DataTypes. The Schemas folder is used to organize the OPC 

UA DataTypes that map the schemas featured by the current interface. The final 

mandatory folder is the Extends FolderType Object, which maps the extends 

property of the Interface metamodel class. In DTDL, Interfaces can inherit from 

multiple interfaces. The HasAddIn Reference allows the Extends folder to point to 

the Objects of DTDLInterfaceType modeling the DTDL Interfaces from which the 

current interface is composed. 

3.3.2 – Telemetry 
The metamodel class Telemetry describes the data emitted by any digital twin, 

whether the data is a regular stream of sensor readings or a computed stream of 

data, such as occupancy, or an occasional error or information message. This class 

has sev-eral properties enriching the description of the telemetry data. Table 5 

shows the properties defined for this class. 

Table 5. Properties of Telemetry class 

Property Mandatory/Optional 

@type mandatory 

name mandatory 

schema mandatory 

@id optional 

comment optional 

description optional 

displayName optional 

unit optional 
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As DTDL Telemetry class is used to describe data, it seems that the OPC UA 

DataVariable Node may well represent this DTDL class. For this reason, it has been 

assumed to map the DTDL Telemetry class with a custom OPC UA VariableType, 

called DTDLTelemetryType, derived from the BaseDataVariableType. Some of the 

basic attribute of the DTDLTelemetryType may be used to represent DTDL 

properties of Telemetry class. Table 6 gives the mapping of the properties of Class 

Telemetry with the attributes of OPC UA DTDLTelemetryType. 

 

Table 6. Mapping of properties of Telmetry class into OPC UA DTDLTelemetryType attributes. 

Telemetry  

class properties 

OPC UA 

DTDLTelemetryType 

attributes 

name BrowseName 

schema DataType 

@id NodeId 

description Description 

displayName DisplayName 

 

About @type, @id, description and displayName the same considerations done 

for the Interface class may be done, as they are still valid for this class. In particular, 

for each OPC UA Variable of OPC UA DTDLTelemetryType type used to represent 

the DTDL Telemetry, the @type property may be represented by the 

HasTypeDefinition Reference pointing to the OPC UA DTDLTelemetryType type. 

The DTDL schema property represents the data type of the Telemetry; OPC UA 

DataType seems suitable to represent this property. The DTDL name property is 

defined as the "programming" name of the telemetry; mapping with the OPC UA 

BrowseName attribute seems suitable. The optional properties of Telemetry class, 

comment (which allows to define a comment for model authors) and unit (which 

defines a semantic type of the Telemetry) were mapped using OPC UA Property 

Node, as shown by Figure 25. As it can be seen, the DTDLTelemetryType is a 

VariableType (with several attributes including those shown by Table 6) that has 
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two optional properties, Comment and Unit, mapping the Telemetry Class 

properties comment and unit, respectively. 

 

 

 

 

 

 

 

 

It is important to point out that the proposed modelling of Telemetry class with 

the custom DTDLTelemetryType VariableType, allows to make available the OPC 

UA attribute Value, which may be used to contain the real telemetry value of the 

digital twin. 

 

3.3.3 – Property 
The metamodel class Property allows to describe the read-only and read/write 

state of any digital twin. For example, a device serial number may be a read-only 

property, the desired temperature on a thermostat may be a read-write property; 

and the name of a room may be a read-write property. This class has several 

properties, shown by Table 7. 

Table 7. Properties of Property class 

Property Mandatory/Optional 

@type mandatory 

name mandatory 

schema mandatory 

@id optional 

comment optional 

description optional 

displayName optional 

DTDLTelemetryType 

VariableType 

PropertyType 
Comment 
[Optional] 

HasProperty 

Property 

PropertyType 
Unit 

[Optional] 

Property 

HasProperty 

Figure 25. OPC UA DTLD TelemetryType 
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unit optional 

writable optional 

 

Due to the feature of the DTDL Property class, it seems that it may be represented 

by the OPC UA Property Node. For this reason, it has been assumed to map the 

DTDL Property class with a custom VariableType, called DTDLPropertyType, 

extending the OPC UA PropertyType.  Some of the basic attribute of the 

DTDLPropertyType may be used to represent properties of the Property class. 

Table 8 shows the proposed mapping of Property class properties with the 

attributes of OPC UA DTDLPropertyType. The same considerations done for the 

same properties seen for the two previous classes are still valid and can be applied 

to the Property class. About the writable property, it has been mapped to the 

WriteMask attribute as the semantic is exactly the same. 

Table 8. Mapping of properties of Property class into OPC UA DTDL PropertyType attributes. 

Property class properties OPC UA DTDL 

PropertyType attributes 

name BrowseName 

schema DataType 

@id NodeId 

description Description 

displayName DisplayName 

writable WriteMask 

 

Properties of the Property class which are not present in this table have been 

mapped using the OPC UA Property Node, as shown by Figure 26.  
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Figure 26. OPC UA DTDL PropertyType 

The DTDLPropertyType extends the PropertyType and features two optional 

properties, Comment and Unit, mapping the Property Class properties comment 

and unit, respectively. As said for the Telemetry class, the proposed modelling of 

Property class with the custom DTDLPropertyType VariableType, allows to make 

available the OPC UA attribute Value, which may be used to contain a value of the 

property, if needed. 

 

3.3.4 – Command 
The metamodel class DTDL Command allows to describe a function or operation 

that can be performed on digital twins. Table 9 shows the properties defined for 

this class.  

Table 9. Properties of Command class 

Property Mandatory/Optional 

@type mandatory 

name mandatory 

@id optional 

comment optional 

description optional 

displayName optional 

request optional 

response optional 

 

It was assumed to represent the Command class through a custom OPC UA 

ObjectType, called DTDLCommandType. The reason of this mapping is due to the 
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need to represent both properties and method; on account of what said about 

OPC UA, the only NodeClass suitable to represent complex structure is the 

ObjectType. The DTDLCommandType will inherit all the attributes of the OPC UA 

Base NodeClass. Some of these attributes are used to represent the properties of 

the Command class, as shown by Table 10. The considerations about mapping of 

the properties shown in the table, done for the previous mappings, are still valid 

for the Command class. 

 

Table 10. Mapping of properties of Command class into OPC UA DTDLCommandType attributes. 

Command  

class properties 

OPC UA 

DTDLCommandType 

attributes 

name BrowseName 

@id NodeId 

description Description 

displayName DisplayName 

 

Three properties must be mapped into OPC UA, comment, request and response. 

Furthermore, the function or operation represented by the Command class must 

be modelled in OPC UA; use of OPC UA Method seems the most suitable choice to 

reach this goal.  In order to realize these mappings, the structure shown by Figure 

27 has been considered for the DTDLCommandType ObjectType. As shown, the 

DTDLCommandType is an ObjectType featuring a property and a method. The 

property called Comment models the comment property of the DTDL Command 

class. The OPC UA method called Command represents the function/operation 

modelled by the DTDL Command class; according to the OPC UA specification each 

method features optional input and output parameters: They are called Request 

and Response, respectively, and represents the relevant properties of the DTDL 

Command class. 
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3.3.5 – Relationship 
The metamodel class DTDL Relationship describes a link to another (separate) 

digital twin and enables graphs of digital twins to be created. The class features 

the properties shown by Table 11. 

Table 11. Properties of Relationship class 

Properties Mandatory/Optional 

@type mandatory 

name mandatory 

@id optional 

comment optional 

description optional 

displayName optional 

maxMultiplicity optional 

minMultiplicity optional 

properties optional 

target optional 

 

Property 

HasProperty 

Request 
[Optional] 

InputArgument 

Response 
[Optional] 

OutputArgument 

Property 

HasProperty 

Command 

Method 

DTDLCommandType 

ObjectType 

PropertyType 
Comment 
[Optional] 

HasProperty 

Property 

HasProperty 

Figure 27. OPC UA DTDLCommandType 
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writable optional 

 

As done for other DTDL metamodel classes, this class has been mapped using an 

OPC UA ObjectsType. A custom ObjectType has been defined and called 

DTDLRelationshipType. Table 12 shows the mapping of Relationship class 

properties with the attributes of this OPC UA ObjectType.  

 

Table 12. Mapping of properties of Relationship class into OPC UA DTDLRelationshipType attributes. 

Relationship class 

properties 

OPC UA 

DTDLRelationshipType 

attributes 

name BrowseName 

@id NodeId 

description Description 

displayName DisplayName 

writable WriteMask 

 

The properties of Relationship class not present in this table were mapped using 

OPC UA Nodes, according to the schema shown by Figure 28. As shown, the 

DTDLRelationshipType is an ObjectType featuring three properties linked by 

HasProperty Reference; these properties are named Comment, MinMultiplicity 

and MaxMultiplicity. They model the DTDL properties comment, minMultiplicity 

and maxMultiplicity, respectively. The comment property is a comment for model 

authors, whilst minMultiplicity and maxMultiplicity represent the minimum and 

maximum multiplicity for the target of the relationship, respectively.  The DTDL 

properties represents the set of metamodel Property class that define 

relationship-specific state. In order to represent this set, a folder has been 

considered in OPC UA; in the Figure 28 it is called Properties. This folder will 

contain OPC UA Nodes each modelling a metamodel Property class; Figure 28 

shows that the folder Properties organizes OPC UA Property Nodes belonging to 

DTDLPropertyType. As the DTDL properties is optional, the Modelling Rule 

relevant to each OPC UA Property Node is an OptionalPlaceholder. 



86 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The last DTDL property to be mapped is the target, representing the link to a 

metamodel class Interface. In OPC UA links between Nodes are realized using 

References, as explained in Section 3; for this reason, the DTDL target was mapped 

into OPC UA through a Reference pointing to the OPC UA Node modelling the 

Interface to which the Relationship refers. A custom Reference, called 

DTDLHasTarget has been defined as subtype of HierarchicalReference, as shown 

by Figure 29. Figure 29 shows that the DTDLHasTarget reference allows an Object 

of DTDLRelationshipType type to point to a DTDLInterfaceType Node, modelling a 

DTDL Interface. 

 

DTDLRelationshipType 

Property 

Property 

HasProperty 

HasComponent 

ObjectType 

Object 

DTDLHasTarget 

Comment 
[Optional] 

PropertyType 
MinMultiplicity 

[Optional] 

PropertyType 

InterfaceName 
[Optional] 

DTDLInterfaceType 

Property 

HasProperty 

MaxMultiplicity 
[Optional] 

PropertyType 

Property 

HasProperty 

<Property> 
[OptionalPlaceholder] 

DTDLPropertyType 

Organizes 

Object 

FolderType 

[Mandatory] 
Properties 

Figure 28. OPC UA DTDLRelationshipType 
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3.3.6 – Component 
The metamodel class Component enables interfaces to be composed of other 

interfaces. Components are different from Relationships because they describe 

contents that are directly part of the interface, whilst a relationship describes a 

link between two interfaces. Table 13 shows the properties defined for this class. 

Table 13. Properties of Component class 

Property Mandatory/Optional 

@type mandatory 

name mandatory 

schema mandatory 

@id optional 

comment optional 

description optional 

displayName optional 

 

The OPC UA structure used to represent the Component class into the OPC UA 

domain is again the OPC UA ObjectType NodeClass. A custom OPC UA ObjectType 

called DTDLComponentType has been defined. Table 14 shows the mapping of 

some properties of the DTDL Component class with the attributes of OPC UA 

DTDLComponentType.  

 

 

 

 

Reference

s 

HierarchicalRefererences 

DTDLHasTarget 

Figure 29. OPC UA DTDLHasTarget Reference 
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Table 14. Mapping of properties of Component class into OPC UA DTDLComponentType attributes. 

Component  

class properties 

OPC UA 

DTDLComponentType 

attributes 

name BrowseName 

@id NodeId 

description Description 

displayName DisplayName 

 

The properties comments and schema, which are not present in this table, have 

been mapped using the OPC UA Nodes. Figure 30 provides a graphical 

representation of the proposed solution. As the Figure 30 shows, the 

DTDLComponentType is a ObjectType that has an optional property called 

Comment; it models the DTDL property comment, which allows to define a 

comment for model authors. The other DTDL property to be mapped is the 

schema, which defines the DTDL Interface of the component. As the DTDL 

Interface has been modelled in OPC UA by an Object of DTDLInterfaceType type, 

Figure 30 shows the presence of a mandatory Object of this type. In order to allow 

the DTDLComponentType Object to point to the DTDLInterfaceType Object, a 

custom Reference has been defined called DTDLHasSchema, as shown by the 

Figure 30. As done for the DTDLHasTarget Reference, this custom reference is a 

subtype of Hierarchical Reference.  

 

 

 

 

 

 

 

 

DTDLComponentType 

ObjectType 

PropertyType 
Comment 
[Optional] 

HasProperty 

Property 

DTDLInterfaceType 
InterfaceName 
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Object 
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Figure 30. OPC UA DTDLComponentType 
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3.3.7 – Example of Mapping 
The aim of this subsection is to give an example of the mapping from DTDL to OPC 

UA. The DTDL Interface shown by Figure 31 is considered. As it can be seen, the 

interface is made up by a Telemetry element and by a Property element. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 32 shows the OPC UA Nodes mapping the DTDL Interface with 

displayName=”Thermostat”. In particular, the OPC UA Object is an instance of the 

DTDLInterfaceType ObjectType. It features a component made by the folder 

Contents; this folder organizes two other folders (Telemetries and Properties), 

aimed to organize the OPC UA Nodes modelling DTDL Telemetry and Property, 

respectively. The folder Telemetries organizes only a Variable, which is the 

instance of the DTDLTelemetryType, modelling the DTDL Telemetry with 

name=”temp”, shown by Figure 31. The folder Properties organizes only a 

Property of DTDLPropertyType, modelling the DTDL Property with name 

“setPointTemp”. Each OPC UA Node modelling a DTDL element, features a 

HasTypeDefinition Reference (not shown in Figure 32 for space reason). The 

Interface DTDL Definition 

{ 

    "@id": "dtmi:com:example:Thermostat;1", 

    "@type": "Interface", 

    "displayName": "Thermostat", 

    "contents": [ 

        { 

            "@type": "Telemetry", 

            "name": "temp", 

            "schema": "double" 

        }, 

        { 

            "@type": "Property", 

            "name": "setPointTemp", 

            "writable": true, 

            "schema": "double" 

        } 

} 

Figure 31. Example of DTDL Interface 
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reference points to the related OPC UA type, modelling the DTDL @type property. 

For example, the Object named “Thermostat” has the HasTypeDefinition 

Reference pointing to the DTDLInterfaceType ObjectType. It is important to point 

out that OPC UA Node modelling a DTDL element features the NodeId attribute. It 

is not shown in Figure 32 as the relevant value is assigned by an OPC UA Server at 

run-time; the reader must take into account the presence of this attribute 

modelling the DTDL @type property. A last consideration to be done, is that the 

proposed modelling of Telemetry and Property entities with the custom 

DTDLTelemetryType and DTDLPropertyType VariableTypes, allows to make 

available the OPC UA attribute Value of the relevant Variable and Property Nodes 

present in Figure 32, which may be used to contain a value if needed (e.g. a real 

telemetry value of the digital twin). 
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Figure 32. Example of DTDL Interface 
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3.3.8 – Discussion 
This research work introduces a solution for mapping from DTDL to the OPC UA 

Information Model. The proposal enables the representation of each DTDL 

element as a corresponding OPC UA element, facilitating interoperability between 

DTDL models and OPC UA. Through the proposed solution, information 

maintained by a DTDL Digital Twin can be published by an OPC UA server, making 

this information accessible to any OPC UA-compatible device (acting as an OPC UA 

client and/or subscriber). This research is original, as the issue has not been 

addressed before. A software solution available in the literature, called 

OPCUA2DTDL, can convert an OPC UA information model into DTDL structures but 

does not perform the mapping in the opposite direction, as proposed here. The 

mapping solution presented extends the OPC UA standard information model to 

incorporate DTDL metamodel classes. In conclusion, the proposed mapping 

achieves the objectives set by the Fourth Industrial Revolution by creating 

increasingly flexible, interoperable, and innovative systems and services, and by 

improving the quality and efficiency of industrial production through the use of 

Digital Twins. 

Chapter 4 – Predictive Maintenance Solutions for 

Digital Twins 

Predictive Maintenance (PdM) has revolutionized the way industrial plants is 

managed. It is a strategy aimed at enhancing productivity, product quality, and 

overall system effectiveness using advanced data and technologies. In this 

context, the introduction of Digital Twins represents a significant advancement, 

allowing for even more precise and efficient monitoring and management of 

maintenance. The concept of Digital Twin is closely linked to the Internet of Things 

(IoT), which facilitates the collection and transmission of large amounts of data 

through network-connected intelligent sensors [48,51]. Once processed using 

Artificial Intelligence (AI) and Machine Learning (ML) algorithms, this data provides 

valuable insights into the health status of system components and predicts 
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potential failures well in advance. This approach not only reduces unplanned 

downtime but also enables more efficient planning of maintenance interventions, 

thereby reducing overall maintenance costs and extending the lifespan of 

components. The use of Digital Twins in predictive maintenance represents a 

significant breakthrough for various industrial sectors. For instance, in the 

manufacturing sector, Digital Twins can be employed to monitor the operating 

conditions of machinery, detecting anomalies and forecasting when maintenance 

will be necessary. In the energy sector, Digital Twins can be applied to manage 

energy production and distribution infrastructure, optimizing operations and 

improving system reliability. The adoption of predictive maintenance solutions 

based on Digital Twins offers several advantages, including the ability to perform 

targeted and timely maintenance interventions, reducing downtime and 

maintenance costs, and increasing the longevity of system components. 

Additionally, the capability to monitor real-time operational conditions allows for 

the optimization of resource use and overall system efficiency. In this chapter, we 

will explore predictive maintenance solutions for Digital Twins by analyzing the 

Machine Learning techniques used to predict failures. We will present two real 

case studies based on research we have conducted: one applied to astronomical 

telescopes [52][53] and the other to steel industrial components[54]. We will also 

examine the challenges and opportunities related to the implementation of these 

solutions, with the aim of providing a comprehensive overview of the potential 

and benefits offered by Digital Twins in predictive maintenance. 

4.1 – Digital Twin of a Cherenkov Telescope for Predictive 

Maintenance 
As previously described, Predictive Maintenance (PdM) has revolutionized the 

management of industrial plants and infrastructure, significantly improving 

reliability and operational efficiency. With the advent of Digital Twins, this strategy 

has found a new application dimension, particularly useful in high-precision and 

critical contexts, such as astronomical observatories. In the case of an 

astronomical telescope, predictive maintenance takes on crucial importance. 
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Telescopes, being complex instruments that integrate highly specialized motors, 

sensors, and control devices, must operate with the utmost precision and without 

interruptions. Any malfunction or failure can not only compromise the collected 

data but also disrupt scientific experiments of invaluable worth. In this scenario, 

the adoption of Digital Twins offers an innovative solution for optimizing 

maintenance operations and ensuring the continuity of observations. By 

integrating real-time data collected from sensors and devices, the Digital Twin 

enables constant monitoring of component status and the prediction of potential 

failures before they occur. This approach not only enhances the accuracy of 

anomaly detection but also allows for more strategic and less invasive planning 

and management of maintenance interventions. In the following sections, we will 

explore in detail how predictive maintenance can be applied through the use of 

Digital Twins in the context of a Cherenkov-type astronomical telescope [53]. We 

will analyse the Machine Learning techniques used to predict failures, examining 

how these techniques can be implemented and adapted to meet the specific 

needs of astronomical observatories. By presenting a concrete case study, we will 

evaluate the challenges and opportunities offered by this innovative integration. 

 

4.1.1 –  Description of Scenario 
In our study, we developed a Digital Twin for predictive maintenance system 

tailored for an astronomical telescope, specifically focusing on an array of 

Cherenkov telescopes [55][56]. These arrays represent the pinnacle of ground-

based facilities for detecting very-high-energy electromagnetic radiation, ranging 

from 20 GeV to 300 TeV. When this radiation enters the Earth's atmosphere, it 

generates secondary cascades of charged particles. These cascades can be directly 

detected or, as is the case with Cherenkov telescope arrays, through the 

Cherenkov radiation they produce. Given the extensive area covered by these 

arrays, approximately 100,000 square meters, multiple telescopes are necessary 

to capture the full scope and to reconstruct the characteristics such as energy and 

direction of the primary gamma rays responsible for these cascades. 
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The Cherenkov telescope array includes three distinct types of telescopes: 

• Large Size Telescopes (L.S.T.): Featuring parabolic mirrors with diameters 

around 25 meters. 

• Medium Size Telescopes (M.S.T.): Equipped with parabolic mirrors 

approximately 12 meters in diameter. 

• Small Size Telescopes (S.S.T.): With parabolic mirrors up to 6 meters in 

diameter. 

For our case study, we examined a prototype of a Small Size Telescope located at 

the Serra La Nave astronomical observatory in Catania [54]. As highlighted in the 

introduction, minimizing telescope downtime is crucial. This entails enhancing the 

availability of the telescope’s sub-components and reducing costs associated with 

corrective maintenance.The initial phase of our research involved conducting a 

reliability analysis of the system to identify the components most susceptible to 

failure. To achieve this, we employed Fault Tree Analysis (FTA), a widely 

recognized method in traditional reliability analysis. The results of the FTA 

revealed that the components most likely to encounter defects are the motors 

responsible for the telescope’s elevation and rotation. Below is a brief overview of 

these critical motors.The telescope is equipped with three three-phase servo 

motors provided by SEW-EURODRIVE: 

• Two Servo Motors (Model CFM71S/BR/HR/KTY/RH3L/SB50): Positioned at 

180-degree intervals, these motors handle movement along the azimuth 

axis. They feature differential torque to provide preload, ensuring 

precision under all operating conditions. These motors use a COTS 

(Commercial Off-The-Shelf) gear with a brake (5 Nm braking torque), a 

manual brake release, and an emergency shaft for battery drill operation 

during power failures [57]. 

• One Servo Motor (Model CFM90L/BR/HR/KTY/RH3L/SB50): This motor is 

dedicated to the telescope’s elevation. It includes a manual brake and an 
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unlocking mechanism to ensure safe operation and prevent damage to 

both personnel and equipment [58]. 

The telescope is outfitted with an extensive array of sensors designed to monitor 

various mechanical and electrical components. For the maintenance model 

development, we focused on the data from the motors. The sensor data includes: 

• Current consumption of the motor (A) 

• Applied torque for driving the transmission (Nm) 

• Motor temperature (°C) 

• Motor status (moving, online, or standby) 

• Brake status (engaged or not engaged) 

We utilized a dataset comprising time series data collected over five years (from 

January 2017 to February 2022), with measurements taken every 15 seconds. Each 

data point is timestamped with year, month, day, hour, minute, and second. 

Unfortunately, there was limited information available regarding faults and 

maintenance operations related to each timestamp. Maintenance reports were 

sparse, and details about component replacements or repairs, particularly for 

motors, were minimal. To address this, we conducted interviews with 

maintenance team members to gather additional information about any faults 

observed in the telescope. We prepared and distributed questionnaires to system 

technicians, requesting them to document dates when abnormal behaviors were 

recorded, with a particular focus on the motors. 

 

4.1.2 – A Brief Overview of Fault Tree Analysis 
The Fault Tree Analysis (FTA) is a diagrammatic analytical technique that is used 

for Reliability, Maintainability and Safety Analysis. It is a top-down (deductive) 

analysis, proceeding from the top event level to the basic event one through 

successively more detailed steps of analysis until the probability of occurrence of 

the top event can be predicted in the context of its environment and operations 

[59]. The FTA is the most used quantitative technique for accident scenario 

https://www.sciencedirect.com/topics/engineering/maintainability
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assessment in the industry field; the construction of a FT requires the following 

steps [59]: 1. define the system; 2. define top undesired events; 3. establish 

boundaries; 4. construct fault tree; 5. evaluate fault tree; 6. validate fault tree; 7. 

modify fault tree; 8. apply results.A basic example is now performed aiming at 

showing the analysis method: we call it the safe trip. Table 15 shows the logic gates 

which are used to the construction of the FT. Fig.33 depicts the fault tree model 

of the trip; the top event (TE, the trip failure) can be triggered if the car (basic 

event, BE2) and the smartphone (basic event, BE1) -that helps to call a safety car- 

both fail; it shows the representation of the problem, where the AND gate models 

the combined failure of car and smartphone. Several methodologies can be 

applied to solve FT (e.g. Markov Chain, Continuous Markov Chain, Boolean logic 

Driven Markov Processes, etc.), among which the more consolidated appears the 

Monte Carlo Simulation [61] in order to overtake the space state explosion of the 

Markov analysis approach. The FTA enabled to identify the telescope components 

most likely to fail. The risk analysis carried out under the FTA shows that the 

components most prone to defects are motors that allow the telescope to rise and 

rotate. 

 

Table 15. Basic fault tree gates. 

 

 

 

 

 

 

 

 

 

Symbol Action Description 

 

 

 

 

OR gate 

The output occurs only if at least one 

of the inputs occur 

 

 

 

 

AND gate 

The output occurs only if all the inputs 

occur together 
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4.1.3 – Unsupervised Learning and Anomaly Detection 
Unsupervised learning involves the analysis of data that is unlabelled, unclassified, 

and uncategorized. The primary goal of unsupervised learning is to identify hidden 

patterns and relationships within the data that have not been explicitly labeled. 

Unlike supervised learning, which requires pre-labeled data for regression or 

classification tasks, unsupervised learning methods do not rely on known output 

values and are thus not directly applicable to problems where outcomes are 

predefined. 

Clustering for Anomaly Detection 
Unsupervised learning is particularly useful in anomaly detection, where the 

objective is to identify unusual patterns that deviate from the norm. This is 

achieved through the creation of clusters that help differentiate between normal 

system behavior and anomalous data. Several clustering algorithms were tested 

in this study to determine which offers the best performance for predictive 

maintenance: 

BE2 

TE 

AND 

BE1 

Figure 33. The Safe Trip FT representation 
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• Clustering-Based Local Outliers (CBLO): This method is grounded in the 

Local Outlier Factor (LOF) [60]. CBLO identifies outliers based on their physical 

significance and the degree to which they deviate from the rest of the data. 

• K-Nearest Neighbors (KNN): This algorithm forms clusters by evaluating the 

geometric distances between data points. The closer two samples are to each 

other, the more likely they are to be part of the same cluster [62]. 

• Principal Component Analysis (PCA): PCA [63] is used for anomaly 

detection by projecting data onto principal components and calculating the 

reconstruction error. This approach, inspired by neural network Autoencoders 

[64], helps determine whether a given input is anomalous based on how well it fits 

the principal components of the data [65]. 

• Isolation Forest: This method isolates anomalies by recognizing data points 

with unusual characteristics, such as rarity or extreme values, compared to the 

overall dataset [66]. 

 

PyCaret for Anomaly Detection 
PyCaret [67] is an open-source, low-code machine learning library in Python that 

automates machine learning workflows. It is an end-to-end machine learning and 

model management tool that speeds up the experiment cycle exponentially and 

makes you more productive. It was used in the research here presented. PyCaret 

features the anomaly detection module, which is an unsupervised machine 

learning module that performs the task of identifying rare items, events, or 

observations that raise suspicions by differing significantly from the majority of 

the data. PyCaret’s anomaly detection module supports many unsupervised 

machine learning algoritms; among them there are those cited before (i.e. CBLO, 

KNN, PCA and IForest). The main outputs of the modules used in the library are: 

Anomaly and Anomaly_Score. The first one is a Boolean and a value of 1 is assigned 

if the pattern in input is classified as an outlier/anomaly. Anomaly_Score 

represents the value computed by the algorithm and represent a degree ranging 
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from 0 to 1 of the anomaly found. In particular, a high value means a very 

abnormal behaviour; if a pattern is classified with a high value of Anomaly_Score, 

this means that the probability that the pattern represents an anomal behavior is 

very high [68]. 

4.1.4 – Proposed Approach for Anomalies Detection 
The reserch work has been developed into two steps. The first one was based on 

a risk analysis using the FTA, whilst the second step was about the realization of a 

data science – based project in order to realize a Digital Twin system for predictive 

maintenance of the case study.  

The use of the FTA enables to identify the main causes contributing to the 

undesired top event, which is the total block of the telescope (Figure 34) The basic 

events  of the tree represents the  failure of the mechanical system of the 

telescope. This event can be generated if at least one of the three main 

components Azimuth and Elevation Bearings, Synchronous Servomotors and Stow 

Pins, which make up the system, fails.  

The azimuth and elevation bearings are elements that allow the rotation and 

the elevation of the telescope structure; the relevant causes of fault may be due 

to wear and corrosion.  

The Stow Pins block undesired movements of the telescope; the main cause of 

the failure of the limit switch is the corrosion of the electrical connection.  

The synchronous servomotors handle the elevation and rotation movements of 

the telescope structure. The servomotors consist of 4 main sub-components, each 

of which has several child nodes that indicate the possible causes of failure of the 

sub-component itself.  

The absolute encoder allows to measure the angular position of the crankshaft; 

there are several reasons contributing to its failure, such as dirt contamination or 

electrical problems as shown by Figure 34.  

Servomotors bearings reduce friction between moving components and fixed 

components of the motors. In general, bearings suffer from deterioration caused 

by motor drives and corrosion due to environmental effects.  
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Windings have the function of generating an electromagnetic field when they 

are crossed by electric current. Also in this case, the causes of fault may be 

different, for example mechanical or electrical problems as shown by Figure 34.  

Finally, we find the brakes that perform the braking action of the engine. The 

latter can break due to problems with internal circuits caused, for example, by 

environmental conditions. 
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Figure 34. Fault tree of the telescope. 

 

Through the analysis of historical data collected from the telescope, it has been 

discovered that the brake is the component of the servomotor that has 

experienced the highest failure rate during observation activities. Studies 

conducted on the servomotor's brake show that environmental conditions are the 
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most significant factor contributing to its failures For example, the presence of 

condensation in the brake system causes corrosion of the brakes which, over time, 

reduces their efficiency until they are completely broken. The telescope's location 

on the Etna volcano, 1725 meters above the sea level, amplifies the corrosion 

process of the brakes due to weather and environmental conditions. 

On the basis of the results achieved in the first step of the research, the second 

and last phase were aimed to realize an unsupervised machine learning approach 

for the PdM. The approach was limited to the servomotors.  

Considering the telescope servomotors, pointed out that the measurements 

available for the motors are the current, torque, temperature, brake status and 

motor status. However, the data cannot be used directly to create the 

maintenance model since they are present in raw form. For this reason, it was 

necessary to perform a data processing; techniques of data pre-processing (e.g., 

data type transformation, correlation analysis) and feature selection (selects a 

subset of the most representative features) were applied, as it will be shown in 

the following. These techniques are able to produce a data set ready for 

processing with an unsupervised machine learning algorithm to create a 

maintenance model.  

Values from the sensors available on the servomotors are produced with 

information about time stamp, coded using time representation in Unix operating 

systems. Figure 35 shows an example of values and Unix timestamps associated. 
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Figure 35. Example of Unix timestamps. 

 
The first step was relevant to data pre-processing aimed to convert Unix 

timestamps to UTC format for all the sensors.  

Another data pre-processing procedure was applied; based on the analysis of the 

values available from sensors, it was noticed the presence of outliers which far 

exceed the range of values. Outliers or anomalies may be due to failure conditions 

in a system, related to the actual presence of a fault or malfunctions of some 

components of the system. Sometimes, outliers may also be relevant to data 

produced by faulty sensors and are not system anomalies, and in these cases, they 

will have to be eliminated from the available data. An example is given by the 

temperature values of the motor, shown by Figure 36. 

 

 
Figure 36. Temperature time series values with outliers. 
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Figure 37 shows the temperature time series after removing several sensor 

reading errors (it was possible to see temperature values exceeding 4.000 °C).  

 

 
Figure 37. Temperature values without outliers 

 
Another set of outliers which were removed, was relevant to the motor data 

produced at the end of 2018. In that period, the telescope's engine failed due to 

the infiltration of water due to a severe storm that struck Catania. The information 

from this data is not significant for constructing the predictive model, as the 

damage caused by weather events is considered to be random and unpredictable. 

The telescope was repaired, and it came back in service only six months later in 

June 2019. Even though the telescope was out of order, the sensors connected to 

it continued to operate, detecting erroneous and misleading values. For these 

reasons data about that time interval has been deleted from the dataset. 

After the data pre-processing procedures, feature engineering was applied. 

Feature selection by Pearson correlation has been applied [69]. The correlation 

matrix relative to the five features available (torque, current, engine status, brake 

status and temperature) was calculated. The features are strongly linearly related 

and have almost the same effect on model learning. Thus, when two features are 

highly correlated, it is possible to remove one of the two features. 
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Figure 38. Correlation Matrix. 

 
The correlation matrix (Figure 38) shows a strong correlation between the current 

and torque of the motor. For this reason, it was decided to take into account only 

the current feature. 

A further step was to merge data based on the time stamp column (UTC time 

stamp); the result is a single table shown by Figure 39. 

 

 
Figure 39. Final table after data merging. 

On this latter information content was applied the normalization process. 

Normalization allows to resize the values of the numeric columns in the data set 

without altering the differences in the ranges of values or losing information. 

Normalization can be applied through various methods; in this approach, the Z-

score algorithm was used, [70]. 

The data pre-processing and feature engineering procedures were considered 
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enough to proceed to build the machine learning model for the detection of 

anomalies. The model developed, as mentioned in the previous sections, is based 

on the use of unsupervised learning algorithms due to the presence of very poor 

set of time-based information on engine failures. As said, the approach is based 

on the classification of anomalies using an analog degree, allowing the detection 

of the most critical and those with the highest probabilities to be associated to a 

failure. 

To evaluate the performance of the classification approach, information about 

real cases of fault or in general anomalies, were important. To overtake this 

problem, a questionnaire to be submitted to the system technicians was edited. 

This questionnaire asked operators to indicate the dates when they recorded 

abnormal telescope behaviour. Through the questionnaire we got dates when the 

engine went into fault or when its behaviour was not normal. This enabled the 

results comparison of the AI models developed with the questionnaire 

information.  

 

 

4.1.5 – Result 
Different algorithms for clusters generation were used, in order to point out the 

better performances; in particular: Clustering-Based Local Outliers (CBLO), the K-

Nearest Neighbors (KNN), the Principal Component Analysis (PCA) and the 

Isolation Forest. PyCaret was the Python open-source machine learning library 

used for the development of the models. The unsupervised models based on CBLO 

e PCA algorithms feature a very similar performance. Considering the same set of 

data collected from 2017 to 2022, both the models detect the same anomalies (93 

in total). The information about the real failures or malfunctions occurred in the 

system confirmed that the anomalies found by the unsupervised models were 

related to abnormal status of the system. The performances of the other two 

approaches were lower, and many of the anomalies found do not correspond to 

real abnormal conditions. In order to show some of the results achieved, Figure 40 
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points out the classification results relevant to three patterns acquired in 

November 2021 (blue points) and one pattern acquired in February 2022 (yellow 

point); the same figure points out the colors associated to each value of the 

Anamaly_Score. These results refer to the Clustering-Based Local Outliers (CBLO) 

algorithm. 

 

Figure 40. Result graph and Anomaly_Score. 

 

Let us consider the pattern acquired in February 2022, it was classified with an 

Anomaly_Score of 1; according to the information about the real system, in 

February 2022 the brake of the elevation motor failed. The system was totally 

blocked, and the telescope was out of order for many weeks until it was repaired. 

During this time interval no scientific experiments were done. The patterns 

acquired in November 2021 have been classified with an Anomaly_Score of 0.4. 

Information about the real status of the system was available for these patterns, 

and no occurrence of failures or malfunctions were stored; according to this 

information, the system was fully running in that period of the year. It is very 

interesting to point out that the patterns acquired in November 2021 are strongly 

related with the failure occurred in February 2022. The values of the sensors 

measured in November 2021 were out of range as the brake of the motor were 

about to fail; the unsupervised model classified these patterns as anomalies with 
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a medium degree of waring. This information could be used to plan maintenance 

inspection ; this last check would have highlighted the anomalous working 

conditions  avoiding the fault of the motor and the breakdown of the system, with 

a great efforts saving.t. From this example we understand how the anomaly score 

generated by the AI model allows the maintenance technician not only to 

understand the severity of the reported anomaly but also to effectively plan 

maintenance actions in order to prevent failures of the system. 

4.1.6 – Discussion 
This research developed an innovative Digital Twin approach specialized in 

predictive maintenance (PdM) of Cherenkov telescopes, leveraging machine 

learning techniques. The Digital Twin created for this study collects and analyzes 

both historical and real-time data from the telescope, processing it using artificial 

intelligence and machine learning models to optimize predictive maintenance. The 

primary goal of the Digital Twin is to minimize telescope downtime, reduce 

corrective maintenance costs, and extend the lifespan of system components. One 

of the main challenges in developing this Digital Twin was the lack of labeled 

failure data, as the original data collection was focused on service monitoring 

rather than predictive maintenance. To overcome this limitation, the research 

employed unsupervised learning techniques, utilizing an approach that integrates 

system reliability analysis through Fault Tree Analysis (FTA). This analysis helped 

identify components with a higher probability of failure, providing a foundation 

for the Digital Twin's construction. After preparing the raw data, four main 

algorithms were applied: Clustering-Based Local Outliers (CBLO), K-Nearest 

Neighbors (KNN), Principal Component Analysis (PCA), and Isolation Forest 

(iForest). Among these, the CBLO and PCA models showed the most promising 

results. The anomalies detected by the unsupervised models of the Digital Twin 

were validated as indicators of actual system issues, demonstrating the model's 

ability to predict potential failures before the telescope reaches a critical 

shutdown state. The developed Digital Twin provides two key outputs: Anomaly 

and Anomaly_Score. The latter is particularly valuable for maintenance 
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technicians, as it allows them to assess the severity of the anomaly and plan timely 

corrective actions, preventing failures that could compromise the telescope's 

operation. Finally, future work will focus on further evolving the Digital Twin by 

integrating advanced simulations of telemetry and failure data. This step will 

enable the development of a hybrid system that combines real and simulated 

data, further improving the accuracy and efficiency of predictive maintenance. By 

simulating failure data, the Digital Twin will address the challenge of real-world 

failure data scarcity, paving the way for the use of supervised learning models, 

which are known to deliver superior performance in predictive maintenance 

applications. 

 

 

4.2 – Digital Twin of Standalone Steel Industrial Components 

for Predictive Maintenance 
In the industrial field, steel components represent indispensable pillars that 

support various crucial functions. They form the structural backbone of 

machinery, equipment, and systems, enabling production processes that drive 

modern production lines. Indeed, steel components are widely used in 

engineering structures and industrial machines, but their failures can have severe 

consequences. Their presence may not always be visible or explicitly highlighted 

in the final product or system. Therefore, focusing on industrial steel components 

is a valuable scientific challenge due to the high impact that wear and the well-

known cumulative fatigue damage have on the operations and reliability of 

industrial plant components. For these types of components, the most critical 

failure results from cyclic loads, which characterize most industrial processes. 

Although the steel part may withstand static load, the fatigue phenomenon 

caused by repeated loads leads to its failure. Additionally, cumulative damage in 

steel is nonlinear and dependent on the sequence of stress occurrences as well as 

the mechanical characteristics of the steel itself. Various theories have been 

proposed to explain destructive processes in steel. However, obtaining a 
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comprehensive understanding of these phenomena remains elusive because 

cumulative damage in steel often remains hidden, lacking easily measurable 

indicators, especially in cases where sensors are not in use. Basic failure prediction 

methods, particularly concerning steel fatigue, do not allow for the evaluation of 

cumulative damage under field conditions during execution [71]. Laboratory 

fatigue tests are designed to determine the fatigue resistance of a material in 

endurance tests. Methods [72,73] that use thermography provide a means to 

verify the material's resistance when applied. However, it is not widely applicable 

to autonomous devices, which are the focus of our study. As discussed in [74], the 

accuracy of these theories continues to evolve, given the countless industrial 

applications that rely on steel components, and the availability of process data in 

various contexts is not always straightforward. For these reasons, steel 

components serve as a critical case study to evaluate the benefits of predictive AI 

algorithms that cannot receive real-time data on steel quality. This becomes 

particularly important in situations where sensor installation is impractical or cost 

prohibitive. To address this objective, our research explores an innovative 

approach that combines a Dynamic Reliability Digital Twin model tailored for steel 

components with artificial intelligence to predict the residual useful life of these 

components. As widely recognized, Digital Twins are typically used in combination 

with real-time sensors and other field data sources to monitor and assess the 

current and virtual condition of components. This data can then be used to train 

AI algorithms and predict the residual useful life of the components. Interestingly, 

as suggested in [76], simulated data can also effectively train AI algorithms to 

support machine prognostics, even when run-to-failure data is limited. In this 

context, the adoption of a Dynamic Reliability model appears promising because 

it allows for the integration of both deterministic and stochastic behavior in steel 

components. This offers a dual benefit: firstly, it leverages deterministic 

knowledge on nonlinear damage accumulation rules, allowing for a more accurate 

modelling of cumulative fatigue damage in steel components. Secondly, through 

Monte Carlo simulation, it generates richer data content, facilitating the 
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development of a Digital Twin dataset for AI models. The latter will play a crucial 

role in advanced evaluations of optimal maintenance interventions and, as a 

collateral result of this research, will shed new light on the implementation of 

autonomous cyber-physical applications and the economic evaluation of 

maintenance scenarios. Furthermore, our studies address a crucial research 

question, namely whether a Dynamic Reliability Digital Twin can effectively serve 

as a virtual alternative to real-world use cases to train an AI algorithm. Our results 

identify the most suitable algorithm in terms of performance and the most 

effective training pattern among those simulated by the Digital Twin. A central 

hypothesis of the proposed study is based on the use of the well-known theories 

of Manson & Halford, which, in combination with the Wöhler diagram, are 

adopted to evaluate the cumulative fatigue of the steel sample, as experimental 

data were not available. The dataset thus derived is further enhanced through 

Dynamic Reliability modelling, simulating real-world production scenarios where 

load profiles and steel quality are inherently stochastic rather than deterministic. 

4.2.1 – Methodology 
The mechanical behaviour of steel-based industrial components must be analyzed 

within the context of alternating loads, which can induce stress. In fact, the stress 

from alternating loads, subject to changes in operational and working conditions, 

can lead to cumulative fatigue damage that ultimately triggers failure. With 

modern management styles the prediction of failure, crucial for maintaining 

continuous process operations, relies on evaluating the remaining useful life of 

devices based on known correlations (e.g., vibrations in bearing systems, etc.) 

between failure behaviour and signals obtained from the same device. These 

sensor recordings generate significant amounts of data, which can be leveraged 

to feed AI algorithms for failure prediction purposes. However, in several systems, 

it is either impossible or financially unfeasible to install sensors to detect the aging 

status of the components. We refer to these as standalone components because, 

due to diffusion, allocation, or cost-effectiveness constraints, they are not part of 

a distributed control information system (DCS). In this scenario, this research work  
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proposes the use of a Digital Twin system based on a Dynamic Reliability model to 

generate the required data when sensors are absent, or the failure information 

content is scarce. With this data additional content, the aging process of steel can 

be better analyzed by AI algorithms. Figure 41 shows the platform proposed, 

where a Dynamic Reliability Digital Twin has been coupled with an AI module to 

improve the RUL prediction of steel industrial components. The Dynamic 

Reliability model has been coded using the python language, whereas the AI 

predictor has been implemented using Microsoft Azure Machine Learning as 

Service and in particular the regression and forecast modules. 

 

 

Figure 41. The AI powered Dynamic Reliability Digital Twin platform 

 

Fatigue cumulative damage hypothesis 
The fatigue cumulative damage hypothesis, according to the Palmgren-Miner 

linear damage law, proposes that the total damage caused by fatigue in a 

component is the sum of damages caused by each loading cycle. The hypothesis 

assumes that the damage induced by each cycle is proportional to the applied 

stress range and, furthermore, the damage exhibits a cumulative nature, thus, it 

progressively accumulates over time. Equation (1) shows the mathematical 

equation of this hypothesis: 
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where D is the cumulated damage, di is the damage caused by a single loading 

cycle, and N(i) is the number of cycles to failure when the level of stress (tensile-

compression alternate load) is i. The cumulative damage hypothesis is often used 

to predict the failure of components that are subject to cyclic loading, such as 

gears, shafts, and bearings. Moreover, it is adopted to estimate the number of 

cycles to failure for a given stress range and to design components with a finite life 

and desired reliability. It is important to highlight that this hypothesis is only an 

approximation, and it is not always accurate, especially for materials with a 

complex microstructure or for cases where other factors such as corrosion or 

thermal effects are present. A more complex modelling is proposed by the non-

linear cumulative fatigue hypothesis for which the damage caused at each cycle is 

a non-linear function of the applied cycle stress range that depends also on the 

damage caused by previous cycles (aging process). Under this formulation, the 

total damage can be expressed by the formula: 

 

where g(·) is a non-linear damage function that describes the relationship 

between the applied stress range and the damage caused by each cycle. The non-

linear cumulative damage hypothesis is more accurate than the linear law, 

especially when materials have a complex microstructure or when other factors 

such as corrosion or thermal effects happen. As one can envision, applying the 

formulation proposed by this model in practice is more complex because the non-

linear damage function, which is typically acquired through experimental data or 

numerical simulations, must be evaluated. As regard to steel materials, the link 

between cycle loads and cycles to failure is known since the Wöhler diagram 

(shown in Figure 42). 
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Figure 42. Wöhler diagram; a∞: endurance limit, R: resistance limit. 

Also known as the S-N (stress - number of cycles to failure) curve, the Wöhler 

diagram is a graphical representation of the relationship between the applied 

stress amplitude of alternate loads and the number of cycles to failure for a given 

material. It is typically determined through experimental testing and is used to 

predict the fatigue life of a material. The fatigue limit, also known as the fatigue 

strength or fatigue endurance limit, is the stress level below which a material can 

overcome an infinite number of cycles without failure. The fatigue limit is often 

used to establish design and reliability criteria for components that are subject to 

cyclic loading. Under this umbrella, the Manson & Halford theory on fatigue 

cumulative damage is a model that describes the effect of mean stress on the 

fatigue life of a material [75]. According to this theory, the fatigue life of a material 

is inversely proportional to the mean stress and the stress amplitude. Moreover, 

it assumes that fatigue damage arises from the accumulation of micro-cracks, and 

this theory is frequently employed to predict the fatigue life of materials subjected 

to complex and time dependent loading conditions. The Manson-Halford theory 

and Wöhler diagram are often combined to predict the fatigue life of a material. 

The Wöhler diagram is used to determine the number of cycles to failure for a 

given stress range, while the Manson-Halford theory is used to determine the 

effect of mean stress on the fatigue life. Together, they provide a completer and 
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more accurate picture of the fatigue behaviour of a material. For instance, let us 

consider the Wöhler model as follows: 

 

where m and K are parameters featuring the material under examination, N(i) is 

the endurance number of cycles at i level of stress (tensile-compression alternate 

load). In the next, the assumption proposed in this research work is that the 

endurance number of cycles N should be considered as a stochastic value (because 

the quality of the material cannot be assumed as constant), where the cumulative 

density function is defined by means of a lognormal statistical given by: 

 

where N is the number of cycles to failure,  and  are the parameters of the 

probability distribution and correspond respectively to the location and the scale 

parameter, with this latter that depends on the number of cycles N. The 

parameters of the lognormal distribution can be estimated from a Wöhler diagram 

by fitting the cumulative distribution function (cdf) to the data points. The location 

parameter corresponds to the mean logarithm of cycles to failure, and the scale 

parameter corresponds to the standard deviation of the logarithm of cycles to 

failure. Once the parameters of the lognormal distribution have been estimated, 

the probability of failure at a given stress amplitude and number of cycles can be 

calculated. This property can be used to feed a simulative model of components 

by means of the Monte Carlo random sampling process. The current damage of a 

component, D, can be referred to the ratio between the current fracture’s length  

ai and crack’s length af,1 at the failure happening: 

 

√ 
𝐾 
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According to Manson & Halford, the relationship between the fracture length af 

and the number n of cycles with constant amplitude of alternate loads, which 

corresponds to a life of N() cycles, can be expressed by means of the following 

equation: 

 

where  can be derived, for steel, by means of experimental tests and defined as: 

 

Once the starting fracture length is assumed as af,0 the equation (6) becomes: 

 

Based on the Wöhler equation (2), each number of life cycle, N(), can be referred 

to its relevant amplitude of constant alternate load. By grouping equations (2) and 

(6), the cumulative damage D can be now expressed as: 

 

If the starting length of the fracture can be considered as negligible, equation (9) 

can be shortened: 

 

Equation (10) is the core of the system aging process. In this way a general-

purpose industrial steel component Digital Twin can be coded. As regard to stress 

loads, they can be defined as an attribute of the operational conditions; therefore, 

we consider, at a general point of view, a sinusoidal alternating tensile and 

compressive stresses according to the following equation: 
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where, i addresses the stress load, Ai is the amplitude of sinusoidal load and i is 

the constant pulsation characterizing the ith stress sinusoidal load. From now on, 

Ai are assumed to be distributed along a defined range [Amin..Amax] with minimum 

and maximum known values. Due to the aging behaviour of steel components, the 

failure rate increases with the accumulated workload. Conversely, the reliability 

behaviour of the same component, concerning tensile strength and depending on 

the steels’ physical properties, must be considered as a stochastic value. This 

model considers both the physical and stochastic aspects of the phenomenon. 

 

The Dynamic Reliability model 
Let us consider the system as a steel specimen; it is subjected to a load history 

given by the sum of i cycles where i varies in the range [1. . imax]; each of these 

presents sinusoidal alternating stress (tension - compression) of defined 

amplitude, Ai; a fixed pulsation i = according to equation (9); we assume that 

each load cycle presents the same length, ni =n. Each stress amplitude Ai is 

randomly sampled by means of the Monte Carlo simulation process; this is the 

inverse function value of the cumulative distribution function evaluated in the 

existence domain of loads: 

 

where A is the stress amplitude varying in the range [A1. . A2] and rni is the ith 

random sampled number belonging to the range ]0. .1[. once sampled with 

constant probability in the range [A1. . A2] the stress cycles are presented to the 

specimen according to the following job order rules: 

1. decreasing, Ai<Ai-1, from the highest to the lowest load, or 

2. increasing, Ai>Ai-1, from the lowest to the highest load. 
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The simulation model adopted in this context evolves over discrete cycle buckets 

n. The relevant number of cycles to failure, N(i), corresponding to each of the 

mentioned loads Ai; N(i) is evaluated based on the quality of the focused 

specimen material, which is sampled randomly, reflecting the variability in steel 

specimen quality and material characteristics in the stochastic model. To do so, 

for each simulated scenario, we consider a featured Wöhler diagram by means of 

a Monte Carlo random sampling process: 

 

where the cdf(N(σi)) is cumulative distribution function of the number of cycles to 

failure under a certain load 𝜎𝑖. With the parameters in place, it is possible to create 

the Digital Twin of the system and simulate the histories of loads and the number 

of cycles to failure. The aging process is calculated to determine the time of failure 

for the components. Specifically, cumulative damage is modeled as the sum of 

damages that each load cycle entails. For a fixed number of cycles, the amount of 

cumulative damage 𝐷𝑖 can be predicted using the following relationships:  

 

where N(i) and ni are respectively the number of cycles to failure and the number 

of operational cycle at the stress level I; equation (14) assess the equivalent 

number of cycles ne𝑖 that the load i requires to produce the same damage D(Ni-1)  

once imposed from the starting of the working horizon instead of the sum of the 

previous loads i-1; the ri can be used instead of the parameter a (of equation (7)) 

in order to better model experimental data. The reference number of cycles is 

commonly fixed as Nref = 50,000 cycles. Equation (16) evaluates the cumulative 

damage Di at the end of the ith load i. Figure 43 shows how to evaluate the 
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cumulative damage D(N) when a steel component has undergone the sinusoidal 

load i-1  for ni-1 cycles and load i for ni cycles (i-1< i). 

 

Figure 43. Cumulative Damage calculation process in the multi-level loading damage map 

By associating the ith load i with the corresponding mean number of cycles to 

failure, N(i), or with the random-sampled number of cycles to failure, Nsi, 

according to the Wohler equation (2), it is possible to evaluate the remaining 

useful life, and to code the Digital Twin. This allows to create the specimen failure 

data set for training the predictive maintenance models based on artificial 

intelligence. The methodology presented is now briefly applied to capture the 

dynamic reliability behaviour of a steel component and show the non-linear 

cumulative damage when two different loads are applied to the component. In 

this example, it is assumed to present to the specimen the loads in the following 

order: 

a. increasing, A2>A1; A1=110 MPa, A2=135 MPa; n1= n2=500 kcycle 

b. decreasing, A2<A1; A1=135 MPa, A2=110 MPa; n1= n2=500 kcycle 

The fatigue features of the material are: m=0.14, K=886.0 MPa, k=0.40. 

Figure 44 and Figure 45 show the loads applied (according to the decreasing and 

increasing order) and the corresponding mean cumulative damage at the 

expected resistance of the material. Figure 44 reveals that the remaining useful 

life of the specimen is more than 50% at the end of the working horizon. This is 
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because an increasing load triggers lower fatigue damage of the steel component. 

Conversely, Figure 45 shows that the steel component arrives almost at the end 

of its useful life at the end of the working horizon. On the other hand, Figure 46 

shows the dynamic reliability of the steel specimen when the resistance of the 

material is a stochastic variable (standard deviation of cycles to failure at each load 

N()=N()/5) and loads are still presented according to a decreasing or increasing 

order. 

 

Figure 44. Loads and mean cumulative damage with decreasing loads 
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Figure 45. Loads and mean cumulative damage with increasing loads 

 

Figure 46. Simulated reliability of the system under an increasing and decreasing two stage load history 

The simulation results demonstrate that reliability is still higher when the loads 

are presented in the increasing order. From a general point of view, the system 
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reliability depends on the loads ordering and this represents a dynamic reliability 

feature captured by the model. 

Figure 47 shows the flowchart diagram of the Dynamic Reliability simulation 

model. It starts with the random sampling of the alternating loads (1) which are 

sorted (2) before being presented to the steal specimens with the first load (3). 

Until the simulated cumulative damage Dsi is less than the value 1 (corresponding 

to a failure), the component is assumed to be working, otherwise it fails (4). After, 

the expected simulated cumulative damage Dei and the threshold limit Dlim used 

to call the preventive maintenance activity are compared (5). If Dei is greater that 

Dlim a preventive maintenance intervention is called (6). Otherwise, the values of 

the simulated and expected cumulative damages are updated (7-8). Back to the 

maintenance intervention (6) requires a new steel component and a random 

sampling of its resistance features is performed (9). The steps (4-6, 10) show that 

simulation of the Dynamic Reliability model is able to consider the stochastic 

nature of the material resistance and the difference between the simulated and 

the expected cumulative damage (e.g., the deterministic cumulative damage 

based on the mean Wöhler). It is important to highlight that this model takes also 

into account the logic of control by which the focused specimen is replaced after 

a failure, by means of a corrective maintenance intervention when the simulated 

cumulative damage Dsi ≥1, or after a preventive maintenance intervention that is 

triggered when the expected cumulative damage is higher that its defined limit Dei 

≥ Dlim. 
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Figure 47. The simulation process flow diagram of the Dynamic Reliability model 

 

Training of the AI predictive system 
The simulation aging process detailed in the previous section has been used to 

create a data set for the supervised learning algorithms to train an AI predicting 

system [76] of the remaining useful life. Specifically, acting as Digital Twin model 

it is able to produce time series containing loads and failures. This is required 

because the experimental data about steel components are scarce (i.e., the 

component belongs to the standalone family). Supervised learning is a type of 

machine learning where an algorithm learns to map input data to desired output 

labels based on a labelled dataset. In other words, the algorithm is supervised by 

being provided with input-output pairs during training. The goal is for the 

algorithm to learn a mapping function that can accurately predict outputs for new, 

unseen inputs. When input data is entered into the model, weights are adjusted, 

in the cross-validation process, until the model is appropriate. For our scenarios 

the regression algorithms were adopted because the purpose to achieve is the 

evaluation of the RUL of each component, knowing the simulated cumulative 

damage. In this way the AI predictor can provide indication to arrange a 

maintenance activity before the device failure. The machine learning has been 

trained using Azure Machine Learning Studio (AMLS). AMLS enables data scientists 

and developers to create, deploy, and manage high-quality models more quickly 

and securely. Microsoft's AMLS platform was chosen because it is a cloud 
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computing platform. Cloud computing has become extremely important today for 

a wide range of reasons, such as scalability, data storage, and security. For 

example, considering a fundamental feature like scalability, cloud platforms offer 

the opportunity to scale computing resources horizontally in a flexible manner, 

allowing machine learning operations to run on powerful virtual machines and 

scale these resources according to the specific needs of the project. Therefore, as 

cloud computing has become a fundamental pillar in the IoT space for scalable and 

efficient solutions, the use of a platform like Azure allows for the full utilization of 

this rapidly growing technology. AMLS offers various supervised machine learning 

algorithms for regression, including those mentioned above. In this work, different 

algorithms were used for the generation of RUL predictive models, also to select 

the most valid one to use for the predictive maintenance model: 

Boosted Decision Tree Regression (BDTR): the algorithm enables to build a set of 

regression trees using the Boosted. Each tree generated by the algorithm will 

depend on the adaptation of the residue of the trees that preceded it; this 

algorithm is based on LightGBM algorithm [77]; 

Decision Forest Regression (DFR): the algorithm allows to create regression 

models based on decision trees. Each tree in a regression decision forest returns a 

Gaussian distribution as a prediction; through an aggregation process on the tree 

set there is a Gaussian distribution closer to the combined distribution for all trees 

in the model [78]. 

Linear Regression (LR): Linear regression [79] is one of the most commonly used 

statistical methods in Machine Learning. It is a fundamental algorithm when 

performing a regression analysis. Regression refers to the estimation of a 

numerical value. Linear regression is an optimal choice when a relatively simple 

model is desired for basic predictive tasks. 

Poisson Regression (PR): Poisson regression [80] is a form of regression analysis 

used to model count data and contingency tables. In our case, we want to count 

the number of remaining life cycles for our device. To use the model, past values 
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must be non-negative integers. The Remaining Useful Life (RUL) is always a non-

negative integer value. 

Neural Network Regression (NNR) [81]: While neural networks are commonly 

recognized for their effectiveness in solving complex tasks like image recognition 

and modeling, they are equally susceptible to challenges related to regression. 

Regression using neural networks is a supervised learning method, thus requiring 

a dataset that includes a column for labels. Since a regression model generates 

predictions based on numerical values, it is necessary for the label column to 

contain numerical data. 

The data set produced by the Digital Twin (e.g., the dynamic reliability simulation 

model) was pre-processed to increase the knowledge on the trend of loads applied 

to the specimen; moreover, rolling aggregate [82] was applied to the amplitude of 

loads in order to retrieve important statistical information (e.g., the standard 

deviation and the moving average) from the available data. In this way, it was 

possible to add new statistical values to the dataset to increase the informative 

power of the data. The application of rolling aggregate starts with choosing the 

size of the floating window, which allows to indicate the number of observations 

to be considered each time the window moves. After having applied the rolling 

technique, we performed the labelling phase. Labels were applied for each 

specimen failure, making it possible to calculate the RUL. A null RUL value indicates 

the failure of the steel specimen. 

From the analysis of the metrics obtained by the regression models, the algorithms 

that offer the best performance are Boosted Decision Tree Regression and 

Decision Forest Regression. As stated in [83], the literature demonstrates that 

decision-tree-based algorithms are highly useful when applying a predictive 

maintenance approach, whether for regression or classification tasks. The other 

tested algorithms, such as Linear Regression and Poisson Regression, provided 

good results, both with determination coefficients around 0.8. Finally, the last 
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tested algorithm based on neural networks proved unsuitable for analyzing our 

data, yielding inadequate values with underperforming evaluation metrics. 

4.2.2 – Result 
The simulation of the Dynamic Reliability model of the steel specimen was coded 

in Python. NumPy package was used to handle the large amount of numerical data 

of the Monte Carlo simulation. The average simulation time to process 100,000 

iterations lasted around 150 seconds. The aging process is constituted by a load 

history of 100 load batch each 1000 cycles long. Table 16 shows the starting values 

behind the Wohler diagram, the load amplitude, and the unitary maintenance 

costs ratio (Cc/Cp). 

Table 16. Material features and test parameter 

Variable value um 

m Wohler parameter 0.14 - 

K Wohler parameter 886,00 MPa 

k fatigue parameter 0.40 - 

N() standard deviation of cycle to failure N()/5  

Cc/Cp corrective on preventive cost ratio 10,00 - 

 

Each working scenario was simulated by means of the Monte Carlo random 

sampling process; the number of cycles to failure N(i) at each load depends on 

the quality of material; this latter is considered as a stochastic variable with a 

defined standard deviation: N(i)= E[N(Si)]  preventive maintenance interventions 

are called when the mean cumulative damage reaches a designed limit level Dlim, 

while corrective maintenance strategy is applied when the simulated cumulative 

damage is greater than 1. The design of experiment was constituted by six 

scenarios where the system is subjected respectively to low (Ai ∈ [120..140] MPa), 

medium (Ai ∈ [150..170] MPa) and high (Ai ∈ [180..200] MPa) loads scheduled 

according to an increasing and a decreasing order. Table 17 depicts the main 

variables of the simulation model; it shows also the difference between the mean 

simulated behaviour of the system (left side of Table 17), which can be considered 

as a virtual control tool for the maintenance purposes, and a replication of the 
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random sampling process (right side of Table 16) which emulates the generic steel 

specimen. Columns De,i and Ds,i  represent respectively the mean cumulative 

damage (used as control maintenance value to be compared with a threshold) and 

the simulated cumulative damage which, in turns, mimics the specimen of the 

field. The column called State (Si) reveals at what age (cumulative number of 

cycles) the failure happens and the difference with the mean simulated behaviour 

of the right side of the table (in the example shown in Table 17, this happens at 

cycle 52,000). 

Table 17 . The simulation model main variables and outputs 

 

Figure 48 depicts the mean cumulative damage reached along each scenario; as 

expected, the increasing order of loads presents a lower cumulative damage than 

the decreasing loads (DEC stands for decreasing order, INC stands for increasing 

order). The scenario of low-level increasing loads ([120-140] MPa) does not cause 

any failure over the working horizon (106 cycles); the medium-level increasing 
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loads requires on average three specimens to complete the working horizon. The 

medium-level decreasing and the high-level loads require several specimens 

(more than15) to complete the mission. 

 

 

 

 

 

 

 

 

 

 

 

 

 

In terms of cost accounting, we compared the working scenarios by considering a 

fixed cost ratio between corrective and preventive maintenance interventions, 

without considering any additional information. Specifically, the maintenance 

scenario was simulated with a negligible lead time before calling the maintenance 

intervention. Figure 49-51 show the overall maintenance cost, CM [$], varying the 

order by which loads are presented on the specimens and the cumulative damage 

limit Dlim that works as a preventive maintenance order point; the value Dlim=1 

corresponds to the application of the corrective maintenance. Under low level 

loads condition (Figure 49) the increasing load order (INC) leads always to a 

reduction of maintenance cost than the decreasing order (DEC); this cost 

reduction is allowed until the mean damage limit, Dlim, is lower than the nominal 

cumulative damage of the working scenario (see Figure 48). 
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Figure 48. Mean cumulative damage varying amplitude and scheduling order of loads. 
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Figure 49. Maintenance cost varying the cumulative expected damage limit Dlim (Low load order, 120-140 MPa) 

Figure 50. Maintenance cost varying the cumulative expected damage limit Dlim (Medium load order, 150-170 
MPa) 
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Figure 51 . Maintenance cost varying the cumulative expected damage limit Dlim (High load order, 180-200 
MPa) 
 

Under medium level loads conditions (see Figure 50) the difference between the 

application of any load order strategy is almost negligible because the stochastic 

behaviour of the material smooths the effects of the different loading rules. When 

the steel specimen is subjected to high level of loads, several specimens are 

required to cover the entire working horizon; in this last scenario, the difference 

between presenting the loads in the increasing or decreasing order is always 

negligible. The simulation process allows to find the optimal trade-off between 

corrective and preventive maintenance (e.g., the minimum value of the costs CM 

in each scenario of Figures 49-51). This is a non- trivial result, as the Dynamic 

Reliability problem hereby modelled and simulated depends on the probability 

distribution of presentation of the loads. In such a scenario, the derivative of the 

optimization function (to minimize) cannot be solved analytically. From a general 

point of view, all working scenarios show that: (i) preventive maintenance leads to 

a significant cost reduction when the optimal value of Dlim limit is assumed; (ii) the 

maintenance cost is sensitive to the order of the load presentation only when the 

material is subjected to low level of stress; (iii) the contribution of mechanical 
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strength variance makes all working scenario closer to the condition of random 

loads scheduling; this condition can support the application of data driven 

techniques because the non-linear effect of loads scheduling on material fatigue 

is smoothed. Now, with a Dynamic Reliability Digital Twin model in place to 

generate simulated data related to the operational histories of the steel 

components, the next step is to train and apply AI algorithms for predicting the 

Remaining Useful Life (RUL) and initiating preventive maintenance interventions 

based on the steel's aging, by adjusting the device's threshold proximity to failure. 

The preliminary results of the learning process showed that time series data with 

monotonic (increasing or decreasing) load patterns (whether they were low, 

medium, or high in magnitude) were not effectively training the AI predictive tool. 

To address this, a more dynamic load pattern was employed for training the 

model. Training the model on data with random fluctuations exposes the AI to a 

more realistic and challenging scenario. This exposure enhances the algorithms' 

ability to make accurate predictions as they learn to distinguish between 

significant signals and random noise within the data. This robustness is especially 

valuable in reducing the model's sensitivity to overfitting, making it better 

prepared for applying its knowledge to new data or unforeseen scenarios. The 

dataset utilized to train the regression model encompasses load histories from 50 

devices, all falling within the load range of 120-180 MPa. Notably, these loads 

follow a distinctive pattern. Figure 49 illustrates the presence of three primary 

load cycles: 120-140 MPa, 140-160 MPa, and 160-180 MPa. Within each of these 

cycles, the load profiles exhibit an alternating behaviour, characterized by shifts 

between higher and lower load levels. These random fluctuations introduce a 

degree of noise into the data, rendering estimations less predictable. Figure 52 

shows also the soft and sharp slope load patterns (of the increasing order) used to 

train the algorithms, with the latter that, as shown in Table 18, improved the 

performance of learning up to a final coefficient of determination for the Boosted 

Decision Tree Regression algorithm equals to 0.9. To assess the effectiveness of 

the AI algorithm, an additional 50 simulated time series with increasing low-level 
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loads were used for testing. The results are presented in Table 19. The RUL 

threshold column represents the Remaining Useful Life threshold, expressed in 

terms of the equivalent number of cycles at which preventive maintenance should 

be initiated. This RUL threshold is linked to a cumulative damage nearing the end 

of the device's life. In the current low-level load scenario, a value of 20,000 

remaining useful cycles corresponds to a cumulative damage of 98%, 25,000 

corresponds to 97.5%, and 30,000 corresponds to 97%. Comparing these results 

with those in Figure 49 (Low Load Order), expressed by the Digital Twin CM 

column, allows us to evaluate the effectiveness of the AI algorithm. Finally, in 

Table 19, it is possible to notice a similar decreasing behaviour in the maintenance 

costs for the AI CM and Digital Twin CM. 

 

 

Figure 52. Load profile time series used to train the machine learning algorithms. 
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Table 18. Evaluation Metric of the Machine Learning algorithms 

Algorithm Relative 

Absolute 

Error 

Relative 

Squared 

Error 

Coefficient of 

Determination 

BDTR 0.27 0.09 0.90 

DFR 0.28 0.1 0.89 

LR 0.42 0.24 0.75 

PR 0.37 0.20 0.79 

NNR 0.96 1 0 

 

Table 19. Number of Preventive Maintenance and Corrective Maintenance (Low Level Increasing Scenario) 

 

 

Overall, coupling the simulation model and the AI algorithm is useful to find the 

optimal trade-off between corrective and preventive maintenance strategies. This 

is a relevant result because in standalone applications not equipped with sensors 

that communicate in real time with a Distributed Control System, the AI predictor, 

trained with the data of the Dynamic Reliability Digital Twin, can be used as a 

decision support system for predictive maintenance. 

 

4.2.3 – Discussion 
In the era of Industry 4.0 and the rising influence of artificial intelligence, 

integrating predictive maintenance into traditional industrial reliability and 

maintenance operations presents a promising opportunity. Recent advancements 

highlight the growing need for high-quality training data, particularly in situations 

where data is scarce or inadequate. This issue is especially critical in scenarios 

where sensor installation is unfeasible or data availability is limited. This research 

work focuses on steel components due to their significance in various industrial 

RUL 

Thres

hold 

Preventive 

Maintenance 

Corrective 

Maintenance 

Predictive 

frequency 

Corrective 

frequency 

AI 

CM 

($) 

Digital 

Twin 

CM ($) 

20,000 32 18 0.
64 

0.36 4,24 4,20 

25,000 35 15 0.
70 

0.30 3,70 4,00 

30,000 39 11 0.
78 

0.22 2,98 3,10 
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applications. Traditional methods for predicting steel fatigue failures fall short in 

assessing cumulative damage, while laboratory fatigue tests determine material 

fatigue resistance using thermography, which requires specialized equipment. To 

address these challenges, model-based approaches employing advanced Digital 

Twins can generate synthetic data that closely mirrors real-world conditions, 

providing valuable training data for AI algorithms. Steel components experience 

wear and cumulative fatigue damage from cyclic loads, which cannot be detected 

by sensors alone. Thus, enhancing AI predictive algorithms in the absence of real-

time status data of steel components becomes crucial. This research proposes the 

implementation of a Dynamic Reliability Digital Twin tailored for steel 

components. This model holds promise as it can simulate both deterministic and 

stochastic behaviors of steel components under stress conditions. The approach 

leverages the Wöhler and Manson & Halford theories to accurately model fatigue 

cumulative damage and utilizes Monte Carlo simulation to create a richer dataset 

for training AI algorithms. This dataset accounts for the non-linear behavior of 

physical systems, including dynamic effects such as the order of loads. The results 

of this study combine traditional mechanical knowledge on steel fatigue with 

advanced AI and Digital Twin technology. Data on steel fatigue was modeled using 

the established Manson & Halford theories and the Wöhler diagram. A key 

limitation is the inability to verify the real accuracy of the Dynamic Reliability 

Digital Twin in calculating cumulative aging of steel specimens. However, analyzing 

the lifespan of 50 simulated devices under varying load patterns demonstrated 

significant improvements in AI performance, underscoring its potential in 

enhancing predictive maintenance. The results highlight the effectiveness of this 

approach, particularly in reducing maintenance costs by using optimal cumulative 

damage limits as triggers for preventive maintenance. Data-driven models, when 

trained on realistic data sources, show high flexibility in predicting remaining 

useful life (RUL) of steel components. Our findings identify the most suitable 

algorithms in terms of performance and the most effective training patterns 

generated by the Digital Twin. These results confirm that a Dynamic Reliability 
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Digital Twin can serve as a viable virtual alternative for training AI algorithms in 

the absence of real-world data. 

Transitioning from simulation to practical application requires several 

considerations: 

• Data Collection: In real-world applications, data collection is critical. Unlike 

the idealized and controlled data used in simulations, real-world data 

collection may involve installing sensors to monitor critical parameters 

such as load, temperature, and other operating conditions. This real-world 

data will provide more accurate and diverse inputs to the models. 

• Model Calibration: Once real-world data is collected, models must be 

calibrated to the specific conditions of the steel components being 

monitored. This step ensures that model predictions align with the unique 

characteristics of the components in their operational context. 

• Validation: Validation involves comparing model predictions against actual 

in-service performance to assess accuracy. Discrepancies between 

predictions and observations may necessitate model adjustments. 

• Maintenance Strategy: RUL predictions can be used to optimize 

maintenance schedules. Implementing preventive or corrective 

maintenance based on these predictions can significantly enhance 

operational efficiency. 

Future research should explore the accuracy of this method with experimental 

tests on real steel specimens to validate the simulated data produced by the 

Dynamic Reliability Digital Twin. Further improvements in machine learning 

algorithms could be achieved by incorporating more complex models and diverse 

training data sources. Additionally, combining the Digital Twin approach with 

emerging technologies like augmented reality and virtual reality could enhance 

the monitoring and maintenance of industrial components. Evaluating the 

economic feasibility and scalability of this method is also essential for its potential 

widespread implementation across various industries. 
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Chapter 5 – Conclusion  

This chapter aims to encapsulate the findings of our research on Digital Twins and 

their application across various domains, while also setting the stage for future 

exploration in this evolving field. Synthesizing the results from each chapter, a 

comprehensive overview is provided on how Digital Twin technology enhances 

system management and operational efficiency. 

5.1 – Summary of Results 

5.1.1 – Application of Digital Twins in Water Supply Systems 
Our research has highlighted the pivotal role of the AAS in developing and 

implementing Digital Twins for real-world systems, particularly water supply 

systems. By addressing a notable gap in the literature, our study proposed a novel 

approach for defining various types of AAS to accurately represent the complex 

components involved in water resource management. This approach was 

validated through a practical case study of a water supply system in northern Italy, 

showcasing its potential to improve management and operational efficiency. The 

developed model, now available on GitHub [25], offers a valuable resource for 

researchers and practitioners, promoting further innovation and practical 

application in this field. 

5.1.2 – Digital Twin for 5G Communication Systems 
In the context of Industry 4.0, the role of communication systems, especially 

wireless ones like 5G, is crucial due to their flexibility and rapid deployment 

capabilities. Our research explored the use of Digital Twins to manage and adapt 

communication parameters in real-time, focusing on 5G technology. We 

developed AAS models for Wireless Communication Systems, which were applied 

in a concrete industrial case study. This integration underscores the advantages of 

5G, including high transmission speeds and low latency, and demonstrates how 

Digital Twins can enhance the adaptability and efficiency of communication 

systems in dynamic industrial environments. 
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5.1.3 – Mapping DTDL to OPC UA 
We introduced a novel mapping solution from the DTDL to the OPC UA 

Information Model, enabling interoperability between these standards. This 

solution allows DTDL elements to be represented as OPC UA elements, facilitating 

seamless integration and communication between DTDL models and OPC UA-

compatible devices. The mapping extends the OPC UA standard to include DTDL 

metamodel classes, thus addressing a previously unexplored challenge. This work 

paves the way for more flexible, interoperable, and innovative systems, aligning 

with the goals of the Fourth Industrial Revolution and improving industrial 

production efficiency through Digital Twins. 

5.1.4 – Predictive Maintenance for Telescopes and Steel 

Components 
Our study into predictive maintenance leveraged Digital Twins to address 

challenges in both telescopes and steel components. For telescopes, we utilized 

advanced machine learning techniques to detect anomalies and predict failures. 

The integration of AI with Digital Twins demonstrated significant improvements in 

predictive maintenance capabilities, reducing operational downtime and 

enhancing reliability. In the steel industry, our research focused on developing a 

Dynamic Reliability Digital Twin to simulate fatigue damage and generate 

synthetic data for AI training. By combining traditional mechanical theories with 

AI, we created a model that predicts remaining useful life (RUL) and optimizes 

maintenance schedules. This approach effectively addressed the lack of real-time 

data and highlighted the potential of Digital Twins to enhance predictive 

maintenance strategies. Future research should explore real-world data 

validation, model calibration, and the integration of emerging technologies to 

further improve the accuracy and applicability of predictive maintenance 

solutions. 
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5.2 – Implications of the Results 

5.2.1 – Enhancing System Management and Efficiency: 
The application of Digital Twins in water supply systems and communication 

networks demonstrates their ability to significantly enhance system management 

and operational efficiency. By providing detailed, real-time insights into system 

performance and behavior, Digital Twins enable more informed decision-making, 

optimized resource management, and improved overall system reliability. 

5.2.2 – Promoting Interoperability 
The development of a mapping solution between DTDL and OPC UA emphasizes 

the importance of interoperability in advancing Digital Twin technology. 

Facilitating seamless integration between different standards and systems is 

crucial for achieving the full potential of Digital Twins and ensuring their 

widespread adoption across various industrial sectors. 

5.2.3 – Advancing Predictive Maintenance 
The use of Digital Twins for predictive maintenance showcases their potential to 

transform maintenance strategies. By leveraging AI and advanced simulation 

techniques, Digital Twins enable more accurate predictions of component failures 

and optimize maintenance schedules, leading to reduced costs and improved 

asset management. 

5.3 – Final Remarks 
In conclusion, Digital Twins represent an advanced technology with the potential 

to revolutionize system management and operational efficiency across various 

domains. Our research highlights the significant advancements achieved in 

applying Digital Twins to water supply systems, communication networks, and 

predictive maintenance. By addressing key challenges and exploring future 

research directions, we can continue to advance this technology and unlock its full 

potential. The ongoing development and refinement of Digital Twins will play a 

critical role in shaping the future of industrial systems, driving innovation, and 

improving the quality and efficiency of production processes. 
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